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Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction. This cloud model is composed of five essential characteristics, three service models, and four

deployment models.

HAHEDRRSS (SaaS)

SE5EMRSS (PaaS)

BRI 1

EAtiRERIARSS (1aas)

FABZ= (Private Cloud)

"Bz (Public Cloud)

ttXZ= (Community Cloud)

Ba = (Hybird Cloud)
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The top 7 cloud computing security threats €& 4]

‘AF‘TIY. migzeEillE

1.Data Breach

A data breach (or leak) is possibly the most widespread cloud security concern. It usually happens as a result of cloud computing
security attacks, when unauthorized users or programs gain access to confidential data and can view, copy, or transmit it.

2. Data Loss

Unlike data breaches, data loss often happens due to natural or man-induced disasters, as a result of the physical destruction of the
servers or human error. However, it can also be a result of a targeted attack. Regardless of the cause, the result will be the same: you
lose all of the data you've been collecting for years.

3. Denial Of Service (DoS)

Another popular type of cloud computing security attack, a Denial of Service (DoS) attack can shut down your cloud services, making
them temporarily (or indefinitely) unavailable to your users. This can be done by either flooding the system with extensive traffic, which
the servers simply can’t buffer, or crash it by taking advantage of the bugs and vulnerabilities.

4. Cryptojacking

A relatively new cloud security threat, cryptojacking was widely adopted last year, largely due to the growing cryptocurrency frenzy.

In this type of cloud computing security attack, hackers use your computing resources to process cryptocurrency transactions by
installing a crypto mining script on your servers without your consent. This leads to an increased CPU load and, as a result, can

significantly slow down your system. T %

&
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The top 7 cloud computing security threats €& 4]
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5. Account Hijacking

Even if your employees aren’t using default, insecure passwords, hackers still can “guess” the credentials, gain access to
your cloud using your staffs’ accounts, and, as a result, steal or manipulate your data or sabotage your business processes in
general. This is called, “account hijacking.”

6. Insecure APIs

Even if your own systems are safe, there are often third-party services that can introduce additional cloud security risks.
Namely, 10T solutions are typically considered a threat to data privacy: devices, such as connected cars, health monitors, and
home appliances, collect and transmit tons of sensitive data in real time. As a result, intruders can hijack your data by
hacking your APIs, not the cloud itself.

7. Insider Threats

Apart from external security threats in cloud computing, there are enough internal risks. For example, your own employees
can cause privacy violations or major data leaks. This can be due to targeted malicious behavior or simply a result of human

error. Moreover, they can serve as an entry point for malware, e.g. by using their devices for work-related tasks as a part of

the BYOD policy.
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NIST Cloud Computing Related Publications

NIST Special Publication 500 Series:
NIST Special Publication 500-291 version 2, NIST Cloud Computing Standards Roadmap, July 2013

NIST Special Publication 500-291, NIST Cloud Computing Standards Roadmap, July 2011

NIST Special Publication 500-292. NIST Cloud Computing Reference Architecture, September 2011

NIST Special Publication 500-293, US Government Cloud Computing Technology Roadmap, Volume | and

Volume ll, October 2014

NIST Special Publication 500-299, NIST Cloud Computing Security Reference Architecture (Draft)

NIST Special Publication 500-316, Framework for Cloud Usability, December 2015
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https://www.nist.gov/itl/cloud/upload/NIST_SP-500-291_Version-2_2013_June18_FINAL.pdf
https://www.nist.gov/customcf/get_pdf.cfm?pub_id=909024
https://www.nist.gov/manuscript-publication-search.cfm?pub_id=909505
https://www.nist.gov/manuscript-publication-search.cfm?pub_id=915112
http://collaborate.nist.gov/twiki-cloud-computing/pub/CloudComputing/CloudSecurity/NIST_Security_Reference_Architecture_2013.05.15_v1.0.pdf
https://www.nist.gov/document-498

NIST Cloud Computing Related Publications

NIST Special Publication 800 Series:

NIST Special Publication 800-53A, Revision 1, Guide for Assessing the Security Controls in Federal
Information Systems and Organizations, June 2010

NIST Special Publication 800-125, Guide to Security for Full Virtualization Technologies, January 2011

NIST Special Publication 800-144, Guidelines on Security and Privacy in Public Cloud Computing,
December 2011

NIST Special Publication 800-145, NIST Definition of Cloud Computing, September 2011

NIST Special Publication 800-146, Cloud Computing Synopsis and Recommendations, May 2012
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http://csrc.nist.gov/publications/nistpubs/800-53A-rev1/sp800-53A-rev1-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-125/SP800-125-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-144/SP800-144.pdf
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf
http://csrc.nist.gov/publications/nistpubs/800-146/sp800-146.pdf

ATT&CK for Cloud

MITRE  ATT&CK

MATRICES
PRE-ATT&CK

Enterprise ~
Windows
macOS
Linux
Cloud "

AWS
GCP
Azure
Office 365
Azure AD
SaaS
Mobile 4
ICS&

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software

Resources ~ Blog & Contribute

Home > Matrices > Cloud

Launch the ATT&CK™ Navigator =

Cloud Matrix

Below are the tactics and technique representing the MITRE ATT&CK Matrix™ for Enterprise covering cloud-based
techniques. The Matrix contains information for the following platforms: AWS, GCP, Azure, Azure AD, Office 365, SaaS.

Last Modified: 2019-10-09 18:48:31.906000
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Figure 1. Feature extraction process.
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