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STIX-EC{FiRZ é @

{
"type": "attack-pattern”,
"id": “"attack-pattern--@1",
Observed Uata "created”: "2815-85-15T@9:11:12.5158087",
"modified”: "2815-85-15T@9:11:12.5158887",
"name"”: "Initial Compromise”,
"external references”: |
{
"source_name”: “capec”,
"description™: "spear phishing",
RS OCA N . "external_id": "CAPEC-163"
}
2= 1,
f7==§§\ "kill chain_phases™: [
0,
7 - oo |
“kill_chain_name”: "mandiant-attack-
indicator Vulnerability izlationship lifecycle-model™,
"phase name”: "initial-compromise”
¥
]
}
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ANTIY

muoEsuR

¥iew Process

File Options

H B ==

Find Users

Help

Process

svchost. exe

lsass. exe
= g exzplorer. exe
() Vv reTray. exe
V)(\n.rel.rser. exe
PP ctfmon. exe
[y procezp. exe
(=] -:md. exe
gl conime. exe
notepad. exe
‘ IEXPLORE. EXE

Teopview exe
{p) IPinalyse. exe

= @msinm. exe
= [p7| RINWORD. EXE

PID

1860
716
1340
139383
13996
2003
752
304
1608
1144
248

1332
1180
2528
3592
3612

CPU

Description

Windows Exzplorer

VMware Tools tray app...

VMware Tools Service
CTF Loader

Srsinternals Process ...
Windows Command Proce...

Console IME
EEX

Internet Ezplorer

TCP/UDP endpoint wviewer
IPAnalyse Microsoft ...
Outlook Exzpress
Microsoft Office Word
WSC Helper Tool

Application Layer Gat. ..
Generic Host Process ...
LSA Shell (Ezport Ver...

B < ¢ N I  S———

Company Hame

VHware, Inc

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
VHware, Inc.

VHware, Inc.

Microsoft Corporation

Srsinternals — wwow ...

Microsoft Corporation
Microsoft Corporation
Hicrosoft Corporation
Hicrosoft Corporation

Srsinternals — www ..
Microsoft Corporation

Microsoft Corporation
Avira GmbH

iB4D. doc

o g
(€113
;)

,i;&ute. exe
WSC Helper
Avira GmbH

i!ill doc
I

BHEAIP: 61.62 NN

RAIER (DOCKTBR) -

Windowi Il ol 1iises § 1 o pak
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= NjRAT Protocol:
netcore 53413 backdoor:
iSCSI Device Sniff:
cve-2017-1214%9
Windows remote desktop service snipher:
Wifi Module Deafult Hard-coded Password:
= Weblogic XMLDecoder:
UPnP SOAFP TelnetD Command Execution:
UPMNPD M-SEARCH ssdp:discover Reflection Denial Of Service:
Tridium Miagara System Sniff:
T3 Protocol Sniff:
Source Engine Game Service Snipher:
SMB snipher:
== SMB Protocol Sniff:
= 52-009:
= 52-001:
== Printer Service sniff:
= PostgreSQL Service Sniff:
= PhoenixContact Programmable Logic Controllers allows a remote user to read out the
= Phoenix Contact PLC Sniff:
= PMASA-2010-4:
PJL Printer ID Query:
= PHP Dirfuzz:
= Oracle Service Snipher:
= Dmron PLC I/O FINS attack:
Nmap 0S X Server Several Scans:
Nmap Echo Service Payload:

Mrnnn Draadsact Cubonen A cs Missmoene

sDDDO

TONMADOONONOOOMRMNOINAENODO &
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* Command

S5H command

X |“||“|Illm |I SN ][] 1T 11T —

12/1312:00 12/1400:00 12/1412:00 12/1500:00 12/1512:00 12/1600:00 12/1612:00 12/1700:00 12/1712:00 12/1800:00 12/1812:00 12/1900:00 12/1912:00 12/2000:00 12/20 1200 12/21 00:00

= new command_chain Total: 36.873 K
SSH command - F{12
SSH command ~
system ; shell ; sh ; cat /proc/mounts ; /bin/busybox PX0QC ; cd fdev/shm ; cat 5 ; cp /bin/echo _s ; /bin/busybox PX0QC ;
system ; shell ; sh ; cat /proc/mounts ; /bin/busybox BKC.JM ; cd /dev/shm ; cat .s ; cp /bin/echo .s ; /bin/busybox BKCJIM ; tfip ; woet ;

system ; shell ; sh; = fvar/.ptmx ; = fdev/.ptmx ; cd /dev ; = /mnt/ ptmx ; cd /mnt ; = /var/run/.ptmx ; cd /var/run ; = fvarftmp/.ptmx ; cd /var/tmp ; > /.ptmx ; cd / ; = /dev/netslink/.ptmx ; cd /dev/netslink/ ; = /dev/shm/.ptmx ; cd /dev/shm
;= /bin/ ptmx ; cd /bin ; = fetc/.ptmx ; cd /eic ; = /boot/ pimx ; cd /boot ; /bin/busybox NIGGR ;

system ; shell ; sh; = fimp/.ptmx ; cd Amp ; cd /dev/netslink/ ; > fdev/shm/.ptmx ; cd /dev/shm ; > /bin/.ptmx ; cd /bin ; > fetc/.ptmx ; cd Jetc ; = /boot/ ptmx ; cd /boot ; = fusr/ ptmx ; cd fusr; /bin/busybox ron -rf .lawl ccc ; rm T .lawl coc
; fbin/busybox cp /bin/busybox .lawl ; cp /bin/busybox .lawl ; = fusr/.lawl ; /bin/busybox chmod 777 Jusr/.lawl ; chmod 777 fusr/ lawl ; /bin/busybax NIGGR ; /bin/busybox cat /bin/busybox ; cat /bin/busybox ; while read i ; do echo ;

system ; shell ; sh; = fimp/.ptmx ; cd /ftmp ; = /var/.ptmx ; cd /var ; = fdev/.ptmx ; cd /dev/netslink/ ; = /dev/shm/.ptmx ; cd /dev/shm ; = /bin/.ptmx ; cd /bin ; = fetc/.ptmx ; cd fetc ; = /boot/.ptmx ; cd /boot ; = fusr/.ptmx ; cd Jusr ;
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Jebl

family

network.ip

network.domain

network.port

Trojan/Linux.Ganiw

115.231.218.64:8226

fk.appledoesnt.com:30000

Trojan/Linux.Ganiw

118.24.26.156:8880

shenhaozhe.com:55000

Trojan/Linux.MrBlack 223.111.145.217 - 828

Trojan/Linux.MrBlacK 132.232.194.49 - 7777

Trojan/Linux.Ganiw 115.231.218.64:8226 fk.appledoesnt.com:30000 -

Trojan/Linux.Mayday 59.47.72.179:10991, 208.98.15.162:2847, - -
93.115.86.209:10991

Trojan/Linux.Mayday 95.47.72.172:52000, 208.98.15.162:2847, - -
93.115.86.209:10991

Trojan/Linux.MrBlack 115.231.222.151 - 8000

Trojan/Win32.Ceatrg - shadow-ghost.no-ip.org 1337
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