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Department of Defense Strate

for Operating in Cyberspace

INTERNATIONAL STRATEGY
FOR CYBERSPACE THE DOD CYBER STRATEGY

July 2011

Prosperity, Security,and Openness

in a Networked World
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Cyber Mission Force: 133 teams by 2018 THE DEPARTMENT OF DEFENSE

THE DEPARTMENT OF DEFENSE

State and non-state aclors threaten disruplive and destructive attacks against the
United States and conduct cyber-enabled theft of intellectual property to undercut

the United States' technological and military advantage. DoD must develop its THE DEPARTMENT OF DEFENSE

cyber forces and sirengthen ifs cyber defense and cyber deferrence posture.

THE DOD CYBER STRATEGY

CYBER STRATEGY 9 '»ne purpose of this strategy is to guide the development of DoD's cyber forces and
strengthen our cyber defense and cyber deterrence posture. it focuses on building
National Mission Te. 13 teams cyber capabilities and organizations for DoD’s three primary cyber missions.

Defend the United States and its interests against cyberattacks of significant 2015
consequence April 2015

THE DEPARTMENT OF DEFENSE

DoD's Three Primary Cyber Missions:

Cyber Protection Tt 68 1 Full Strategy Fact Sheet
er ion Teams eams

I

Defend priority DoD networks and systems against priority threats

"America’s economic
prosperity, national
_& security, and our
individual liberties
depend on our

commitment to securing
cyberspace and maintaining an open,

Combat Mission Teams 27 teams

Provide support fo Combatant Commands by generating integrated cyberspace
effects in support of operational plans and contingency operations

Defend DoD networks, Defendthe US. homeland  Provide cyber support to interoperable, secure, and reliable
systems, and information ~ and U.S. national inferests miitary operational and intemet.*
against cyberattacks of contingency plans o
Support Teams 25 teams significant consequence = g

Provide analytic and planning support to the National Mission and Combat Mission
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internationalstrategy_cyberspace.pdf
internationalstrategy_cyberspace.pdf
d20110714cyber.pdf
d20110714cyber.pdf

EEBH—ROIREERE (5) A

ANTIY

20115F5 5 16H, BE. ESkk. 8i&58. @55, EXxZ2eR. EFEX AN EERBEAS IERAR T
(ME=SEIEPRGKEE)Y  (international strategy for cyberspace) . SEEMEEN. XTTNEFHAEKLM. FIHE
RN —, EEERRERNETERGSIR IR,
2011578148, EEFEAEEMNIE ER TED (METEITHHKEE) BoAE, ke Ed—2BNEsT
BFIASH. 8. =, XASHIN“1ToiilE". EECKEMNET BNEEINNGE IRAREINEENME.
20155F4H, EERFERETIRAR (MERLEE) . ME=X{E5:
—E2M R EREBRING. RENER,
—RRIPEEET RERNEAZTEARANE R EIEIE;
=REFPNEENNEFESTAIFIN ST,
20155, EEAMT (NBZEZE) .
20155F12H, HEREESRR T (MEEIEKES) 4.
- 20165F2R, EEARM T “MELEEZRITNITKI(CNAP)”,

»
;?ﬁ(%?k} AR AR e A5 AR T B P ) A R S AT S R



BESEE (EERIIRENSS = @
ZRERLREMETL) TR £
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ERBEF BT R AR ENE EER S, HIRRGEELILZEEEHRINIEEITREERS
MBEDRNEEE, ER%IEIMAISEEHEEESRIER AT (NIST) HIERY R X5
BRI L E£ER, EREIREG60RAN, THEESMEDAEEEINBEIRATELTZE
MRESEFSHNRGERETEFFHNE, BRFRZISTINE EERR ST AR WA SEELT
X, tesh, LES— "I, 2. BEEEIME" TEER NEERAREABR, EERAE
REFENEIOXARSFIRRZZEP IRVEEER. EEEREEFERLTERFNINE
150 KA ERERE T L EREESHERRER L £S5 IFIRIB KRLEBE AR S,

- FEXBEEMIRENEREHH, EXERESBITFNEMMAIE21S BRI TEIESFATRER
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*“To truly make America safe, we truly have to d

make cybersecurity a major priority.”
Then-candidate Donald Trump on October 3, 2016
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3 Presidential Executive = x e - X
C & &2  https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal & W

the WHITE HOUSE  presipent onaLD J. TRUMP < Getin Touch»

BRIEFING ROOM ISSUES THE ADMINISTRATION PARTICIPATE 1600 PENN

HOME - BRIEFING ROOM - PRESIDENTIAL ACTIONS - EXECUTIVE ORDERS

From the Press Officé  the white House

Office of the Press Secretary
Speeches & Remarks

Press Briefings For Immediate Release May 11, 2017

Statements & Releases

Nominations & Presidential Executive Order
N on Strengthening the
Cybersecurity of Federal
Presdeniaivierennds - Networks and Critical

B Infrastructure

Presidential Actions

Executive Orders

Legislation

Disclosures
EXECUTIVE ORDER

STRENGTHENING THE CYBERSECURITY OF FEDERAL NETWORKS AND CRITICAL
INFRASTRUCTURE

By the authority vested in me as President by the Constitution and the laws of
the United States of America, and to protect American innovation and values, it
is hereby ordered as follows: -

A AR A SRR B F) 0 A A R AR 4T R
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From the Press Office  1pe white House
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‘‘‘‘‘‘‘‘‘‘‘‘‘ . Statement by President Donald

Ap: J. Trump on the Elevation of
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(—) FPERIHMESER NATIONAL CYBER President Trump Unveils America’s First
() (FIPSREShE STRATEGY Cybersecurity Strategy in 15 Years

of the United States of America
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Remarks by President Trump to
the 73rd Session of the United
Nations General Assembly | New

York, NY

I Secretary-General, world leaders,
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“WannaCry” SEhseket “Iimisit Z @)

‘What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
lour decryption service.

Can I Recover My Files?
5162017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
d send th amount to the ad ified in this window.
| After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

512012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

bitcoin -

Jrest e [12t9YDPgwueZINyMgw519p7AABISjréShw
Contact Us

74 countries hit, security firm says
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SingHealth’s database has experienced a major cyber-attack. 1.5 million
patients have had their personal particulars stolen. Of these, 160,000
also had their outpatient medication data compromised. | am personally
affected, and not just incidentally. The attackers targeted my own
medication data, specifically and repeatedly.

| don't know what the attackers were hoping to find. Perhaps they were

hunting for some dark state secret, or at least something to embarrass
me. If so, ... See More

MOH.GOV.SG
SingHealth's IT System Target of Cyberattack | Ministry of
Health

SingHealth’s database containing patient personal particulars
and outpatient dispensed medicines has been the target of a major
cyberattack
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Interinstitutional File:
2012/0011 (COD)
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CODEC 52

LEGISLATIVE ACTS AND OTHER INSTRUMENTS

Subject: Position of the Council at first reading with a view to the adoption of a
REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the protection of natural persons with regard to the
pracessing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation)




Facebook§§iBSF (—RRENIBITIPEEHI) Z @)

The EU General Data Protection Regulation
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