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Exposing initial access broker with ties
to Conti

Mar 17,2022 - 6 min read

Vlad Stolyarov Benoit Sevens o Share
Threat Analysis Group Threat Analysis Group

In early September 2021, Threat Analysis Group (TAG) observed a financially maotivated threat actor we
refer to as EXOTIC LILY, exploiting a Oday in Microsoft MSHTML (CVE-2021-40444). Investigating this
group's activity, we determined they are an Initial Access Broker (IAB) who appear to be working with the
Russian cyber crime gang known as FIN12 (Mandiant, FireEye) / WIZARD SPIDER (CrowdStrike).

Initial access brokers are the opportunistic locksmiths of the security world, and it's a full-time job
These groups specialize in breaching a target in order to open the doors—or the Windows—to the

5|8 Google.Exposing initial access broker with ties to Conti [R/OL].(2022-03-17)
https://blog.google/threat-analysis-group/exposing-initial-access-broker-ties-conti/
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5|8 : GROUp —IB.Ransomware manager: Investigation into farnetwork, a threat actor linked to

five strains of ransomware[R/OL].(2023-11-08) https://www.group—ib.com/blog/farnetwo‘?k/
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Affiliates Exploit CVE 2023-4966 Citrix Bleed

Vulnerability

SUMMARY

Note: This joint Cybersecurity Advisory (CSA) is part of an ongoing #StopRansomware effort to
publish advisories for network defenders that detail various ransomware variants and ransomware
threat actors. These #StopRansomware advisories include recently and historically observed tactics,
techniques, and procedures (TTPs) and indicators of compromise (IOCs) to help organizations
protect against ransomware. Visit stopransomware_qov to see all #StopRansomware advisories and
to learn more about other ransomware threats and no-cost resources.

Boeing says it's assessing a claimed hack by ransomware group Lockbit that it compromised sensitive corporate
data and will release it November 2 if the ransom isn't paid. (REUTERS/Randall Hill/File Photo / Reuters)

A Boelng spokesperson told FOX Business, "We are 9s8essing this claim. The Cybersecurity and Infrastructure Security Agency (CISA), Federal Bureau of Investigation (FBI),

Multi-State Information Sharing & Analysis Center (MS-ISAC), and Australian Signals Directorate’s

Australian Cyber Security Centre (ASD’'s ACSC) are releasing this joint Cybersecurity Advisory (CSA)
Ticker Security Last Change Change % to disseminate I0Cs, TTPs, and detection methods associated with LockBit 3.0 ransomware

exploiting CVE-2023-4966, labeled Citrix Bleed, affecting Citrix NetScaler web application delivery
BA THE BOEING CO. 243.84 .7.95 -3.16% control (ADC) and NetScaler Gateway appliances.

This CSA provides TTPs and 10Cs obtained from FBI, ACSC, and voluntarily shared by Boeing.

Authored by- = TLP:VCLEA Product ID: AA23-325A é E *
A 757 : ° T A November 21, 2023 i
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From pentest to APT attack:
cybercriminal group FIN7 disguises
its malware as an ethical hacker’s
toolkit

@ BI.ZONE - Follow
17 minread - May 13, 2021

B Q N® 0

The article was prepared by BI.ZONE Cyber Threats Research Team

This is not the first time we have come across a cybercriminal group that
pretends to be a legitimate organisation and disguises its malware as a
security analysis tool. These groups hire employees who are not even aware
that they are working with real malware or that their employer is a real

criminal group.

5|8 BI.ZONE.From pentest to APT attack: cybercriminal group FIN7 disguises its malware as an ethical hacker’s toolkit [R/OL].(2023-05-
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If you pay, we will provide you the programs for decryption and we will delete your data.
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You can obtain information about us on twitter

»>>> You need contact us and decrypt one file for free on these TOR sites with your personal DECRYPTION ID
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Sometimes you will need to wait for our answer because we attack many companies.

Links for Tor Browser:

Link for the normal browser

\ — £ |& 345
%’2 E&Eﬂ ? 1 — /J \ D J * 9 % Ilf you do not get an answer in the chat room for a long time, the site does not work and in any other emergency, you can contact us in jabber or tox.
—— Tox 1D LockBitSupp:
I Lud N |:| XT = % XMPP (Jabber) Supy
. J x (=] o

»>>> Your personal DECRYPTION ID:
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