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Incident
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Platforms
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WS EIRIRRR G 2R, XL TR IRIAE o] LA SmHE
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SOAR are solutions that add machine assistance to
human security operators by taking inputs from
various sources and applying workflows aligned to
processes and procedures. Those procedures can
then be orchestrated (via integrations with other
technologies) and automated to achieve a desired
outcome, such as triage management, incident
responders, threat intelligence, compliance

managers, and threat hunting.
SEIR: https://www.gartner.com

HELLT

Page6

FERHESR: HHAIETIHR



| ZXXISOARKIAK]

E SRR E S BT
RIS ShRLEHEES ‘
PAR B SCAR A2 IS EIR o B A AL B RHE B R

Page7 LT G FRBMESS: IR




REBHMESS : HBRIE X

O 3 ZRSOARE(



ZH—PIMEmotet(EiES 4 : WHEIEEE

SHARFMRF R IMMIASSAHMAERI445ROIERK, FHHFERENERBEEZIERRISSLERE, KT
RN A RAFEEARIXZ—EEHN ACOVID- 1943 ED AT I HHHEREMotetEEUIBRILZ £

Download p = K
A e ’
A Rk EEVBARESRIABWMI TEHHHITE TEABEITEA MRS
= [Eafpowershell =(avie A

Do While GetObject(winmgmtS:win32_Process).C
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ZEH—AMEmotetZHEHM: L EMFRIASR

~ TREE VIEW
name: "emotetgiiHE"

~ = actions [5]

- RN R E o
IR miEss

action: "Reg_Mc  #52
path: "HKEY LOv B3
key: "@" Rt
value: ™

HFmmenrmag
HOAL BIRIE R E RS

E action 3

= action 4

ERA
RECEMERE). TRIE
F(3). XfH(4). #HiE
(4). BIA(5). Eftb(5+)
26+ EIRIE

:"emotet FfiM AL E ",

dl

:"File Delete”,
:["C:\\Windows\\SysWOW64\\f9jwgsSbs.exe" ],

:"Reg_Modify”,

:"HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",

:"@",

:"0Other Disabled Port",

:[445,3309]

:"Other Fix patch®,
:["ms17-010"]

:"Other_Disabled Ip",
:["1@3.12.133.7", "https://inovatips.com/9yorcan/wbfklk/"]

ERAMEZR

WA=



ANTIY

I ZAXARR(Antiy Response Rule) iz EHNIENY B A

—. iEE (ATEEENN)

THES (TECEILENN)

X (FTECEEnEERN)

. B2 (FECEaLERN)

ARR (Antiy Response Rule) BIZRHiESEE

1. e EMERT/(E
2 (EBGERT/E
3 MBS ERRRTR /A
4 EMRIFMER/E
5. ERRZRE
1B HRMES

2 /EBOHINESS

3. MIERITRIESS
1.8IEE 5

2 (e80T

3 Wbz

A BNt
SRt

6. MRS IHEEAES
7.MBRiEE
1.6EEHTE

2 HEE/ IR EHTE

3 E5RHE

4 FERIS TR

[Reg_Create]
[Reg_Modify]

[Reg Delete]

[Reg Rename]
[Reg_Delete Value]
[Task _Create]
[Task_Modify]
[Task Delete]
[File_Create]
[File_Modify]
[File_Delete]
[File_Rename]
[File_Attribute]
[File_DelText]
[File_repairMbr]
[Proc_Create]
[Proc_Modify]
[Proc_Terminate]
[Proc_Module Threads]

TRARRFF AL EHINIE X B R K JI LI i = IR R SRS T
EXM—EESES, SRTHEK. MR, X, \. #is
FIHITHEXIEERIEEN, HULMATEIEHEER, FHErE
ERFZENE. TUBTFLIERERE. SREFER, LT
MRIERILEENIE.

TRSOARBEARREERR, HALMEERBASPEMNEML S’
PEMEFEZ.

ARRYCEIINSTAIFHIESRM, BTFRRERAE:
File_Delete
condition:

£ alldisk, &SR systemdisk, HERBER: diskroot, £

1. F&batfIAFHET [Script_Bat] HIEERE: alldisk_deep:1-100
2. N &Rshel iAFHiziT [Script_Shell] e
A WA 3 T vbsHIATHEST [Script_Vbs] Bl udisk
4 RRpowershel fIAFHEIT [Script_PWL]
1.9MREaH /AN [Other_Device] o
2 g [Other NetOff] condition:
3 ZmiR0 [Other_Disabled_Port] (FIET =] (W8], R EL R A]
7\, Hits 3.ZHip [Other_Disabled_Ip] ]
4TS EIE [equal/Unequall],[offset:0],[31 cO fa]
5.elRERRE [Other Create_ Mutex]
6.l B E [Other_QuickScan]
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- HiETERFEEMN

LEHH]ZE action":"Reg Modify
"path™: "HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",
"key":"@",

- 7|=E¢Eﬁ S DHIFAAR A
BEEER, FHERH ,ﬁﬂﬂm$MWﬁ
$25FD7?<7\5-§’7?, LABZARRAL raction” ther Fix patch,
BRSNS, [ ——
- IRRANEEEINZEH
1TINRE A HALLE

"ips" [ 103 12.133. ,"https://inovatips.com/9yorcan/wbfkk/"]

iQEZBAEBCAAdFi :31DRgACEkQL7dAKK3u
CCABCAgA1IVYkk JFD1RALrQxkS8KNH+i+
O j:kl“\__l-IEM E H]QJ i_ d//5V8s+TSqKh: )LsjYFyNUt95C2gHBUN
kWUjLukRThim/y idCvspYF6/Go50FKLTA
1m@/Y+1AARJI7c] JtFGJDR18LZ2gs9DZBw
rT9AKVhDM5sdTH )IM@CzjMOF+VvycqRFsSs
BEUIRAEERRE, 7 [P :

=UH5v

'{ } 1?18%%# END SIGNATURE SIGNATURE
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BRAGET s icmieE:php-TpmiTEREEHTRRE (CVE-2019-11043)

REERE IR TR 2019-10-23 19:30:30 R EhEEiRERe

php-fpmilE 3T

Xt o]

P e e ]
TEEE-DA.. .255. 2020-11-113:00:31

75
NES 08 TEEE-DA.. .255. 2020-11-113:00:17

—I—
A—k— NP2 A =

| I I RE TEEE-DA.. .255. 2020-11-112:59:41

C CVE-2019-11043

CNVD-2019-36855 HEEE-A.. .255. 2020-11-1 12:59:21

ﬂ%ﬂﬁ%%%ﬁrfcvazm 0-11043i [

Nginx 5 php-fpm BRSS88 HFEnR (BHRTR
7, EFNginxigfastegi_split path_infoissaieit

i, REBHMXREK 7 FEERREN B

ﬁﬁmﬂ]ﬁi AL SR RISHRIT.

PIN=EIRSEEE, FENFETREN .

BNSEARAPTHERTEE. 28T nginx &S,
MR TESREES, B

-L 1 fastcgi_split path_info A(+?\,php){/*)
n 7 ‘N fastcgi_param PATH_INFO  $fastcgi path_
7\ Who info;

ZE5HE: https://bugs.php.net/patch-display.
php?bug id=78599&patch=0001-Fix-bug-785
99-env path_info-underflow-can-lead-to-RC.
patch&revision=latest

bugs.php.net/bug.php?id=78599
lab.wallarm.com/php-remote-code-exe
cution-0-day-discovered-in-real-world-ctf-exe
rcise/
hitps://github.com/neex/phuip-fpizdam

Al 2019-09-23 09:54:08
2019-09-23 09:54:08
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IEPESR

e TRIEA T B S B SRR
- HIEZ KRN T B, RIS LR
s BRI
IEBINGInXERE STHFHEAN

P el FEQUSTUR o KOO SecRule REQUEST_URI \"@rx %0(alA|d|D)\"

\\idi1,phase:1 tlowercase, deny\™

Bk IEPsEsY

\"id:1,phase:1,t:lowercase,deny
Bz Nginx

reload Nginx

</> | IEPER
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