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if ( StPStPIw(&Filename, L”SeaPchIndexeP.exe") )

{
ThrdAddr = 0;
v1l2 = beginthreadex(9i64, ©, sub_1800037B@, hModule, @, &ThrdAddr);
i
else if ( StrStrIiW(&Filename, L"explorer.exe") )
{
ThreadId = ©; PR
vl4 = CreateThread(©i64, ©0i64, sub_1800063BO, ©i64, O, &ThreadIld); '*ﬁﬁ)‘?’—##ﬁg
b
else if ( StrStriW(&Filename, L"msdtc.exe") )
{
Sleep(®x7530u);

pszPath = ©;

memset(&v17, ©, ©x206ui64);

v4 = wgetenv(L"SystemRoot"™);

wsprintfW(&pszPath, L"%s\\System32\\wimsvc.exe", v4);
if ( PathFileExistsW(&pszPath) )

{
GetStartupInfoW(&StartupInfo);
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Hash ed7c90582042a0a6e30408
8ed5d32706

Network 2.tcp.ngrok.io:15944

Mutex DC_MUTEX-UFXHUR2

Version of rat #KCMDDC51#

Campaign ID of rat Sazan

"Vector_des":

"VecDict": {

"the fam

"VecContent™: "fam

}J

"VectorLabel":

"ThreatLevel”
"Vector_des":

"VecDict": {

[1

3 dl-
"the t)

"VecContent™:

b

"VectorLabel":

"ThreatLevel™:
"Vector_des":

"VecDict": {

[1

1,
"the n

"VecContent"™: "ne rk: 2.tcp.ngrok.io:15944"

b
"VectorLabel":

[]

"ThreatLevel": 1,
"Vector_des": "the mutex of rat"”,
"VecDict": {

"VecContent": "mutex: DC_MUTEX-UFXHUR2"
b
"VectorLabel": []

"ThreatLevel":

"Vector_des": "

"VecDict": {
"VecContent": "campaign_ID: Sa

e campaign ID of rat",

b
"VectorLabel": []

"ThreatLevel":
"Vector_des":
"VecDict":
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e —{pRAREEEE,. BARSATEREST IR EES .
HEFE 2020-12-12 &g
Income tax Savings for 2020-2021 Ink 2000-12-12 ()

£3 Income tax Savings for 2020-2021.rar
%ProgramFiles%Windows Photo Viewer\PhotoAcq.dil 2020-12-12
P
i Eﬁ BT T v | REBR  S2Eiter/=S/T-APT-17/ERW v
£ S aTiE) - d i — i [
SEDE  SSAQIRSREIIRLEREST . EESF | mEamER
| Income tax Savings for 2020-2021.Ink 2020-08-31 15:08 2076 = [e— v | smmm @M

=3

H2-3 FEXHE

F]2-2 INKEARHFE

MsAulis_exe 2020-12-12
Trojan[LNK]/Downloader.LNK.Gen

SRRl (ncome tax Savings for 2020-2021.Ink _
il aeBoe
569D721E44E1AZ1ASIAEAADES14AD794

KR 5 FEER
2.03 KB (2076 bytes)

Windows shortcut B ESEAFRENEE BRI 2020-09-10
200:07:13 23:49:07+00:00 B SRAhSSEERE SRR RS 2020-09-17
?ﬂm 2020:08:31 15:08:07 B SIRTAPTIANERS 2016-11-15
A\ AWindows\System32\WindowsPowerShellw D\powershell.exe G SR (BITTER) APTECHETEREAEL. £8. BRSO mEsaes 2018-12-25
ProgramFiles%\Windows Photo Viewer\PhotoAcg, dil B Bitter EUSSRIRESSERKS 2019-03-28

BEEATWEREIETE, ST —RPowershel®&$:

powershell.exe" -exec start "(New-Object -comObject WScript.Shell). CreateShortcut('Requirement list for Aug 2020.Ink/).L
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HA<: 0e92bf087ead1ed9eceafeadbdcideca

2 it g BrhEs B
LEAF simon@antiy.cn 48T BinExecute/Microsoft EXE[X86] | A/\9250KB | LEHHE2020-12-12 | ALsrifinks EREE 4 e 5 A 8 = O S 1

3
£l
5
o
o
>

SFFIESE ATTACK

Generallnfo ~ Certificate  {u'cerificate” u'No digital signature’} HifEER = HHOR

Generallnfo  RichHeader  {u'CheckSum({Xor key): u'0x07006ad}

found_cmd_exe 2020-12-12
Generalinfo  RichHeader  {u'count u'3', u'version u30729', u'id* u'0x5461", u'description’: WDLL import record in library file: V52008 SP1 build 30729%

found_autarun_registry 2020-12-12
Generallnfo  RichHeader  {u'count” u™0’, u'version™ u'0’, u'id" u'0x33", u'description” u'lmport function count. Not necessarily accurate }
Generalinfo  RichHeader  {u'count u™1’, u'version': u'40219', u'id: w'0x1’, u'description’ uTotal imports. Build 402197 {u'VecContent: uF8EDECAABI961955AB9ETEDG2046CCOE} 20201212
Generallnfo  RichHeader  {u'count” u'1', u'version” w40219', uid" u'0xae’, u'description” u'Linker: V52010 SP1 build 40219} {u'VecContent: u'9E13B3EBEIE246B9B153BD822684663A7 2020-12-12
Generalinfo  PDBInfo  {u'VecContent" u'C:\lcrysisWRelease\\PDBVpayload.pdb’}

BEHE == v FEAR | B& (WhiteElephant /E&/ENERTX v
Generallnfo ~ Compilerinfe  {u'MajorLinkerVersion" , u'MinorLinkerVersion™ u'0'}

ZESEE | ARSEACYSSEERIRTSR v EEGT | mEsknEg

Generallnfo  EntryPeint  {u'VecContent: u'0xa9d07}

Generallnfo  FuzzyHash  {uTheFileFuzzyHash’: u1536:mBul+KXpsqNSviwWYyhY9SAAIVt ZNXKcTpZZac3+excBM:Qu+asqNSaW/hLv/KeNZ Xz} =3 #ER POBES v R MR8
Generallnfo  FuzzyHash  {u’text: 1768 bBNNISpH+CVziqaXHKUAZTArI9saBGpwpBT +Eviw 1wTg2Ay QoR:bBwkKXpsqNSviwWYyh') =I R LR db i

Generalinfo  FuzzyHash  {u'rdata’- u192:dcblLyvzblQusOo8VpklrsJUiPKDKBMnRKESsfbe:GLe37us008Vd6ciPKDKAKBIDE )

Generallnfo  FuzzyHash  {u'.data’ u768:KVQ+1uxk5fx81e1YCD77pvd7pPacCPCRoal+emcjRCATGbB:KVi1zNxKcTpZZac3+excbM}

TR RS TS (Vo cContent u FBGDECAAB0961955A89E 7ED62046CCIET)

Generallnfo ~ FileFormat  {u'VlecContent u'BinExecute/Microsoft DOS_PE_NE_LE[ Gen]}

Generallnfo  PESimilarylnfo  {u'VecContent- u'Disassembly_porportion:0 977 BT
Generallnfo  PESimilaryinfo  {u'VecContent” u'diassembly_instructions_cnt:12802'} KIS B8R0
Generallnfo  PESimilarylnfo  {u'VecContent u'PE_Fingerprint_version:010001027}

B FssECrysisS it 201047
(e R gL ERTLI IR {u'VecContent: u'9E13B3EBE9E246B9B153BD822684668A7 I

B FEER01TEREREEMEESTTRS 2018-01-14
Execution  Command and Scripting Interpreter {u'VecContent" u" ([T eReraer

e ‘ 2020-02:20
Execution  Execution through APl {u'VecContent” u'CreateProcess™} B FERIRR5 ZDharma e
Execution  Execution through Module Load {u'VecContent” u"GetProcAddress'} B EERECrysisiy1 98 REEHRATT 2017-05-28
Persistence  Regisiry Run Keys / Startup Folder {u'VecContent u" iy REM I MERRGE ) B CnSiSOEEsamaimes, MEESikharma 2019-11-20

G =2 @A TESERHER 2017-12-23
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g Indian Cyberaitack Infrastructure

RESRDHTRS

17a3 ary 5&bce4lba46a99facb79d28
18hcd77fal 2048 abBec33daff942cE
197228990751 fa1b15324aT92bd3c160
1487d1dc13314bf0431792b37ect7e2d
16110381 cf£35283087%eclai4i T2e4
0ad9583aefede] £355759e0b674930ch
09947ha52%32d10d3¢859511a6d31 868
(bal9063deadccaclalcdd208781£16h
0c0eb91£318da38e6684bd5250£68378
1668044bf473fc262ed97283c6e157ebS
1489d2adf0328bAd7h421 700959669
168{2c46e15c9ce0babefi®8ai4at e
0796££1096£74580f37d81a5b8406b61b
1981 cc08cdadcd71028768dc04d98637
078d12eb9fc2bl865¢0cca001448b6%h
(Obbeficabf6d7ababdh44374dc3995d8E
OcZebfbe3c93b3502£ 926010 al188ad
0d466e84b10d61031a62af fefffde3la
16f15f646196F29732f5b153d128803
(hE8£197h4266e8h78ea0dchdb3496%
0d3956dacZachaf292eesfal 21450573
187dchafa65chddfesdTa58271h56864
0adbcdBbeh?Tef7a28a328d8d2a00254
178e2277heBT5e55ad7 2111 f5e8df Tal
163ac7591h9326ee63cd361 B0d39665
1581£697£82609316e2a3fbe@l11el 22
0b29cd6f c38c0459507ef70eAc45470
1785£202d4883f2e549f 0aecTd20aaca
0837671230235d88b99866197d79646h
16c140fb61bed22e02aa2b04748b5a34
09cdbd5273640ab23112h719c6524902
15552ebdc4ebebb4d2f T1ab2d2e574ch
08f7eadl 513bb921c9cdesl334al3 70866
07defddbdat4bbl fb058c3abd2ell 28
0b38f8784led347cc2aiffaGl0alcB e

BRRE551E

Kaspersky

Trojan. ¥in32. dgent. hwib
Trojan-Downl oader. Win32. hgent. hhgu
Vorm. ¥in32. hgent. ali

Trojan. ¥in32. ¥E. cefz

Exploit. Win32, CVE-2012-0158. ]
Trojan. ¥in32. Bahanut. o

Trojan. ¥in32. Al
HEUR : Tro jarédfin32. HangOve:
Viruzs. ¥in32, Virut. ce
Trojan. ¥in32. Agent. hnll
Trojan—Spy. Win32. Agent. chfl
TroJan WlnSZ AFOST flo

Tre janr] Downloader ¥in3Z.
Trojan—Spy. ¥in3Z. KEVLogger adar
TrejanDropper. Yin iyl
HEUR: TrojanAinsz. HangOver gen
HEUR : Tro jan¥&pn3Z. Hangver. g
¥orm. ¥in32. Agent. al1
Trojan-Downl oader. ¥in32. VE. bkrbh
Trojan—Spy. Vin32. KeyLogger. acgh
Trojan—Spy. ¥in3Z. dgent. chiju
HEUR : Trojan. VBS. Shgent. gen

Trojan. VBS. Starter. dy

Vorm. ¥in32. Agent. ali

Trojan—Spy. ¥in32. KeyLogzer. acgh
HEUR : Trojan. ¥in32. HangOver. gen
TotFound

Trojan—Downl oader. ¥in32. hgent. gzkf
Trojan—Spy. ¥in32. KeyLogzer. acgh
Trojan—Spy. ¥in32. KeyLogger. adar
HEUR:Trojan. Script. Generic
Backdoor. ¥in32. Rshot. vsl
TrojarrSpy. ¥in32, Agant cpiz
TrejanSpy. cgh

TrojanAn3z. gent. hwib
Trojan Vin32. Agent. chfl

Microsoft
Yorm:¥in32/Foler.C
NotFound
Yorm:¥in32/Foler.C
NotFound

HotFound
Trojan:¥in32/Rimod!gnb
TrojanSpy:¥in32/Dayek. &
NotFound
Yorn:¥in32z/Foler.C
NotFound

HotFound
TrojanSpy:¥in32/Dayek. 4
TrojanSpy:¥in32/Hanove!rfn
NotFound
TrojanSpy:¥in32/Hanove. C
NotFound

TrojanSpy :¥in32/Dayek. 4
NotFound

TrojanSpy :¥in32/Hanove. F
TrojanSpy:¥in32/Hanove. F
Yorn:¥in32Z/Foler.C
TrojanDewnl oader:¥in32/Adodh. &
HotFound

TrojanSpy:¥in32 Hanove. 4
NotFound

HotFound
Worn:¥in32/Foler.C
HotFound
Backdoor:Win32/Hanove. 4
HotFound

NotFound
TrojanSpy:¥in32/Hanove lrfn
TrojanSpy :¥in32/Dayek. 4
TrojanSpy:¥in32/Linog. &
NotFound

HotFound
TrojanSpy:¥in32/Hanove ! rfn
Yorn:¥in32/Foler.C
NotFound

ZE e

[ R R R R

M5 FRES FriEaAf
P 736402h23112h71 9654902 A% Bacldoor
f1ho6f7456ef37d81a5b848b61h HE EevLogger
230283d68h09866197 479646k HE KevlLozger
051466984]3105161031a62affcfff6931a =k Dropper
14R9d2adf0328h6dTh421 TONIEF 986 HE Downl oader
078d12eb3c2b1665c0cc3001448b69b HE Ron Toels
153acTA91h9326ee65cd36180d30665: HE Http
"result": {
"desc": "D796‘F‘F1096‘F74569‘F37d8135b845b51b "
"malware_info": {|
“"format": {
id": 22
“hame": “PE®
-"[_;aacke re: {E=3%,
“hformat": {
"idw: 1,
"name" " BinExecute/Microsoft.EXE[:x236] "
 vsfxe: {EE)

.
L

"kno\.r'[ dqe

ib

ANTIY

&E
BEFRRE T, TiiTshellans
BRBOFERNKeyLogger LE, BEANERE U]Ah
B AN ERMKevLozgeger TE, B HN BRBINGE
B52R20 i R ropper 31, BHIVESHIAHINAT
E&ANERAMDowm oader 3, THESHFEHNT, W
B2A40#RNGETNTE, FHpdbEEM6GESE, THESY
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"malwa reiname“ "Trojan[Spyl/Win32 .Keylogger"”,
“type®: "APT",
"description®: "B £ A0 & A A KeyLogger T B , B FH. B BEthie",
“tags": [

" APT™

"KeylLogger",

eI ==
1,
"group”: [

: "E e,

"GBDJ .

"publlsh name": "B 5",

"alias_name":
“Chinastrats",
“Patchwork™"
“Sarit",
"Quilted Tiger™,
"Dropping Elephant",
“"APT-C-09",
"Monsocon®

1

“target_industry”: [
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"ATT&CKVector": {
"Execution": {
"Command - and- Scripting  Interpreter™:{
"WindowsCommandShell": ["found_shell_in_macro™]
1

"User Execution™: {
"MaliciousFile": ["found macor_in_file"]

>

"Persistence”:{
"Boot - or Logon- Autostart Execution™:{

- BRMZE

"Registry Run Keys / Startup Folder™: ["found autorun_registry"]

I,
"Defensze Evasion":{
"Obfuscated Files or Information™:{
"Software Packing ":["found_zip file"]

I

"Discovery":{
"System Information Discovery":{
"no_subtech": ["found_get_machinename_api"]

Ty
"Query Registry":{
"no_subtech": ["could query registry"]
T
"File and Directory Discovery™:{
"no_subtech":["found getfiles api 1"]
T,
"Process Discovery”:{
"no_subtech": ["found getproces Sesiapi"]

"Command - and- Control™: {
"Application- Layer - Protocol™:{
"Web Protocols™: ["found http_connection 2")

- IRERNZRRTN

Iy
"Collection™: {

"Screen Capture":/{
"no_subtech": ["could _get_sceen_img 1"]

: - FERSEE
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- iEEREIEEEES]

"ATT&CEVector™:{ "Discovery™: {
"Execution": { "System Information Discovery™:{
"Command - and - Scripting Interpreter":{ "no subtech": ["query env computername"]
"PowersShell™: ["found powershell command execution™] d
. - —comnanc_ | « &ZMcmd.exe }
"WindowsCommandshell": ["found cmd exe c"] "Ouery Registry":{
}. "no_subtech": ["could query registry"]
"User Execution™:{ }
"MaliciousFile": ["found macor_in_file"] 1, R N
} "Command - and Control™:{ L4 Elﬂ;iﬂﬂ%
"Persistence™: { "Application Layer Protocol":{
"Boot - or- Logon Autostart  Execution”: { "Web Protocols™: ["found http connection"]
"Registry Run Keys / Startup Folder™:["found autorun registry"] ¥

P !

"Defense Evasion": { N
"File and Directory Permissions Modification™:{ ° ‘9ail$ﬂﬂ§

"Linux and Mac File and Directory Permissions Modificaticn"|["found chmod x command"],

"Modify Registry":["could set registry"]
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"result®: { oy W
"desc”: "2BDA3159666B29BFGFO1ZAG9B9325435", tarQEt—-LDcatan ’
"malware_info=: {E=3}, TMEHE",
'furrat"; {EE --' |lBﬂ§:fq:“.'

*packer*: {E=3},

"hformat": { “Eﬂrg "
=1d*: 1, "ﬁ"'ﬁﬂ",

. "name”: " BinExecute/Microsoft.EXE[:x86] * iR

“sfx*: {E=} 1, )

t "member”: [],

"knowledge": {

"si1d": 48, -
"malware_name®: "Worm/Win32.Stuxnet", "ttpti 1
"type": "APT" [ W .
W ' attack method":
*description”: "R RDropperi# &, #FE .stub¥ .+ BEH LT, EH B &Stuxnet " T
DLLY # + ¥ 8 & Stuxnet UR R ",
DLLY #F 4 0LLEE Tstumet I A ME - AN . EXHTHAERFEHrookit, BF "“moEAMA"
Bifgstuxnet ™ - BEEBHAPIT A =, ]
"tags": [ ' -
- "persistence_method":
| “Dropper® "algorithm": [
. il "
"group”: | ] AES
“nama" : '_'Equatmn Group®™, ¥,
anfer "purpose”: [
idv: *GOBL®, purp :
"publish_name": "Equation Growp®, "EE,
“alias_name": [ " -
sTilded Team". # 1
"Lamberts", ] '
"APT-EQGRP", “location":
:I"ﬁiiitgﬂ?i!:!" "EE

TR TG ENEMEREHER

A

ANTEY  guccsys

“org_nature": "BERMEHER/MET HE",

BN e B A A
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