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LMT, Cyber Kill Chain Framework
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The Cyber Kill Chain
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- Test Capabilities 6.- Credential Access 12.- Impact l
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Detection

processes = search Process:Create

reg = filter processes where (exe == "reg.exe" and parent_exe
== "cmd.exe")

cmd = filter processes where (exe == "cmd.exe" and

parent_exe = "explorer.exe"")

reg_and_cmd = join (reg, cmd) where (reg.ppid == cmd.pid and
reg.hosthame == cmd.hostname)

output reg and _cmd
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— Comparing APT28 to APT29
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Version Start Date End Date

ATT&CK v8 (current version) October 27, 2020 n/a W
ATT&CK v7 July 8, 2020 October 26, 2020 ¥;§*
ATT&CK v7-beta March 31, 2020 July 7, 2020

ATT&CK v6 October 24,2019 March 30, 2020 _
ATT&CK v5 July 31, 2019 October 23, 2019

ATT&CK v4 April 30,2019 July 30, 2019

ATT&CK v3 October 23,2018 April 29,2019
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Supply Chain Compromise: Compromise Hardware Supply Chain

Other sub-techniques of Supply Chain Compromise (3) v ID: T1195.003

Adversaries may manipulate hardware components in products prior to receipt by a final consumer for the purpose of data or system compromise.
By modifying hardware or firmware in the supply chain, adversaries can insert a backdoor into consumer networks that may be difficult to detect

and give the adversary a high degree of control over the system. Hardware backdoors may be inserted into various devices, such as servers,

workstations, network infrastructure, or peripherals.

Created: 11 March 2020
Last Modified: 23 March 2020

Version Permalink

Mitigations

FEFEAMEAR UR FEAR FREEBESTANIF

Mitigation Description
Boot Use Trusted Pltid TTP Ry “$2/R/Techniques & 13%&/Procedures”
Integrity vulnerable to mod

S— NBEZEEA/m/FE FREEEM GENR y

Perform physical inspection of hardware to look for potential tampering. Perform integrity checking on pre-OS boot mechanisms that can be manipulated for malicious purposes.

References

1. Trusted Computing Group. (2008, April 29). Trusted Platform Module (TPM) Surmmary. Retrieved June 8,
2016.

2. Microsoft. (n.d.). Secure the Windows 10 boot process. Retrieved April 23, 2020.
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ghest level
gl element

Aggregate
Assess ioiot
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external Identify sensitive = needs/gaps delivery pormain rapabilities
nel Be. jsibility [egisiration Iest
dependencies | |information Identify suppj gap gf gecurity Data Hiding hijacking dbtain/re-use signature

: chains - i »ayloads detection for
Determine Identify supply y C namic DNS file
firmware chains Obtain [ORpiUre Sost compromise uFIoadfemail
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— ATT&CK Matrix for Enterprise

T1059.001 T1098.001
FIFPowerShell RIS
T1098.002
T 059‘002. FIFFExchangeBREMF
FIFRAppleScript
11098 R
T1059.003 B T1098.003
FIAWindows #INOffice 3652FEE
Command Shell BEE
T1059.004 T1098.004
FIAUnix Shell 1ERSSHIZREH
T1059.005 T1197
FlFFVisual Basic(VB) FIFBBITSERS
T1547.001
T1059.006 = -
HFAPython Rz ety = T =t
faz==ani)
T1059.007 T1547.002
FFavaScript/Jscript FIFHAILE
T1059.008
. T1547.003
AR an ] "
o ngmEREE ) 11 FIFBWindowsESTEIRRSS

@ 2015-2020, The MITRE Corparation.

T1546.001
EMEA SRR

T1546.002
fIRERErES

T1546.003
FIFAWindowsS=HHTREE
E

T1546.004
FF.bash_profilefl.bashrc

T1546.005
FfTrapdes

T1546.006
Z=OILC_LOAD_DYLIB

T1546.007
Netsh Helper DLL

T1546.008

F FESEEITEE

MITRE ATT&CK and ATT8ICK are registered trademarks of The MITRE Carporation.

https://attack.mitre.org/
ZRIFERE 2021401 BiFH
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Active Scanning: Vulnerability Scanning

Other sub-techniques of Active Scanning (2) v ID: T1595.002

Before compromising a victim, adversaries may scan victims for vulnerabilities that can be used during targeting. WVulnerability scans typically check if the
Tactic: Reconnaissance

configuration of a target host/application (ex: software and version) potentially aligns with the target of a specific exploit the adversary may seek to use.

atrorms: PR
These scans may also include more broad attempts to Gather Victim Host Information that can be used to identify more commonly known, exploitable vulnerabilities. - )
[ Data Sources: Network device logs, Packet capture
Vulnerability scans typically harvest running software and version numbers via server banners, listening ports, or other network artifacts.'" Information from these

Version: 1.0
scans may reveal opportunities for other forms of reconnaissance (ex: Search Open Websites/Domains or Search Open Technical Databases), establishing

operational resources (ex: Develop Capabilities or Obtain Capabilities), and/or initial access (ex: Exploit Public-Facing Application). Created: 02 October 2020

Last Modified: 24 October 2020

Version Permalink

Mitigations

Mitigation Description
Pre- This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the amount and sensitivity
compromise of data available to external parties.

Detection

Monitor for suspicious network traffic #8at could be indicative of scanning, such as large quantities originating from a single source (especially if the source is known to be associated with an adversary/botnet). Analyzing web metadata may also reveal
eerootentially malicious activity, such as referer or user-agent string HTTP/S fields.

Much of this activity may have a very high occurrence and associated false positive rate, as well as potentially taking place outside the visibility of the target organization, making detection difficult for defenders.

Detection efforts may be focused on related stages of the adversary lifecycle, such as during Initial Access.

References

1. OWASP Wiki. (2018, February 16). 0AT-014 Vulnerability Scanning. Retrieved October 20, 2020.
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Decoy Account Details

Create an account that is used for active defense purposes.
ID: DTEOO10

A decoy account is one that is created specifically for defensive or deceptive purposes. It can be in the form of user accounts, service accounts, software accounts, etc. The decoy account can be used to

Tactics: Legitimize, Channel, Collect, Detect, Facilitate, Contain, Tes

make a system, service, or software look more realistic or to entice an action.

Opportunities

= -

DOs0001 There is an opportunity to study the adversary and collect first-hand observations about them and their tools.

DOS0004 There is an opportunity to introduce user accounts that are used to make a system look more realistic.

DOs0187 In an adversary engagement operation, there is an opportunity to present decoy accounts to the adversary during the enumeration process.
DOS0253 users, systems, etc

Use Cases

DuUCo004 A defender can create decoy user accounts which are used to make a decoy system or network look more realistic.

DUC0044 A defender can use decoy accounts and monitor them for any activity that might reveal adversary manipulation.

pucol1s7 During an adversary engagement operation, a defender can utilize decoy accounts to provide content to an adversary and encourage additional activity.

fProcedures

DPROO20 Create a user gcount with a specified job function. Populate the user account’s groups, description, logon hours, etc., with decoy data that looks normal in the environment.

DPROO21 Create a user t8at has a valid email account. Use this account in such a way that the email address could be harvested by the adversary. This can be monitored to see if it is used in future attacks.
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ANTIY NV

Decoy Account

Create an account that is used for active defense purposes.

Details

ID: DTE0010

A decoy account is one that is created specifically for defensive or deceptive purposes. It can be in the form of user accounts, service accounts,

software accounts, etc. The decoy account can be used to make a system, service, or software look more realistic or to entice an action.

ATT&CK® Techniques

L e o

Tactics: Legitimize, Channel, Coll
Test

T1078 Valid Accounts Defense Evasion, Persistence, Privilege Escalation, Initial Access
T1087 Account Discovery Discovery
T1098 Account Manipulation Persistence
T1589 Gather Victim Identity Information Reconnaissance
T1598 Phishing for Information Reconnaissance
Page3s X ELET FRAMESR: MR
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Mapping ToJAPT28 Details

APT28 is a threat group that has been attributed to Russia's General Staff Main Intelligence Directorate (GRU) 85th Main Special Service Center (GTsSS) military unit

26165. This group has been active since at least 2004. APT28 reportedly compromised the Hillary Clinton campaign, the Democratic National Committee, and the

Demacratic Congressional Campaign Committee in 2076 in an attempt to interfere with the U.S. presidential election. In 2018, the US indicted five GRU Unit 26165 officers .

associated with APT28 for cyber operations (including close-access operations) conducted between 2014 and 2018 against the World Anti-Doping Agency (WADA), the Associated Groups: ) .

US Anti-Doping Agency, a US nuclear facility, the Organization for the Prohibition of Chemical Weapons (OPCW), the Spiez Swiss Chemicals Laboratory, and other APT28, SNAKEMACKEREL, Swallowtail, Group 74, Sednit, Sofacy, Pawn
organizations. Some of these were conducted with the assistance of GRU Unit 74455, which is also referred to as Sandworm Team. Storm, Fancy Bear, STRONTIUM, Tsar Team, Threat Group-4127, TG-4127

Note: This page uses Adversary Group data from MITRE ATT&CK.

Disclaimer: We present this mapping to stimulate thinking about active defense options to combat this adversary, not to present all possibilities. We invite you to use this
as a guide and add your own use cases for applying Shield technigues to counter each adversary action.

Note: All ATT&CK Group sub-technigue mappings have been remapped to their parent technique and were derived from Group Technigue mappings in ATT&CK v8.

o =

A defender can capture network traffic for a compromised system and look for abnormal network traffic that may
signal data obfuscation.

There is an opportunity to detect adversary activity that uses obfuscated communication.

DTE0031 -
T1001 - Data There is an opportunity to reveal data that the adversary has tried to protect from Protocol Defenders can develop protocol decoders that can decrypt network capture data and expose an adversary's
Obfuscation defenders Decoder command and control traffic as well as their exfiltration activity.
. ) . o . DTE0012 - ) o ) , ) ) o
T1003 - 0S Credential =~ There is an opportunity to deploy a tripwire that triggers an alert when an adversary Deco A defender can seed systems with decoy credentials in a variety of locations and establish alerting that will trigger
Dumping touches a network resource or uses a specific technique. Credsmials if an adversary harvests the credentials and attempts to use them.
T1005 - Data from In an adversary engagement scenario, there is an opportunity to add legitimacy b DTE0030 - . . "
i yengag o Ipp Y E vy ) A defender can stage a variety of pocket litter files to bolster the legitimacy of the local system.
Local System ensuring the local system is with fully populated with content. Pocket Litter
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ATT&CK Mapping by Tactic

e

TAOOD43 - Reconnaissance
TADD42 - Resource Development
TAQO0O1 - Initial Access

TADOOZ - Execution

TAOODO3 - Persistence

TAOD004 - Privilege Escalation
TAO0005 - Defense Evasion
TAO0006 - Credential Access
TAOOQ7 - Discovery

TAQO0O08 - Lateral Movermnent
TAQO009 - Collection

TA0010 - Exfiltration

TA0011 - Command and Control

TAD040 - Impact

-~

The adversary is trying to gather information they can use to plan future operations.
The adversary is trying to establish resources they can use to support operations.
The adversary is trying to get into your network.

The adversary is trying to run malicious code.

The adversary is trying to maintain their foothold.

The adversary is trying to gain higher-level permissions.

The adversary is trying to avoid being detected.

The adversary is trying to steal account names and passwords.

The adversary is trying to figure out your environment.

The adversary is trying to move through your environment.

The adversary is trying to gather data of interest to their goal.

The adversary is trying to steal data.

The adversary is trying to communicate with compromised systems to control them.

The adversary is trying to manipulate, interrupt, or destroy your systems and data.

W W TNIT- S vev——a—— =~
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Complete ATT&RCK® Mapping

The table below shows the mapping of ATT&CK® Techniques from all ATTACK® Tactics to Active Defense Opportunities, Technigues, and Use Cases.

ANTIY NV

DTE00D28 -
T1001 - Data There is an opportunity to detect adversary activity that uses obfuscated
) ) _pp Y y Y PCAP A defender can capture network traffic for a compromised system and look for abnormal network traffic that may signal data obfuscation.
Obfuscation communication. )
Collection
. i DTEOO31 - .
11001 - Data There is an opportunity to reveal data that the adversary has tried to protect Protocol Defenders can develop protocol decoders that can decrypt network capture data and expose an adversary's command and control traffic as wel
Obfuscation from defenders as their exfiltration activity.
Decoder
. . ) o ) DTEOO12 - . . . . . ) . )
T1003 - OS Credential There is an opportunity to deploy a tripwire that triggers an alert when an A defender can seed systems with decoy credentials in a variety of locations and establish alerting that will trigger if an adversary harvests the
Dumping adversary touches a network resource or uses a specific technigue. ) credentials and attempts to use them.
T1005 - Data from an adversary engagement scenario, there is an opportunity to add DTEQO30 -
. y g_ g o PP Y . A defender can stage a variety of pocket litter files to bolster the leqitimacy of the local system.
Local System gitimacy by ensuring the local system is with fully populated with content. Pocket Litter

DTE0030 - i H A
Local System 7_5(7?3&5*215] ':P EH-LATIE o g}fﬂi ;E&i%g éfﬁiﬁ: LXE%ZEXT$ Xﬂ:-.rIEE’J

N/
| SIS, L}Tﬁ’q’:ﬁy — ~ IR | |
Access_ o Hﬂ’\)\%Z!EJZ)\(LEIJLZIIU\x SOﬁWare howthatAP\caIIfuncUons. . . N . ' Jenee

T1005 - Data from

Manipulation
T1007 - System There is an opportunity for the defender to observe the adversary and control DTEOQOO3 -
Service D\y:scover what they can see, what effects they can have, and/or what data they can API A defender can monitor and analyze operating system functions calls for detection and alerting.
v access. Monitoring
There is an opportunity for the defender to observe the adversary and control DTEOO36 -
T1007 - System PP Y Y A defender could manipulate the command to display services an adversary would expect to see on a system, or to shown them unexpected
) what they can see, what effects they can have, and/or what data they can Software )
Service Discovery . services.
N access. Manipulation
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