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computerUSER-4B9213D38F domain WORKGROUP infect time:1980/01/04 05:26 version:0501 ipl:.0.0.0.0. ip2:0.0.0.0. ip3:.0.0.0.0.
computer.6609E26B57334EA domain WORKGROUP infect time:1980/01/04 06:25 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer.COMPAQ-29F0F7E2 domain WORKGROUP infect time:1980/01/04 07:36 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:USER domain WORKGROUP infect time:1980/01/04 07:54 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:DINGAM domain:COTOMNTCHAD infect time:1980/01/04 10:31 version:0501 ipl:0.0.0.0. ip2:192.168.10.150. ip3:0.0.0.0.
computer:SYS1 domainWORKGROUP infect time:1980/01/04 10:45 version:0501 ipl:169.254.136.200.0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computerYOUR-EQ4A529035 domainWORKGROUP infect time:1980/01/04 16:00 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer.Q-0E5444BE6EBE4 domainWORKGROUP infect time:1980/01/04 16:.01 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:SPUR-3472F2F832 domainWORKGROUP infect time:1980/01/04 16:03 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:05599292-879DE1 domainWORKGROUP infect time:1980/01/04 16:25 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:PRIVATE-CDS1EAC domainWORKGROUP infect time:1980/01/04 17:21 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer THORAYA domain:MSHOME infect time:1980/01/04 18:08 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer WWW-704916C5815 domainWORKGROUP infect time:1980/01/04 19:12 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer-ABC domainWORKGROUP infect time:1980/01/13 08:35 version:0501 ipl:0.000 ip2:00.00 ip3:0000
computer:AAM domainWORKGROUP infect time:1980/02/19 08:17 version:0501 ipl:0000 ip2:00.00 ip3:0000
computer TEACHER domain:MSHOME infect time:1981/10/19 06:08 version:0501 ipl:0.0.0.0 ip2:192.168.1.254 ip3:0.0.0.0
computer:CRYSTAL_XP domainWORKGROUP infect time:1988/01/01 01:04 wversion:0501 ipl:0.000 ip2:00.00 ip3:0000
computer:USER-A10E71981B domainWORKGROUP infect time:1988/01/01 01:04 version:0501 ipl:0.000 ip2:00.00 ip3:0000
computer AMBUSADE-CF25D0 domainWORKGROUP infect time:1988/01/01 03.50 version:0501 ipl:0.0.00. ip2:0.0.0.0. ip3:0.0.00.
computerVISTA domain:MSHOME infect time:1988/01/01 05:04 version:0501 ipl:0.0.00. ip2:0.0.0.0. ip3:0.0.00.
computer.CGD-FF4C30ECCO4 domainWORKGROUP infect time:1988/01/01 16:.02 version:0501 ipl:0.0.00. ip2:0.0.0.0. ip3:0.0.00.
computerUSER- 106BEB0698 domain WORKGROUP infect time:1988/01/01 16:25 version:0501 ipl:.0.0.0.0. ip2:0.0.0.0. ip3:.0.0.0.0.
computer:RAGHNA domainWORKGROUP infect time:1990/01/01 01.08 version:0501 ipl:0.0.00. ip2:0.0.00. ip3:0.000.
computer ANANDL domain:PRISM infect time:1990/01/01 03.33 version:0501 ipl:192.168.0.123. ip2:0.0.0.0. ip3:0.000.
computer:23A194CF75E94B4 domain WORKGROUP infect time:1990/01/01 06:01 version:0500 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computerNAREMN-88DBADCI2 domain WORKGROUP infect time:1995/06/29 21:47 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer: MAMLUX - M4F14 domain WORKGROUP infect time:1996/03/15 09:25 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:COMP-1900000806 domain WORKGROUP infect time:1997/01/01 05:.01 version:0500 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer.GFHHH domainWORKGROUP infect time:1997/01/19 13:28 version:0501 ipl:0.0.0.0. ip2:0.0.0.0. ip3:0.0.0.0.
computer:PC10 domain:MSHOME infect time:1997/02/01 12:34 version:0501 ipl:192.168.1.110. ip2:0.0.0.0. ip3:0.0.0.0.
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Blog: SANS Digital Forensics and Incident Response

Blog « 201453H, BRAHE ST AL AFRRMichael

o4 erzort EEELRE lﬂ$1¢ﬁ’3 SEFsE NN D EHIT 72T,
Why Stuxnet Isn't APT ; N
IBHT “Why Stuxnet Isn't APT? ” 1X—i(a],

..or at least, shouldn't be considered as _ = o - .
such... * Michaeligiti: "EMCEBRIAPTIEE NSRS
B, ERESRERTRES RN, FFSAPT

Stuxnet has become so buzz-worthy that | almost feel like an article relating it to "APT" is :l:, —l—l—.—\—| 4

. | e o T 4% At A
the epitome of anecdotal industry navel-gazing. Making a qualitative assessment of each ,L,\ ~J /o
can be a useful exercise in classifying and understanding the threat landscape, however.

This in turn helps clarify risk, driving resource a_llocation, investment, and R&D. Even more . X)L; =] : APT IQ $ E ;"G é 2 C N E ( IX—)QI % rﬁ ?E *U

important than the conclusions presented herein, | want to elucidate some of the analysis
that goes into threat assessments so that others might be empowered to do the same. At

the same time, do not interpret this as an exhaustive or 'correct’ methodology, but rather a % ) ﬁ'ﬁ lﬂ /_\E_$EF E$ Z_E}J ; }z\z Ua a:C NA ( i"‘%*ﬂ IX—)QI

single case study.

So many unrelated conversations these days seem to drift toward the inclusion of Stuxnet —gIQE)

that I'm beginning to see it like the invocation of a Hitler analogy in modern US political . o SO

debates. There's a lot to be said about this event, to be sure, but | feel we can do much ﬁ"ﬁﬁﬁ Tii&/l\ 'i!ZH,j}*EjJIE;EE , }=T—=; |>_(X| EI\JE& t}i\l_iq:j:h;ﬁﬁj]i&] ’%
better in understanding similarities and differences in various threat landscapes, thus my

initial motivation to write this article. The bottom line is that | feel we do both Stuxnet and Y

APT a disservice by classifying the former into the latter, and worse yet, confuse what I j:ﬁ )(&

could otherwise be informed threat-oriented decisions on CND.
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