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1 Practices &
NIST 800-53, RMF,FIPS 140-2, Processes Actviion requkod
by level to achieve
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I
ANTEY  geoesis

Indentification and

Access Control Authentication Recovery Awareness and Training

Asset Management Incident Response Risk Assessment Personnel Security
System and

Audit and Accountability Maintenance Security Assessment Communications
Protection

System and Information

Configuration Management Media Protection Situational Awareness Integrity

Physical Protection
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Table 2. List of Capabilities for Each Domain

Domain Capability
Access Control Establish system accessrequirements
Control internal system access
Control remote system access
Limitdataaccesstoauthorizedusersandprocesses
Asset Management |dentify anddocumentassets

Manage asset inventory

Audit and Accountability

Define auditrequirements

Performauditing

|dentifyand protectauditinformation
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B4R . AFe K

Page37



| MESHE (—)
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Table 1. Summary of CMMC Levels

I
ANTEY  geoesis

Level 1 Level 2 Level 3 Level 4 Level 5
Technical Demonstrate Demonstrate Demonstrate Demonstrate Demonstre
Practices basic cyber intermediate good cyber a substantial aproven

hygiene, as cyber hygiene hygiene and and proactive ability to

defined by the
Federal
Acquisition

effective NIST
SP 800-171
Rev 1 security

cybersecurity
program

optimize
capabilities
an effort tc

Regulation requirements repel
(FAR) advanced
persistent
threats
Process N/A Standard Activities are Activities are Activities a
Maturity operating reviewed for reviewed for standardiz:
procedures, adherence to effectiveness across all

policies, and
plans are
established for
all practices

policy and
procedures
and

adequately
resourced

and
management

is informed of
any issues

applicable
organizatic
units and
identified
improveme
are shared
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MESHE (2) A

Table 3. Processes for each CMMC Maturity Level (ML)

Process Maturity Level Processes
ML 1: Performed There are no maturity processes assessedat ML 1. ALevel 1 organizat
performs Level 1 practices but does not exhibit process institutionalizat
ML 2: Documented 1. Establish a policy that includes [DOMAIN NAME].

2. Establish practicestoimplementthe [DOMAIN NAME] policy.

3. Establish a plan that includes [DOMAIN NAME].

1. Review [DOMAIN NAME] activities for adherence to policy and
practices.

ML 3: Managed

2. Provide adequate resources to meetthe plan for[DOMAIN NAME]
activities.
ML 4: Reviewed 1. Reviewandmeasure[DOMAIN NAME] activities for effectivene

2. Review the status and results of [ DOMAIN NAME] activities with hi
level management and resolve issues.
ML 5: Optimized 1. Standardize adocumented approachfor[DOMAIN NAME]acrosse
applicable organizational units.
2. Shareidentified improvementsto [DOMAIN NAME] activities acros
the organization.
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%}Jﬂiﬁﬁ#— Rule #1: They are going to get in.
Rule #2: Network defenders cannot change rule #1.
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VAN LN Rule #3: They are already in.
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—— - “W'_-"‘" Rule #4: Attacks will continue.
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Fepo— [ Bl Rule #5: It's going to get worse.
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