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« Cyber Kill Chain Framework / [z 325 55HEEE
* Lockheed Martin, 2011
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« Cyber Kill Chain Framework / Pz S:{h5EHEZE
* Lockheed Martin, 2011
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* CIA, Central Intelligence Agency, J#37

. NS)? |3I\Iatlonal Security Agency/Central Security Service,
« INSCOM, Intelligence and Security Command, Ef5EB

* DIA, Defense Intelligence Agency, EFHER

- | & A, Office of Intelligence and AnalyS|s T+ L eIl

« AF 25, Twenty-Fifth Air Force, =&, EHaEB

« Office of Naval Intelligence, }gﬁ E 375*‘|3

- National Reconnaissance Office, EFHZS

* NGA, National Geospatial-Intelligence A%erlgy, E

. Bureau of Intelligence and Research, [EZ5
/—l— ,«:-';:—

FERFMIERARDERL, 5

BAAE R . AZe D 8 Pagel7



https://en.wikipedia.org/wiki/File:US_Intelligence_Community_members.gif

| m=RpERIRITE

I
ANTIY  gucesus

Establish a shared ontology and enhance information-sharing since it is easier to maintain
mapping of multiple models to a common reference than directly to each other

Characterize and categorize threat activity in a straightforward way that can support missions
ranging from strategic decision-making to analysis and cybersecurity measures and users from
generalists to technical experts

Support common situational awareness across organizations

—— "“National Intelligence Manager for Cyber, ODNI, 2018 “
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* MITRE, 2015 ~ 2019
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* MITRE
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« MITRE
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« CVE (Common Vulnerabilities & Exposures, & WiRiEFIEEE)
« CWE (Common Weakness Enumeration, & WERFEHIES)
« CAPEC (Common Attack Pattern Enumeration and Classification, & ISR AEFI5E)
« CCE (Common Configuration Enumeration, & NEEKZ)
« STIX (Structured Threat Information eXpression, SV EIMEEFRIX)

« TAXIl (Trusted Automated eXchange of Indicator Information, ISFNM=EAISEIHYATIR)
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« TTP (Tactics, Techniques and Procedures)
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The Cyber Kill Chain
1 2 /

COMMAND ACTIONS
RECONNAISSANCE (=] WEAPONIZATION (=) DELIVERY (=) EXPLOITATION (=] INSTALLATION [} (=)
CONTROL OBJECTIVES

Pre - ATT&CK Enterprise ATT&CK

- Priority Definition

I
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- Target Selection 1.- Initial Access 7.- Discovery
_ |nformation Sathering 2.- Execution 8.- Lateral Movement
. Adversary Opsee " 3.- Persistence . ° 9.- Collection
» Establish & Maintain Infrastructure 4 - Privilege Escalation 10.- Command & Control
- Persona Development _ . _ . .
. Build Capabilities 5.- Defense Evasion 11.- Exfiltration
- Test Capabilities 6.- Credential Access 12.- Impact
- Stage Capabilities
N Y,

| MITRE ATT&CK for Enterprise
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The Cyber Kill Chain

':/1 \J 2 |

RECONNAISSANCE [=)] WEAPONIZATION (=]

=% 7

COMMAND
EXPLOITATION [mp INSTALLATION
CONTROL

|7 )
ACTIONS

ON
OBJECTIVES

Pre - ATT&CK

- Priority Definition

- Target Selection

- Information Gathering

+ Weakness Identification

- Adversary OpSec

- Establish & Maintain Infrastructure
- Persona Development

- Build Capabilities

« Test Capabilities

- Stage Capabilities

.8

Enterprise ATT&CK

post-Compromise

| MITRE ATT&CK for Enterprise
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Initial Pars] stence Privilege [ BVEEIES Credential Lateral Collection [ Command
Access Escalation | Evasion Access Movement © &

Control

Initial Access

* Drive-by Compromise » Spearphishing Link

* Exploit Public-Facing Application + Spearphishing via Service
* Hardware Additions » Supply Chain Compromise
* Replication Through Removable Media » Trusted Relationship

» Spearphishing Attachment » Valid Accounts
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ATT&CK Matrix for Enterprise
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Drive-by
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Initial Access

[The adversary is trying to get into your network. ]

I
ANTEY  cecesus

ID: TAOOO1
Initial Access consists of techniques that use various entry vectors to gain their initial Created: 17 October 2018

foothold within a network. Techniques used to gain a foothold include targeted Last Modified: 19 July 2019
spearphishing and exploiting weaknesses on public-facing web servers. Footholds gained
through initial access may allow for continued access, like valid accounts and use of

external remote services, or may be limited-use due to changing passwords.

Technigues
[ Techniques: 11 ]
ID Name Description
T1189 | Drive-by A drive-by compromise is when an adversary gains access to a system through a user visiting a website over
Compromise the normal course of browsing. With this technique, the user's web browser is typically targeted for

exploitation, but adversaries may also use compromised websites for non-exploitation behavior such as

RAMAEE . Rjel 338X Page32
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- NBHTS (BARZE1)
Spearphishing Attachment

Spearphishing attachment is a specific variant of spearphishing. Spearphishing attachment is different
from other forms of spearphishing in tha{ it employs the use of malware attached to an email. Fall ID:T1193
forms of spearphishing are electronically delivered social engineering targeted at a speciic idividual, Tactic: Initial Access

company, or industry. In this scenario, adversaries attach a file to the spearphishing email and usually Platform: Windows, macOS, Linux

Data Sources: File monitoring, Packe
capture, Network intrusion detection
system, Detonation chamber, Email
gateway, Mail server

rely upo[ User Execution to gaii execution.

There are many options for the attachment such as Microsoft Office documents, executables, PDFs, or

archived files. Upon opening the attachment (and potentially clicking past protections), the adversary's

payload exploits a vulnerability or directly executes on the user's system. The text of the spearphishing CAPEC ID: CAPEC-163
email usually tries to give a plausible reason why the file should be opened, and may explain how to Version: 1.0
bypass system protections in order to do so. The email may also contain instructions on how to

decrypt an attachment, such as a zip file password, in order to evade email boundary defenses.

Adversaries frequently manipulate file extensions and icons in order to make attached executables

appear to be document files, or files exploiting one application appear to be a file for a different one.

@; ii&x B AEE . Axe 505K Page33
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Spearphishing Attachment

Spearphishing attachment is a specific variant of spearphishing. Spearphishing attachment

I
ANTEY  cecesus

is different from other forms of spearphishing in that it employs the use of malware ID: 71193

attached to an email. All forms of spearphishing are electronically delivered social Tactic: Initial Access

/Procedure Examploy

Name Description

admin@338 admin@338 has sentfpmails with malicious Microsoft Office documents attached.[°?]

APT12 APT12 has sent emaifs with malicious Microsoft Office documents and PDFs attached. 88189

APT19 APT19 sent spearphighing emails with malicious attachments in RTF and XLSM formats to deliver initial exploits.[62]
QPTZB APT28 sent spearphighing emails containing malicious Microsoft Office attachments.[221[231[24][25][26][27]

APT?20 has lised snearnhishina emails with an attachment to deliver files with exnloits to initial victims [331[34]

BAAE R . RFe b 55k Page34
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Example Technique: New Service

—Description: When operating systems boot up, they can start programs or applications called services
that perform background system functions.
- (B&)
—Detection
=Monitor service creation through changes in the Registry and common utilities using command-line invocation
=Tools such as Sysinternals Autoruns may be used to detect system changes that could be attempts at
persistence
=Monitor processes and command-line arguments for actions that could create services
—Mitigation
=Limit privileges of user accounts and remediate Privilege Escalation vectors
=|dentify and block unnecessary system utilities or potentially malicious software that may be used to create
services
—Data Sources: Windows Registry, process monitoring, command-line parameters

—Examples: Carbanak, Lazarus Group, TinyZBot, Duqu, CozyCar,CosmicDuke, hcdLoader, ...

I
ANTEY  cecesus
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Example: Notiona

Legitimate Credentials

Cr

o

Accessibility Features Binary Padding

Account Discovery

.
N
(4D
AL
-
1D

nse Gaps

Application Window
Discovery

Credential Manipulation

New Service
Path Interception
Scheduled Task
File Permissi
Service Registry Permissions Weakness

Disabling Security Tools

Web Shell

Input Capture

-

ANTIY

@,

migzeEillE

2

28D
: A : : : ,Q D

Commonly Used Port

Data Compressed

Communication Through
Removable Media

Third-party Software
Command-Line

Clipboard Data

Data Staged Data Transfer Size Limits Connection Proxy

DLL Injection

Indicator Removal from
Tools

Indicator Removal on Host

Install Root Certificate
InstallUtil

External Remote Services

Modify Registry
MSBuild

Logon Scripts
Modify Existing Service
Netsh Helper DLL

Network Share Removal
NTFS Extended Attributes

Registry Run Keys / Start
Folder
Security Support Provider
Shortcut Modification

Windows Management
Instrumentation Event
Subscription

Winlogon Helper DLL

File and Directory Discovery
s Execution through Module Exfiltration Over Alternative
of Vulnerability Load P 1
Local Network Configuration e Data from Network Shared S
Discovery Logon Scripts Graphical User Interface Drive
Exfiltration Over Command
P the Hash InstallUtil
Locat o O — = nete T Data from Media and Control Channel
Discovery Pass the Ticket MSBuild Data Encoding
k Service P U PowerShell Email C Over Other Data Obfuscation
< e - Process Hollowing Network Medium
Peripheral Device Discovery —
Remote Services Muiti-Stage Channels
e N Regsvr32
Per roups D Y
Rundli32 Scheduled Transfer

Process Discovery

Query Registry

R s Di

Scheduled Task Muitilayer Encryption

Scripting Remote File Copy

Admin Shares Service Execution Standard Application Layer

y Y

System Information
Discovery

System Owner/User
Discovery

System Service Discovery

System Time Discovery

Windows Management Protocol

Instrumentation

Standard Cryptographic
Protocol

Standard Non-Application
Layer Protocol

Uncommonly Used Port
Web Service

Med Confidence | ICERNSSRES

High Confidence

5|8 “MITRE, Case number 17-4500-1, 2017"
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Defense Evasion

dicator Removal from
Tools

Software Packing

Credential Access

Lateral Movement

High Confidence

Data Transfer Size Limits

-
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Command and Control
Commonly Used Port

@,

Communication Through
Removable Media

Connection Proxy

Exfiltration Over Alternative
Protocol

Custom Command and
Control Protocol

Exfiltration Over Command
and Control Channel

Custom Cryptographic
Protocol

Data Encoding

Exfiltration Over Other

Data Obfuscation

=

Scheduled Transfer

Multi-Stage Channels

Multiband Communication

Multilayer Encryption

Remote File Copy

Standard Application Layer
Protocol

Standard Cryptographic
Protocol

Standard Non-Application
Layer Protocol

Uncommonly Used Port

Web Service

Med Confidence | NICORNSENESIN
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Privilege Escalation
DLL Search Order Hijacking
Legitimate Credentials

Accessibility Features

Persistence Defense Evasion Credential Access

Brute Force

Binary Padding

Discovery
Account Discovery

Audio Capture

Automated Exfiltration

Command and Control
Commonly Used Port

Application Window
Discovery

y Software

Automated Collection

Data Compressed

C Line

Clipboard Data

Data from Local System

Data Encrypted

Data Transfer Size Limits

Data from Network Shared

Exfiltration Over Alternative
Protocol

Custom Command and
Control Protocol

- Applnit DLLs Code Signing . ~ . : Software Execution through API
B ~ - c File and Directory Discovery
Local Port Monitor Component Firmware Execution through Module
| New Service DLL Side-Loading Credentials in Files Local Network Configuration Load

( Path Interception Disabling Security Tools Discovery Logon Scripts Graphical User Interface
B Scheduled Task File Deletion Network Sniffing Local Network Connections InstallUtil

File Sy Per s it i Discovery Pass the Ticket MSBuild

i ogical Offse Auth

R Service Registry Permissions Weakness il Facton D Pre PowerShell
| |

Inter

Web Shell Indicator Blocking

Authentication Package

Bypass User Account Control
DLL Injection

ndicator Removal from
Tools

Basic Input/Output System

Change Default File
R Association

Component Firmware

Install Root Certificate

| External Remote Services InstallUtil -
Hypervisor Masquerading S
H Logon Scripts Modify Registry

| Modify Existing Service
Netsh Helper DLL
Redundant Access
Registry Run Keys / Start
Folder

MSBuild
Network Share Removal
NTFS Extended Attributes

Process Hollowing

Security Support Provider

2
Shortcut Modification | - Redundant Access
Windows Management Regsvcs/Regasm
Instrumentation Event Regswr32

Subscription
Winlogon Helper DLL

Rootkit
Scripting I
8 Software Packing |
)

A L TR

Process Hollowing

Regsvcs/Regasm

Regsvr32

Drive

Exfiltration Over C

Custom Cryptographic

and Control Channel

Data Encoding

Over Other
Network Medium

Fallback Channels

Video Capture

Exfiltration Over Physical
Medium

Multi-Stage Channels

Scheduled Transfer

C

Security Software Discovery

System Information
Discovery

System Owner/User
Discovery

System Service Discovery

System Time Discovery

Process Discovery Shared Webroot Scheduled Task
Query Registry Taint Shared Content Scripting
Sy Di: 2 4 Admin Shares Service Execution

Windows Management
Instrumentation

Legend IEETZENN

Multilayer Encryption

Standard Cryptographic
Protocol

Standard Non-Application
Layer Protocol

Uncommonly Used Port
Web Service

4

5|8 “MITRE, Case number 17-4500-1, 2017“
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- ARIBEMZ=ToHTZE (CAR, Cyber Analytics Repository)

MITRE Cyber Analytics Repository

Analytics %

Analytic

CAR-2013-01-002: Autorun D

CAR-2013-01-003: SMB Events Monitoring

CAR-2013-02-003: Processes Spawning cmd.exe

CAR-2013-02-008: Simultaneous Logins on a Host

CAR-2013-02-012: User Logged in to Multiple Hosts

CAR-2013-03-001: Reg.exe called from Command Shell

Analytics  Data Model  Sensors

ATT&CK hni 1!

Modif
Service, Scheduled Task, Port

s Existing Service, New

Monitors, Registry Run Keys
Startup Folder, Path

Ints ption, Accessibility
Features, Modify Registry,

Service Registry Permissions
Weakness, Windows
Management Instrumentation
Event Subscription, File System
Permissions Weakness, Change
Default File Association, Logon
Scripts, Winlogon Helper DLL,
Applnit DLLs

Data from Network Shared

. Pseudocode
Drive, Windows Admin Shares

Command-Line Inte! Dnif, Pseudocode

Valid Accounts Pseudocode
Valid Accounts

Query Registry, Modify
Registry, Registry Run Keys /

Startup Folder, Service Registry

Permissions Weakness

Dnif, Pseudocode

Data Model %ﬁgﬁgg

The Data Model, strongly inspired by CybOX, is an organization of the objects that may be monitored from a host-based or network-based perspective. Each
object on can be identified by two dimensions: its actions and fields. When paired together, the three-tuple of {(chject, action, field) acts like a coordinate,
and describe what properties and state changes of the object can be captured by a sensor.

Summary

Object Actions Fields
base_address
foidn
hostnane

) flomgl inage_path
driver md5_hash
unload

module_nane
ghal_hash
sha256 hash

oeo
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APT29 APT3 APT29+APT3 =«

selection controls layer controls technigue controls
e A
Q, =, %X B, *5FE=, 12
al Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Collection Command And Exfiltration Impact
Escalation Mowvement Control
11 items 34 items. 62 items. 32 items 69 items. 21 items. 23 items. 18 items 13 items 22 items 9 items 16 items
Drive-by AppleSeript bash_profile and  Access Token Access Token Account Account Discovery AppleSeript Audlio Capture Automated Account Access
Compromise bashre Manipulation Manipulation Manipulation Exfiltration Removal
CMSTP Application Window Application Automated
Exploit Public- Binary Padding Bash History Discovery Deployment Collection Communication Data Data Destruction
Facing Command-Line Software Through Compressed
Application Interface BITS Jobs Brute Force Browser Bookmark Clipboard Data Removable Media Data Encrypted for
Account AppCert DLLs Discovery Component Data Encrypted  Impact
External Remote  Compiled HTML File  Manipulation Credential Object Model Data from Connection Proxy
Services Applnit DLLs Dumping Domain Trust Discovery  and Distributed  Information Data Transfer  Defacement
Compenent Object  AppCert DLLs COM Repositories  Custom Command  Size Limits
Hardware Model and Application Clear Command History Credentials from  File and Directory and Control Disk Content Wipe
Additions Distributed COM Applnit DLLs Shimming ‘Web Browsers Discovery Exploitation of Data from Local Pretocol Exfiltration Over
CMSTP Remote Services  System Alternative Disk Structure Wipe
Replication Control Panel lterms  Application Credentials in Metwerk Service Seanning Custom Protocal
Through Shimming Codle Signing Files Internal Data from Cryptographic Endpoint Denial of
Removable Media Dynamic Data Metwork Share Discovery  Spearphishing Network Protocal Exfiltration Over Service
Exchange Authentication DLL Search Compile After Delivery Credentials in Shared Drive Command and
Package Order Hijacking Registry Metwerk Sniffing Logon Scripts Data Encoding Control Firmware Corruption
Execution through Compiled HTML File Data from Channel
APl BITS Jobs Dylik Hijacking Exploitation for Password Policy Discovery Pass the Hash Removable Data Obfuscation Inhibit System
Component Firmware Credential Access Media Exfiltration Over Recovery
Maodule Load Execution with Component Object Model Forced Discovery Data Staged Medium Network Denial of
Spearphishing via Browser Extensions  Prompt Hijacking Authentication Remote Desktop Domain Generation Service
Service Permission Groups Protocol Email Algorithms Exfiltration Over
Change Default File Emond Connection Proxy Hooking Discovery Collection Physical Resource Hijacking
Supply Chain Asscdiation Remote File Copy Falloack Channels  Medium
Compromise Graphical User Exploitation for ~ Contral Panel Items Input Capture Process Discovery Input Capture Runtime Data
Interface Compenent Privilege Remate Services Scheduled Manipulation
Trusted Firmware Escalation DCShadow Input Prompt Query Registry Man in the Transfer
Relaticnship InstallUtil Replication Browser Multi-Stage Service Stop
Component Object  Extra Window  Deobfuscate/Decode Files Kerberoasting Remote System Discovery Through Channels
Valid Accounts Launchetl Moaodel Hijacking Memory or Information Removable Media Screen Capture Stored Data
Injection Keychain Security Software Multiband Manipulation
Local Job Create Account Disabling Security Tocls Discovery Shared Webroot  Video Capture  Communication
Scheduling File System LLMMNR/NEBT-NS Systs

DLL Search Order  Permissions DLL Search Order Poisoning and Software Discovery SSH Hijacking Multilayer Shutdowr\fRebaDt
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Atomic Red Team (ART)

EMETE ATT &CKIEZRA/NEY, SEREER
BRE, BNMN%2EAE LAITARTE
MR ELRIZE B 1ED

Atomic Test #2 - Network Share Discovery command prompt

Network Share Discovery utilizing the command prompt

Supported Platforms: Windows
Inputs

Name Description Type Default Value

computer_name Computer name to find a mount on. string computerl

Run it with command_prompt !

net view \M\#{computer_name}

Choose an ATT&CK
technique
Choose a test for
that technique

Atomic Testing cycle with ATT&CK

Execute the test
procedure

Make
improvements to
your defenses

Analyze your
detections of the

procedure
pr w.lege i edential
nitial-access ~ execution  persistence @~ % defense-evasion

aaaaaaaaa cces:
Drive- by
Compromise - .bash_profil A Toker A Token A t

AppleScript . . -
COMNTRIBUTE and .bashrc [y pulatior [y pulation Y pulatior
A TEST
Exploit Public-
Facing T - Application Access
Application CMSTP Y Token CONTRIBUTE A Bash History
Features Feature:

CONTRIBUTE TEST
A TEST
External AP

ppCert
Remote Command-Line Account DLLs
eeeeeeee BITS Jobs Brute Forc

nterfac nipulatio CONTRIBUTE

CONTRIBUTE

Al Atomlc Tests byA'I‘I'&CK Tactic &Technlque
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CAR-2013-05-003: SMB Write Request J

ATT&CK Detection

Technique Tactie Level of Coverage

The assessment and engineering process (45 TiEid
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Enterprise Mitigations

[ Mitigations: 41 ]
ID Name Description

[M1036

Account Use Policies ] Configure features related to account use like login attempt lockouts, specific login times, etc.

M1015  Active Directory
Configuration

_Techniques Addressed by Mitigation

Domain ID Name  Description

Configure Active Directory to prevent use of certain techniques; use SID Filtering, etc.

M1049

Enterprise [ T1110 Brute ] Setaccountlockout policies after a certain number of failed login attempts to prevent passwords from

Force [ being guessed. Too strict a policy may create a denial of service condition and render environments un-
usable, with all accounts used in the brute force being locked-out.
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