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How the N.S.A. Uses Radio Frequencies to Penetrate Computers

The N.S.A. and the Pentagon’s Cyber Command have implanted nearly 100,000 “computer network exploits” around the world, but the
hardest problem is getting inside machines isolated from outside communications.

Transmission distance of up to eight miles
- >

DATA FROM TARGET COMPUTER e

TARGET

COMPUTER DATA TRANSMITTED

BACK TO N.S.A.

Data and malware are transmitted
over a covert radio frequency

MALWARE

ANTENNA

CASE
TRANSCEIVER N.S.A. FIELD
PLANTED INSIDE STATION
USB CABLE
1. Tiny transceivers are built 2. The transceivers 3. The field station 4. It can also transmit
into USB plugs and inserted communicate with a communicates back malware, including the
into target computers. Small briefcase- size N.S.A. field tothe N.S.A.'s Kind used in attacks
circuit boards may be placed station, or hidden relay Remote Operations against Iran’s nuclear
in the computers station, up to eight miles away. Center. facilities.
themselves.
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Raytheon Buys Websense for $1.9B as
Tradltlonal Defense Shifts to Cyber

nal Tech E
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On Monday, Waltham, Mass.-based defense giant Raytheon announced it is
spending b ig in vell outside the realm of missile defense and military
electronics. In an aclmowledgment of the rising importance of cyber defense,
Raytheon (RTI) paid $1.9 billion to acquire cybersecurity firm Websense, as part S
of a deal that will combine the Austin, Texas-based firm with Raytheon's Cyber 2
Products business unit.

Specifically, Raytheon is forming a new joint venture with private equity firm Vista - ??q: e
Equity Partners, which had acquired Websense in mid-2013 for about $1 billion. ¥, L GRADE CYBERS
That amounts to the valuation "basically doubling in almost two vears despite very o I

modest growth at the companv,” writes Daniel Ives of FBR Capital Markets in a research note.
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