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1 e aou 2509131020 senkl e soeTy " n - " \
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Concerted Use of both Passive +
Active SIGINT

* Implant taraets based on ‘selectors’ and/or '
behavior y =

e.g. users of al-Mehrab ISP (Mosul)

who visit al-Hezbah extremist website i el e es
* Requires target webserver responses be visible . .

to passive SIGINT A © Response High Side

* Requires sufficient delay in target web
connection for the hook to “beat” the response \ d
back to the target (typically means at least one . QT“‘F”CT"'EF
satellite hop) *

O Target web connection
request via SATCOM or Fiber ;

© SIGINT y nsert hook in

u;’(_ia%ut\unLu:u_;:_u_zs.»f,u.u 4 - ) T TlRBlVE\V;
- - NSAW

TURBINE GUI Operator

occurs
* Once 'hooked]’ the target is exploited with no
time constraints u;)load FobUst | MPIaNETOr sustained

« Different QUANTUM effects have differefittime B == — 2 |
constraints. - - - TOP SECRET//COMINT//REL TO USA, FVEY//20320108
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1. Design for Failure

and nothing will really fail

"Everything fails, all the time"
Werner Vogels, CTO Amazon.com

Avoid single points of failure

Assume everything fails, and design backwards

Goal: Applications should continue to function even if the
underlying physical hardware fails or is removed or replaced.
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,-' Security Scanner for SAF

Attack

* Steal ssl key via directory traversal

http://target:9084/vci/downloads/.\.. \..\..\..\..\..\..\Documents and Settings\All
Users\Application Data\VMware\WVMware VirtualCenter\SSL\rui.key

* Make arp-spoofing
* Decrypt traffic with stolen ssl key
* What if arp-spoofing does not work?

I

} ERPSc

Security Scanner for SAP

Vmware vCenter Orchestrator

* Which contains md5 password without salt
* Could easy bruteforce using rainbow tables

[ 10104309084 /vci/down... * \ &

Qd okie@inbox.ru: Re: ] hitp//defcon-russia.ru/d...
¢ c o

vmwax 2963abd36c896b93a36bBe296£13387 >

1ZhRZAFIVCOZB AR TFIEStrusts2 E AR,
T

1

Vmware vCenter Orchestrator

* Vmware vCO — software for automate
configuration and management

* Install by default with vCenter
* Have interesting file

C:\Program files\WMware\Infrastructure\Orchestrator
\configuration\jetty\etc\passwd.properties

" D ERPs:

lk, Security Scanner for SAP VMSA-2011-0005

* VMware vCenter Orchestrator use Struts2
version 2.11 discovered by Digital Defense, Inc

» CVE-2010-1870 Struts2/XWork remote
command execution discovered by Meder
Kydyraliev

* Fixedin 4.2
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£Blackhat2015: K& L, Erik PetersoniR2H 7N =IRFZFEEHITEHRNGANLS, FHEE
B —YE NAUESRIREF AFER, FJLRENITEIRS IR, MMiHd— kS
T 1R(E,

#RSAC #RSAC
What is Cloud Metadata? Old Vulnerabilities, New Life
+ Based on RFC 3927 - Dynamic Configuration of IPv4 Link-Local Addresses + These vulnerabilities can result in a total Cloud environment compromise
+ Metadata can contain all kinds of awesome things, like startup scripts and + CWE-918: SSRF
your APl access credentials
3 : + CWE-611: XXE
+ All cloud providers have it : '
o AWS: hitp://169.254.169.254/latest/user-data ¢ CWE-441: Unintended Proxy or Intermediary
+ Google: http://169.254.169.254/computeMetadata/vi/ + CWE-77: Command Injection
+ DigitalOcean: http://169.254.169.254/metadata/v1/ L . .
+ OpenStack (includes RackSpace & IBM Bluemix): http://169.254.169.254/openstack ¢ CWE-200: Inférmatlon EIX[?OSUI'G
o HP Helion: htp://169.254.169.254/2009-04-04/meta-data/ + CWE-268: Privilege Chaining
+ On Azure, metadata is not dynamic but is copied to /var/lib/waagent (linux) or + Why?
%SYSTEMDRIVE%\AzureData\CustomData.bin (Windows)
+ All of these can lead to unintended exposure of metadata
o '!'1?-"'4
VERACODE 23 RSACoqferen{:e2015' m VERACODE
#RSAC
Chained Privilege Escalation The Full Stack Hack

¢ Cloud API permissions are extremely rich
+ For example there are almost 1000 policy/service permissions in AWS
+ Locking down only user admin permissions is not good enough

Deleting
Instances
restricted

by role/tag

Editing
roles
disabled

VERACODE 29 RSAConference? 015'.' ﬁ VERACODE
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VENOM to escape VM

RS TF "EFEXE" 1I]$'z‘ﬁ_l%uﬁ§'; Al £
E/\ngé;)rwl EEEE%]E—E;%J&EKTL)\*[LJL ‘IJ%ID ANy MARKETING SALES : SUBSIDIARY SUBSIDIARY SUBSIDIARY

SERVER SERVER : COMPANY R&D COMPANY HR COMPANY

"fl_l ,II VM : SERVER SERVER ENGINEERING
> o : VM VM SERVER

: VM

-------------------------------------------- 1 VM : VM
HYPERVISOR : STEP 3 HYPERVISOR

| EEEEHREMIATAZIETE? 588 - ﬁﬁub
 INRERIEEe? i |

HOST ntia | p| d HOST
______________ | ateral movement t d fth

explonted VM

STRUE" TIME-SPACE  LINE

™~

|

ﬂ%L///mwﬂfﬂ/’

_n_-'

e

S
N—
==

How A PANSICIST  MAY EFFECTIVELY CHEAT
IN A QAME  OF  TAG

UDSIGIary A ubsigiary B oUDSIgiary C
Database Database Database
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k o AuCenter m FireWallZBoy misimil, StXIBaIIRSSIRERVFIHIANIIMNBEN
E=]] B PIIEE:S RRER LB REFIERIE INERESE
EEAIENTP g fNEvCenter, SSO. |{FRASTHARERFIRA, MIRBERFNF | 123 KBwindows BERAZLELERN SRBOSTLELNELE
Hith i+ BEZRS Update ManagerfifE | EJEIxh THIEE SRR 802204 T =\ Conte 0 EEZEhY Duindows Z24 N .
fowindowsERS: K, | 3Bl - | BR - | DEEK - RBEER - | LB - | REFIERKIE - | NNERFSE -
BERERERNE | PRIESRAERIRO &3 FMToolsEaIRE | ERERMIVMXETEXHIN: 12 1) {ERPower BB TR @i PowerCliEEBREHINERECEL: BidPowerCItEIEE, HIREEXSHHER
A% s ] VI ity isolation.tools.autolnstall.disablefgatrue 2) EIER, A EEEMYEE  Get-VM | Get-AdvancedSetting -Name SEGEK:
- H “isolation.tools.autolnstall.disable”| Select Entity, Get-VM | New-AdvancedSetting -Name
ZEDCUI = ECENTP Jave Name, Value "isolation.tools.autolnstall.disable" -value
i - ETS Htty Ma ZRRHIag BCERZIWIVmXERE IR 12 1) fEFPowerEEARMELN | BidPowerCliEEEIWIBXEE:
T = 3, . . . i VA o o) 2 ~ . |
& ,\EﬁfsoIatfon.tools.copy.élsable, :\z{gﬁtrue 2) ERIR, SEREENYEER ?et VM | Get Advance»dSem?g Name . T T ———
n i&Hisolation.tools.dnd.disable, E¢fEtrue isolation.tools.copy.disable’| Select Entity, Name, .
ZFHESXi Shell A 8 N . - SHRLEEK:
. %Fdatastoreijls | EEH i&Aisolation.tools.SetGUIOptions.enable, (& Value .
Pl fE O N ) Get-VM | New-AdvancedSetting -Name
IR end Hfalse Get-VM | Get-AdvancedSetting -Name “isolation.tools.copy.disable” -value $true
i&Hisolation.tools.paste.disable, ={E7true "isolation.tools.dnd.disable"| Select Entity, Name, ) -CoPY- .
=HEmob =0 Get-VM | New-AdvancedSetting -Name
ihiaaE] i Fimob BE &5 ZalusM Get-Ad dsetti N "isolation.tools.dnd.disable" -value $true
V3l ena .et- ) | Get-Advance e‘ttlng hame Get-VM | New-AdvancedSetting -Name
“isolation.tools.SetGUIOptions.enable”| Select . . R
#Hfssh 2| Fservice account | Entity, Name, Value isolation.tools.SetGUIOptions.enable" -value
RN ' ! $false
]l . . ing -
allslt e % G.et VM | Get: Advance(_jSettlng Name . Get-VM | New-AdvancedSetting -Name
“isolation.tools.paste.disable”| Select Entity, Name, “isolation.tools.paste.disable" -value Strue
EEHost Profile KA MkFm35g Value T ’ :
B HASVMUREEF AR SEENER
ESX| FEEETANE | REE IV EES 123, |1) EAPower BHEARMELN | BidPowerCIEBRIHIRXRER: EidPowerCIENIEER, FREMNSHHER
isolation.tools.diskShrink.disablef&¥true 2) EHER, S EEEIWERS Get-VM | Get-AdvancedSetting -Name SEEER:
ﬁ PRecertificateSCHif B, s isolation.tools.diskWiper.disablef&gtrue "isolation.tools.diskShrink.disable’| Select Entity, ~ Get-VM | New-AdvancedSetting -Name
(1 5 IJ\) | 1a Ser Name, Value "isolation.tools.diskShrink.disable" -value
Get-VM | Get-AdvancedSetting -Name $true
WP "isolation.tools.diskWiper.disable| Select Entity, ~ Get-VM | New-AdvancedSetting -Name
SRENEFHHE | BCBEREMIVmXERE IR 1 1) fEFPowerBHEEIXIT I 1BidPowerCliEE RN UERECETT: iBdPowerCINEINEET, FREEMNSHHBER
L) isolation.tools.hgfsServerSet.disable{& ftrue 2) EER, K—EEEMESR Get-VM | Get-AdvancedSetting -Name SRLEEK:
Vce nter B "isolation.tools.hgfsServerSet.disable"| Select Entity, Get-VM | New-AdvancedSetting -Name
Name, Value “isolation.tools.hgfsServerSet.disable" -value
( 20 IDEE) BASVMAER A% S BB Strue
N SRR AR | TEweb clienthBAS IR OFAE, R 1,2, 1) fEFPowerEFHEE (TN 1Bid PowerCliEEEREHINERECELT: BidPowerCItSINEEIR, HIREBEMSHHER
s & e dER; 2) EER, S—EERIWEER Get-VM | Get-Harddisk | Select Parent, Name, SR&EK:
HARRIVMXE B S #4rPs csi[0-9]:[0-9]. mode(& 3) WEEEFASIEMAEIIRHERK |Filename, DiskType, Persistent Get-VM | Get-HardDisk | Set-HardDisk
j:[: * KPersistentafindependent-Persistent FIAZRVMUIRMAERF ST EEENERK [Persistent | Independent-Persistent]
F% }_L EHHVMXELE SZHvmciO.unrestricted Jofalse 1,23 1) {EAEPowerEH AT JBidPowerCliEsEEHIHABXESIN: — . N .
V. &g g R RE:
> J\ 2) EER, S EERIWES Get-VM | Get-AdvancedSetting -Name TBPowerClizy Fﬁﬁﬁﬁl?ME%m%
. o . Get-VM | New-AdvancedSetting -Name
1 9 Iﬁ 'vmciO.unrestricted”| Select Entity, Name, Value wmci0.unrestricted" -value $false
g EASVMIIIER A% S BAMER '

IRIRBI3Z 1S ISHNBIECit




IARPLINEE — EREEL LEH—2 A

MESE=E A}*h_i

Y A B RRS GH ER, RERATEERR MR EE, RCEE, AP
AR, BENR/ERRGRERESAN/BENRSRE, BRAARSSITBEEL

LR AVESK, i
L_________________________7/\ _______________________________________________________________________________ |
{ EEELZeEENERIEXEDS
Rt BB ANEK,
SELZeEENEHIENZS
BoEEL , ZEeW=iRER , B8
BEECENLLECE,
OS-Linux-SUSE11SP3 BB FEFRSSG R R AR
OS-Linux-SUSE11SP3-SAP ftBH= ShnE—#FanFmacEH =.

OS-Linux-SUSE11SP3 Z3EFEAR
OS-Linux-SUSE11SP3-SAP Z3EFAf
ZESINE—FEEF=E B
G eg  IREFH/RIRRS
BEESEEVHSEERNIRIRITE

SZEVHRRNTER | 1R
BBE—ZAARE | NTT&SER
FEIME—RMERIECE .

IRIRBI3Z 1S ISHNBIECit



z

PrEE — BRI, RESNE" —#t @

m9E3 nE ==X

Ty
Py Y

HERGRRLZEEELRIRE, PRSTERREEENTEREE, SRR ESHHRFZA—MLY

|

|

|

1 |
7}3_7%1 |
|

|

|

|

IAS E CIE= v £

Cybersecurity Training ¥

STIGs Home Home

SRGISTIG Toals Security Technical Implementation Guides (STIGs)

STIGs Updates!

Office 2010/2013 Benchmark usage - Update May 21, 2015
Apple OS X 10.10 STIG - Update May 21, 2015
SharePoint 2013 STIG - Update May 21, 2015

STIGs Technologies

LIEHERAB SLEBIRER ST, SWERs L TIE IR ITIE.

Security Requi ent Guides
DoD Annex for NIAP Protection Profiles

Vendor Process
Office 2010 SCAP Benchmarks - Update May 18, 2015

DoD Annex to the cPP for Stateful Traffic Filter Firewalls 1.0 - Update May 11, 2015
Office 2013 SCAP Benchmarks - Update May 7, 2015

STIG L Compilation Bulk Download
(.zip format)

Control Correlation Identifier (C

DoD Annexes for Mobile Devices - Update May 4, 2015
FAQs

2015-04-24 Memo Interim Use of Derived Credentials on BlackBerry devices - Update April 29, 2015

Contact Us

s - -~ -~y - ol ~y STIG Mailing List The Security Technical Implementation Guides (STIGs) and the NSA Guides are the configuration standards for
\ / \ - DOD IA and |A-enabled devices/systems. Since 1998, DISA has played a critical role enhancing the security
/ “PKI = DoD PKI Cert Required posture of DoD's security systems by providing the Security Technical Implementation Guides (STIGs). The

STIGs contain technical guidance to "lock down"” information systems/software that might otherwise be
vulnerable to a malicious computer attack

Questions or comments?
Please contact DISA STIG Customer Support Desk:
disa.stia sot@mail.mil

| - .
9&%&/ wECE RF/EBRE SLATE= 1 S /B

L= b - = S
gﬁ“ *JK;E \ DISA STIG Viewer : 1.2.0 F—
Iﬁ 2 [ o | iy File Checklist Options Help
/ A 2 - sTIGs STIG ID v |Rule Title: The system must use a separate fils system for
I U_ESXIS_wCenter_Server VIRG_M e
\ TG GYMGEITE R | RHEL-06-000033 - SRG-05-999999 STIG ID: RHEL-0£-00000L Rule ID: SV-50255:l rule Valn ID:
I | S ST 8 Y RHEL-06-000034 - SRG-0S-999999 v-38455
T 1 \ Severity: CAT III class: Unclass
m " = RHEL-06-000035 - SRG-0S-999999
Y \ ;i F—
ﬁE*L 'Il'k'g HE H = =7 =) \ RHEL-06-000036 - SRG-05-999999 Discussion: )
“, == Y a = The "/tmp" partition is used as tewporary storage by wany
1 ;E Inj;e*“ Eﬂ*n RHEL-06-000037 - SRG-05-999999 programs. Flacing "/tmp" in its ocwn partition =nables the
\ setting of more restrictive mount options, which can help

RHEL-06-000038 - SRG-05-999999
protect programs which use it.

RHEL-06-000039 - SRG-05-999999

MAC-2_Classified - .
= RHEL-06-000040 - SRG-0S-999999 pacumentable: Mo

\
~r L =47 %@% WE%E&& ap” JE \

ey B N \ \ ____ !
Apmie =/Mtk BEEES \ MRS \
) g

I N

XERRRE
—

\\ / I N /
{ /

View All STIG Data

RHEL-06-000041 - SRG-05-999999 Check Content:
AHEL-06-000042 - SRG-05-999999 Run the following command to determine if "/tmp"” is on its own
+ || keyword v partition or logical wolume:

RHEL-06-000043 - SRG-05-999999

RHEL-06-000044 - SRG-0S-999999 $ mount | grep "en /tmp

CLLRALESS RHEL-06-000045 - SRG-05-000259 If "/tmp" has its own partition or volume group, a line will

Remove Filter RHEL-06-000046 - SRG-05-000259 be return=sd.

If no line is returned, this is a finding.
RHFL-NA-NNNN4T - SRE-NS-010250

264 Rules Shown|| Displaying Rul.
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