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[ Capture_start() }

{ Sync_pipe_start()
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Create process ‘
Pipe _input _set _han
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Epan_dissect_init()
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Epan_dissect_run()
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Dissect_packet()
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Call_dissectgr_through_
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e Edit View Go
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Filter:

Time
1 2014-10-14
2 2014-10-14
3 2014-10-14
4 2014-10-14
5 2014-10-14
6 2014-10-14
7 2014-10-14
8 2014-10-14
9 2014-10-14
0 2014-10-14
11 2014-10-14
12 2014-10-14
13 2014-10-14

16 2014-10-14
17 2014-10-14
18 2014-10-14
19 2014-10-14
20 2014-10-14
21 2014-10-14

e e L I WA

Capture Analyze Statistics

10:49:37.472511
10:49:37.474460
10:49:37.474569
10:49:37. 691802
10:49:37.692367
10:49:37.693227
10:49:37.919214
10:49:37.939867
10:49:37.939869
10:49:37.939870
10:49:37.939872
10:49:37.939874
10:49:37.939875

10:49:37.939878
10:49:37.939879
10:49:37.939880
10:49:37.940295
10:49:37.940477
10:49:37.940693

AN ANTIT NANENA

T:lephonz Tocls Internals Help

B Expression... Clear

Source
IntelCor_2a:17:37
Hiwifi_08:4a:74
192.168.1.192
23.229.210.162
192.168.1.192
192.168.1.192
23.229.210.162
23.229.210.162
23.229.210.162
23.229.210.162
23.229.210.162
23.229.210.162
23.229.210.162

23.229.210.162
23.229.210.162
23.229.210.162
23.229.210.162
192.168.1.192

23.229.210.162

e e e T T T RS L

L]

Destination
Broadcast
IntelCor_2a:17:37
23.229.210.162
192.168.1.192
23.229.210.162
23.229.210.162
192.168.1.192

192.168.1.192

192.168.1.192

192.168.1.192

192.168.1.192

192.168.1.192
? o5

192.168.

192.168.1
192.168.1.192
192.168.1.192

192.168.1.192
23.229.210.162
192.168.1.192

40T 1£0 4 AA0

Frame 6: 390 bytes on wire (3120 bits), 390 bytes captured (3120 bits)

Ethernet II, src: Intelcor_2a:17:37 (a0:a8:cd:2a:17:37), Dst: Hiwifi_08:4a:7
Internet Protocol Version 4, src: 192.168.1.192 (192.168.1.192), Dst: 23.22%
Transmission Control Protocol, src Port: 1178 (1178), Dst Port: 80 (80), sec
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- Hypertext Transfer Protocol

% GET /ichc/login.php HTTP/1.1\r\n
Accept: */*\r\n
Referer: http://icdcsy. com/ichc/\rin
Accept-Language: zh-cnr'n
Accept-Encoding: gzip, deflate‘r’n
User-aAgent: Mozilla/4.0 (compatible; M5SIE 6.0; windows NT 5.1; svl)irin
Host: icdcsy. comyrin
Connection: Keep-Alive'r'n

# Cookie: PHPSESSID=20a872aded41lbcb36b3628b0f687ad33f; icbcuseranalysisId=20141014147684789%r\n
Wrn
[Full reguest URI: http://icdcsy. com/ichc/Togin. php]
[HTTP request 1/7]
[Response in frame: 27]
[Next request in frame: 32]

RRE : HTTPEMNAEIMY , TiFESHENAERER , mIEiERE
Bi—CRTRD, HTTPHMYBUEB(ER—/Krequest-responcexlift, = im
(quest)ARSZES A HiEHK(request) , fRSS=S(server)[BlI& (response)&
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E Transmission Control Protocol, Src Port: 1178 (1178), Dst Port: BO (80), sSeq: 1, Ack: 1, Len: 336
Source Port: 1178 (1178)

Destination Port: 80 (80)
[stream index: 0]
[TCP Segment Len: 336]
Sequence number: 1 (relative seguence number)
[Next sequence number: 337 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes

# .... 0000 0001 1000 = Flags: Ox018 (PSH, ACK)
window size value: 65535
[Calculated window size: 65535]
[Wwindow size scaling factor: 1]

# Checksum: 0x1c49 [validation disabled]
Urgent pointer: 0

# [SEQ/ACK analysis]

(B8 : TCPiY , NRERF=EEIER 218" TCPIEEUERRY.,
EWiresharkdp |, AJLURIIAETHER. BEfE. HR=ELETHIISeqSF1ACkESE
BEERTips : BN ”145@):'" , (BEEHARIENEEMN—MEHEER!

B4, MREHERTRETEN. HEERS x%IEU%EHJE’JxE"FEﬁE
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E Internet Protocol Version 4, Src: 192.168.1.192 (192.168.1.192), Dst: 23.229.2710.162 (23.229.210.162)

Version: 4
Header Length: 20 bytes

# Differentiated Services Field: Ox00 (DsCP 0x00: Default; ECN: 0Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 376
Identification: 0x1932 (6450)

# Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 64
Protocol: TCP (&)

# Header checksum: 0x735e [validation disabled]
Source: 192.168.1.192 (192.168.1.192)
Destination: 23.229.210.162 (23.229.210.162)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

Mfﬁﬁé AERNERISERTCPREIE N RAVEEES B RHBU AR
nHESEER, BRIt T REREDs | R AT RERIET.
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137 (aﬂ:aE:chEa:l?

B Ethernet II, Src: IntelCor_2a:17 :37), Dst: Hiwifi_08:4a:74 (dd:ee:07:08:4a:74)
H Destination: Hiwifi_08:4a:74 (d4:ee:07:08:4a:74)

Address: Hiwifi_08:4a:74 (d4:ee:07:08:4a:74)

ceee W00 ol siis wees www. = LG bit: Globally unique address (factory default)

....... 0 iic vivs aive wees = IG bit: Individual address (umicast)
M Source: IntelCor_2a:17:37 (a0:a8:cd:2a:17:37)

Address: IntelCor_2a:17:37 (a0:a8:cd:2a:17:37)

cevee 200 ciis iis wees ww.. = LG bit: Globally unique address (factory default)

....... 0 .vvv vivs wues vww. = IG bit: Individual address (unicast)

Type: IP (0x0800)

URHEIRE - BIMSIROE | NEFALIERESEH MREHIMACH
b, RIS A BELAIR DRI TUEIA BARibiL,
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HTTP3L+Data

0> | HTTP3L+Data

IPSL | e:>S | HTTPEL+Data

5—E=ESRHKN,

Yo oS Pl IR(:S™M HTTPSL+Data

I3 )=

(E371=

St =

iR =

$1EEMH , FEEH , RERA—1EIMEHRIRE
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WRIEMERRLLERK |, (k876551 , TCPEZ (A

Wi ? BH zsfél'%ﬂ‘]bl]J;TCP%ZE?’éﬁWé&%ﬂE ?

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codms B2 Aae» T L EE el BB % B
Filter: tep.stream eq 0 E| Expression... Clear Apply Save
tinaticn Protocol Length Info
L 229, 210.162 TCP 66 1178-+80 [SYN] Seg=0 Win=65535 Len=0 M55=1460| W5=1 SACK_PERM=1 |'
?.168.1.192 TCP 66 BO-1178 [SYN, ACK] Seq=0 Ack=1 wWin=14600 Len=0 |M55=1460|SACK_PERM=1 WS5= 512'
L 229, 210.162 TCP 54 1178-80 [ACK] Seq=1 Ack=1 win=65535_len=0
L 229, 210.162 HTTP 390 GET /ichc/login.php HTTP/1.1
P.168.1.192 TCP 54 B0-1178 [ACK] Seq=1 Ack=337 win=15872 Len=0
?.168.1.192 TCP 1514 [TCP segment of a reassembled PDU]
?.168.1.192 TCP 1514 [TCP segment of a reassembled PDU]

Gt RENK/NNRTMTURNN—T
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Fi B

Internet Wi¥ (TCP/IP) E#

] L

I0F PsE=E FFHThER » MIATLLEEER Bahisiie TP wE. S0, I0F PR FFELThES » WIAT L2 ER Bahigifeg IF wE. &0,
EREAFERGEERAFREDN IF RE. EREAPEFGEERAFRIESN IF RE.

O Bahgrig 1F Hibt @) ) B=hEEig IF Mtk @)

@ ERTFES IF HiikE): @iER Fooe I s

IF itk (1) | 192 .18 . 26 129 | IF itk (1) (192 188 .26 . 3 |

FRHER () | 2554255 255 0 | FRIHER () [ 255 ;2551 2552 824

AP @) | 192 (188 .26 . Z | FhiAFE @) | 192 168 .26 . 2 |
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Destination Protocol Length Info

vmware_51:f1:7b  Broadcast 42 who has 192.168.26.27 Tell 192.168.26.3
Vmware_e7 :2f:88 vmware_51:f1:7b 60 192.168.26.2 is at 00:50:56:e7:27:88
192.168.26.3 192.168.26.129 ICMP 74 Echo (ping) request 1d=0x0200, seq=4352/17, tt
vmware_0c:22:10 Broadcast ARP 60 who has 192.168.26.37 Tell 192.168.26.129
Vmware_51:f1:7b vmware_0c:22:10 ARP 42 152.168.26.3 is at 00:0c:29:51:f1:7b
192.168.26.129 192.168.26.3 ICMP 74 Echo (ping) reply 1d=0x0200, s5eq=4352/17, tt
192.168.26.3 192.168.26.129 ICMP 74 Echo (ping) request 1d=0x0200, seq=4608/18, tt
192.168.26.129 192.168.26.3 ICMP 74 Echo (ping) reply 1d=0x0200, segq=4608/18, tt
192.168.26.3 192.168.26.129 ICMP 74 Echo (ping) request 1d=0x0200, seq=4864,/19, tr
192.168.26.129 192.168.26.3 ICMP 74 Echo (ping) reply 1d=0x0200, seq=4864/19, tt
192.168.26.3 192.168.26.129 ICMP 74 Echo (ping) request 1d=0x0200, seq=5120/20, tt
192.168.26.129 192.168.26.3 ICMP 74 Echo (ping) reply 1d=0x0200, seg=5120/20, tt
pod €
b o
pinglakK —_pinglakK

BIEEE | EHBFAEPingigRIZLEIAMK , FIAMXBEEELSE
A , AEIEREEEBping EISAB E LT




Wireshark 5TCPIR S I MN==ES

[ File Edit View Go Capture Analyze Statistics Telephony Tools [nternals E

cOANE BEXR AEPDT L
Filter: Eex
| Source Destination Protocol Length Info

IntelCor_2a:17:37
Hiwifi_08:4a:74

42 who has 19
42 192.168.1.

Broadcast ARP
IntelCor_2a:17:37 ARP

192.168.1.192 23.229.210.162 TCP 66 1178-80 [s
23.229.210.162 192.168.1.192 TCP 66 80-1178 [s
192.168.1.192 23.229.210.162 TCP 54 1178-80 [a
192.168.1.192 23.229.210.162 HTTP 390 GET /icbc/
23.229.210.162 192.168.1.192 TCP 54 80-1178 [a

23.229.210.162

192.168.1.192

TCP 1514 [TCP segme
23.229.210.162 1G2.16R.1.1407 TCP 1514 [TCP senme
« m

4 ELEIIEL L1, DG LHLE LUl _&dilf i3/ (dU.dO. LU LdL/ 237 ), U
® Internet Protocol version 4, Src: 192.168.1.192 (192.168.1.

Rk OS HRROS ] Source Port: 1178 (1178)
Destination Port: 80 (80)
[Sstream index: 0]
FS - [TcP segment Len: 336]
-Sequence number: 1 (relative sequence number)
ﬁﬂ% [Next sequence number: 337 (relative sequence number)]

Acknowledgment number: 1
Header Length: 20 bytes

SRR {l | $7 58 |URG| ACK |FST |RSH|SYN FIN ’ _ % .... 0000 0001 1000 = Flags: Ox018 (PSH, ACK)
window size value: 65535

[calculated window size: 65535]

(relative ack number)

LSl | — EREES [window size scaling factor: 1]
# Checksum: 0x1c49 [validation disabled]
3 urgent pointer: 0
ﬁlﬁ tlﬁ # [SEQ/ACK analysis]
+ Hypertext Transfer Protocol
T@ ﬂﬁ m
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< HEFUDPHIDNSEIf] :

Source Destination Protocol Length Info
10.32.106.159 10.32.106.103 DNS 78 standard query Ox54cd A paddy_cifs.nas.com

10.32.106.103 10.32.106.159  DNS 94 standard query response Ox54cd A 10.32.106.77

< BEFTCPRIDNSEIH :

Source Destination Protocol Length Info

74 3854153 Seg=0 Win=5840 Len=0 M55=1460 SACK_PERM=

10.32.106.159 10. 32.106.103 TCFP 66 38541-53 [ACK] Segq=1 Ack=1 Win=5856 Len=0 TSval=27119055

10.32.106.15910.32.106.103 DNS5 104 standard query 0x3b7a A paddy_cifs.nas.com
10.32.106.103 10.32.106.159 DNS 120 standard query response Ox3b¥a A 10.32.106.77

16.32.106.15910.32.106.103 TCP 66 38341-53 [ACK] Seq=39 Ack=55 Win=5856 Len=0 T5val=271190

10.32.106.103 10.32.106.159 TCP 66 53-+38541 [ACK] Seq=55 Ack=40 Win=65497 Len=0 Tsval=81445

10.32.106.159 10.32.106.103 TCP 66 38541-53 [ACK] Seq=40 Ack=56 Win=5856 Len=0 Tsval=271190

HELLT



4 UDPHhis iR

ANTIY

< UDPEEFHRFEIERS
3

< FEUEEEIE ( DNSEEHE) )

TR
o REEMTUX
< RBHEEIE

X BT



SE v

DNSIRIHET - ERXFIEERS , AEEIVEE

B 16 | 16
a1 FRIRES 1 e I =
by s EIERRE i
M, ERRK W IIRREL P

HELLT



WiresharkRFAIDNSEifi 3

= Domain Name system (query)

[Response In: 15
Transaction ID: 0x0002

= Flags: 0x0100 standard query
O soipien g .... = Response: Message 15 a query
00D 0. .. opcode: standard query (0)

S, e = Truncated: Message is not truncated Eyom
.1 .... .... = Recursion desired: Do gquery recursively ?Erﬁfﬁ[iiﬂéz
Do e =2 reserved (D)
.0 .... = Non-authenticated data: Unacceptable

qQuestions: 1

Answer RRs: 0O

Authority RRs: 0

Additional RRs: O

= Queries

= www.baidu. com. Tan: type A, class IN
Mame: www. baidu. com. Tan 2 jm
[Name Length: 17] P o ;E
[Label Count: 4] lE—I“I = lz
Type: A (Host Address) (1)
Class: IN (0x0001)

0000 d4 ee 07 08 4a 74 c4 46 19 78 Oc b3 08 00 45 00
Q010 00 3f 00 65 00 00 B0 11 b6 14 cO aB 01 e3 cO a8
0020 01 01 04 06 00 35 00 2b 56 4b NGRSOV
ETVNOD 00 00 00 00 00 03 77 77 77 05 62 61 69 64 75
oiLIvEa0 S 63 6f 6d 03 6c 61 6e 00 00 01 00 01

X BT



WiresharkBRAREIDNS[E|E X

[Time: 0.001633000 seconds]
Transaction ID: Qxfrfhb

¥ Flags: Ox81l80 standard uer response, Mo error el e 1
Quegtiﬂns: 1 ; d 3 =] EfBI}g:ﬁEK
Answear RRs: 3

Authority RR=s: 4
Additional RRs: =

= Queries ‘ |=1Rs =
FH owwow. baidu. com: type A, class IM Fi]ﬂﬂﬂ[?iiiﬁf

AR wer =
= www. baidu. com: type CHNAME, <lass IM, chname www.a.shifen. com
Mame : www. badidu. com
Type: ChaME (Canonical name for an alias)
Class: I COxQ0O0l0
Time ta liwve: 9 minutes, 22 seconds E'E{Efﬁz
Data length: 15 — o
Primarymname: www.a.shifen. com
wwrw'. . shifen. com: type A, <lass InM, addr 11%9.75.218.70
FH www.a.shifen.com: twpe A, <class IM, addr 119%.75.217.10%9

_Ej ALULTOr TLaAt Twe nameserver s i

= a.shifen.com: twpe M=, class IM, ns ns5.a.shifen. com
Mame: a.shiften. com

Type: MsS (authoritative name serwver )

Clas=s: I (O=000070

Time to liwe: 39 minutes G seconds -* Eﬁi ;E
. '\.2 o
Data length: & ) Eg:i

Mame Serwver: ns5.a.shiften. com
a.shifen.com: type Ms, class IM, nNs nNs%.a.shiten.com
# a.shifen.com: type Ms, class IM, ns nsd.a.shiten.com
] a.shifen.com: tywpe Ms, <class IM, nNs ns7.a.shifen. com
= Ational records =
= nsd.a.=shifen.com: type A, <class IM, addr 123.125.113.&7
Mame: ns4d4.a.shiften. com

Yass M Ceononn BN X 12k

Time to lHwve: 7 minutes, 33 seconds

- X BT
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ANTIY

1. 2%t
2. BIFIRES
3. DNSE
4. KK

IEEAYDNSEI : JRIPHEUL -----DNSEIF----> DNSIRSSES -----
DNS[EIS®----> RIPHELL

DNSEIAIGE : (oIl -----DNSEif)----> DNSIRSZEE -—---
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DNSHIKINE

= Domain Name System (query)

[Response In: 11]
|Length: 25 |
Transaction ID: 0x702a
@ Flags: 0x0100 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: 0
# Queries

= Domain Mame System (response)

[Request In: 6]
[Time: 0.208387000 seconds]
[Length: 3111 |
Transaction ID: 0x702a
# Flags: O0xB1BO standard query response, No error
Questions: 1
Answer RRs: 26
Authority RRs: 4
Additional RRs: B
Queries
Answers
Authoritative nameservers ?
Additional records =

HEHEBEE



WiresharkBRHEIHTTPia kiR

Expert Into (Chat/Sequence
Request Method: GET

Request URI: /
el = = d
ACCept: . 1mage/x-xbitmap,
sccept-Language: zh-cn'\r'n
sccept-Encoding: gzip, deflate\r'n
If-Modified-Since: Mon, 0% Jan 2015 05:45:30 aMT; 1
ser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; W"indI
0s5T: www. antiy.cn\rin

onnection: Keep-aAlive\rin

F fCookie: CNZZDATA4453171=cnzz_eid%3D015433807-14206948

HRAT

/pipeg, application/x-ms-application, app

image/jpeg, 1mag

gth=21207%r"n
s NT 5.1; 5v1;

B &h1T

5-%26nTtime3D01420694835 r\n

.NET CLR 2.0.50727; .NET Cl

reguest URI: http:// www.antiy.cn/] e
[HTTP request 1/7] fﬁ T
[Response in frame: B]
[Next reguest in frame: 9]

0030 o 25 i

0040 F1.1. . AC

0050 age/gif,

0060 -xbitmap

0070 jpeg, im age/pjp
0080 g, appli cation/
0090 -ms—-app|

00al applica

00b0 s-xpap,

00co ion/vnd.

00do

00e0

oofo

0100

0110

0120

0130




WiresharkBRFREJHTTPIER3E L

nsfer Protocol

® [Expert Info (Chat/sequence): HTTP/1.1 200 okK\r'n]
Reguest Version: HTTP/1.1

Status Code: 200

Response Phrase: OK

WE1T

Date: Thu, 08 Jan 2015 06:28:09 GMThr\n

server: Apache/2.4.4 (win32) openssL/0.9.8y FHP/5.4.
¥X-Powered-By: PHP/5.4.19\r\n

Set—Cookie: uopk_2132_sid=hdu39h; expires=Fri, 09-1a
Set-Cookie: uopk_2132_Tlastact=1420698489%09f orum. php
Keep-alive: timeout=5, max=94%r'n

Connection: Keep-aliwvelrin

Transter-encoding: chunked'rn

L 9NN

1-2015 06:28:09 aMT; path=/r“n
209; expires=Fri, 09-Jan-2015 06:28:00 GMT; p:

B BT

content-Type: text/html; charset=gbk\r'.n

Arin |
HTTF response 1,/6]

[Time since request: 0.098753000 seconds]
[Regquest in frame: 17

[Next reguest in frame:
[Mext response in frame:

581
59]

E HTTP chunked response

TNe-pase ex atd.
<!DOCTYPE html PUBLIC
<htm]l xmlns="http://www.w3.org/A999,/xhtm1">"r\n

ax

"

4T

=S /wW3C//DTD XxHML 1.0 Transitional //EN" "http://wew.w3. org/TR/xhtm11,/DTD/ %k

LR EE

.pate: T hu,
an 2015

5T

GMT. .58 I'Ver:



< EFHTTPINNRIEEIE , WHERNIASESSHETE ?
< BBRIEE ?

¥ ZEAS : Antiy focus on Antivirus Engine

File Edt View Go Capture Analyze Statistics Te}ephunz Toals Intenals Help

Filter.  tep.stream eq2 B Expression..  Clear Apply Save

Source Destination Protocol Length Info

192.168.1.227 202.89.233.101  HTTP 1074 GET /search?q: Antiy+focus+om+Antivirus+Engine gs=n&forn=QBLH&p
202.89,233.101 192.168.1.227 TCP 1514 [TCP segment of a reassembled PDU
202.89,233.101 192.168.1.227 TCP 1055 [TCP segment of a reassembled POU]

X BT



Paieant : HTTPS

Filter: tcp.port eq 443 |El Expression... Clear Apply Save

Protocol Length Info
55Lv3 479 application Data
55Lv3 479 application Data

ssLv3 652 Application Data, Application Data
TEP 66 38713-443 [ACK] 5eq=2851 Ack=10301 Win=32767 Len=0 TSval=325571454 TSecr=525571444
55Lv3 588 App11cat10n Data, App1wcat1un Data

=0 e mmma s P e i, S —-——— M . e —— 5 ey TN rmeme—a E s —— —————— o w w

1 [ i

# Frame 52: 652 bytes on wire (5216 bits), 652 bytes captured (5216 bits)
# Ethernet II, src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
® Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), bst: 127.0.0.1 (127.0.0.1)
® Transmission Control Protocol, Src Port: 443 (443), bst Port: 38713 (38713), sSeq: 9715, Ack: 2851, Len: 586
= Secure Sockets Layer
# 55Lv3 Record Layer: Application Data Protocol: spdy
= 55Lv3 Record Layer: Application Data Protocol: spdy
Content Type: Application Data (23)
version: ssL 3.0 {(0x03200)
Length: 240
Encrypted Application Data: 0cOffd2a50ddi70325a63130bda7fc0e944d1ld6450e8ed57. ..

httpsEURE , IEXABIIHIEITS | MTHTHE ?
ELEET



RZHTTPSEIEE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

) B aesnTFiEE e aBB % 8
Filter; E| Expression... Clear Apply Save
Destination Protocel Length Info
ALl Ve e L 1wr LELW S R R e i o ] L.H.'\_!\.J .JEL1—.LLJ. ML —L P WIN—JLr Wy LT —w TaVAl—JL IV ILUD 13T —JFL JIrJ LD
127.0.0.1 HTTP 562 GET /1CON5,0ebian, openliogo-25.]pg HTTP/1.1
127001 HTTP 596 HTTP,/1.1 404 Not Found (text/html)
127.0.0.1 HTTP 471 GET /icons/apache_pb.png HTTP/1.1
127 . 0.0:1 HTTP

< ! i

= Frame 29: 562 bytes on wire (4496 bits), 562 bytes capture (4496 bits)

|® Ethernet II, src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)

|® Internet Protocol Version 4, Src: 127.0.0.1 (127.0.0.1), Dst: 127.0.0.1 (127.0.0.1)

|E Transmission Control Protocol, Src Port: 38714 (38714), Dst Port: 443 (443), Seq: 121, Ack: 155, Len: 496
|# Secure Sockets Layer

# Hypertext Transfer Protocol

fEWiresharkRS A\ IR key it , BPRIfRSZEGREE

X BT



RILEASIE S Hr

o SFAEDATIRAL
o AFAEICHLR 5E 5]
o AFIEAR U
o RAFIEE
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FRIHE

1 HFEBELER
2. BmaHH R 255 5

(payload) NEHEEL

A ENRREIR

HELLT



PILE4SIEILEL

. FPIFERITA

* {lyiN PCHc

- KE (X)) ITEg

- EISITHD

- Z4EMLES ( eg. IEMIFRER )

B IEE X : Rabin-Karp&iXx. Boyer-Moore&
iZF1Aho-Corasick&;xE3

HELLT



RIS HECE——LASnort/afl

« SnortPILRIFAE -

alert tcp any any -> any 80 (msg:"Test alert";
classtype:misc-attack; uricontent:"?";sid:20140925;
rev:1l;)

« 51w

(HTBERESENES0RORBRPES " ? " HNEHRE |
#MMECRkY) , REER , FEULESRUNIERRBIIRIR
RME=,

HELLT
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M Follow TCP Stream (tcp.stream eq 3)

~Stream Content

POST /Chkadmin.asp HTTP/1.1

Accept: image/qif, image/x-xbitmap, image/jpeg, image/pjpeqg, */%
rReferer: '== | L 3 4

AcCCept-Language: zh-cn

Content-Type: application/x-weww-form-urlencoded

Accept-Encoding: ?zip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5v1)
Host: b i T

Content-Length: 77
Connection: Keep-Alive

Cache-Control: no-cache

Cookie: ASPSESSIONIDCCRABEAT=KGCELAOCEDFHDPEKMINDHPPF

lregjm=3199&user=123245623&pa55=1232124&rEgjm1=3199&kind#%BB%El%D4%31&x=51&y=9dTTPKI.1
UL UR
Date: Mon, 15 Sep 2014 02:55:00 GMT
server: microsoft-115/6.0
¥-Powered-By: ASP.NET
Content-Length: 115
Ccontent-Type: text/htm]
Cache-control: private

\n
"Ji;historyl go(-1);</Script>
|

_.Entire conversation (3704 bytes)

| End || Ssaveas || Print ©) EBCDIC ) Hex Dump ©) C Arrays

Filter Qut This Stream ] [




RIS IE——LASY & Ruh ol

A LMEAHIERNAS :
« Jix : POST
- &R : .asp

° $W$E§ : uregjm" , uuser" , upassn , "regjm1" ,
“kind” ......

HELLT



pILEIFIE—LL “TRS=" Jafl

Ml Follow TCP Stream (tcp.stream eq 0} 'g I C=IE08l % ]

ST Y,
(Y b4
au %JEQHTT Pm;ﬂu -Strearmn Content-
— HEAD i-bi hell.sh HTTP/1.1 =
%ﬁﬁ;mﬁI&E ’ E. Usgr—igggt:12£?1??.2§.0 ('iﬁgﬁ—pc—ﬁnux—gnu) Tibcurl/7.22.0 0penssSL/A-0.1 —

z1ib/1.2.3.4 Tibidn/1.23 librtmp/2.3
Host: 10.255.16.65

)} St s W
LJ*E;EhOSts FE :Ef};a=‘;’b'ir|,’cat Jetc/passwd’; echo %a
UserAgent~ gnglgi?ogﬁogep 2014 01:41:00 GMT

Server: Apache,fz.?.lxi (?Eun}g) .
N N iy root: x:0:0:root:/root:/bin/bas
headerg*‘ﬁg* |daemon: x:1:1:daemon:/usr/sbin:/bin/sh
bin: x:2:2:h'in:§§d:rin:;:tbrin§52
- sys: x:3:3:s5ys:/dev:/bin/s
ﬁ% u() { ” \#?j_*ﬁ sﬁnc: x:4:65¥34:5ync:,’b'in:,fb'in;’s nc
L |games: x:5:60:games:/usr/games: /bin/sh
man: x:6:12:man:/var/cache/man: /bin/sh
:mu dptixrd: 'Ip:,f'-.rar;’spoo'l,f'lﬁnd Jbin/sh
1o mail: x:
X:
X:

m

i
B:B:mail:/var/mail:/bin/sh
news : 9:9:news: /var/spool /news: /bin/sh
uucp: 10:10:uucp: fvar /spool /fuucp: /bin/sh
proxy: x:13:13:proxy:/bin:/bin/sh
'Ewgdata x:33: 33 m;-.-.r df}ta ;’f’;ar‘;k’mw §E1n§52
ackup: x:34:34:backup:/var/backups:/bin/s
® #%?E*mmu ® 1list: x:38:3B:Mailing List Manager:/var/list:/bin/sh
° irc: ®%:39:39:14rcd: /var/run/ircd: /bin/sh
gnats: x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

\X28\X29\X20\xX7h || febecs:. *:55sis6recnobeays nenertesene  in/en
| a;s'lcug x:101:102: : /home/syslog:/bin/false
\x20

%:102:103: : /home/klog: /bin/false -

X BT




PRILEASIERE

- fEtRTE - BALLRIRFIIRIRAY RS

- SCRIE - RERENFEIT

- 0§ RBTE : 1R

&

Ean
Aty
G

F1TANBNCAEE

SR FSHIER
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- HARITHEFR AP RTE

- BIFTPOERR=EEISIRERICH

REAR SERVER '

ABOUT

Envio Iﬂp-cmnes (i Tnicio Iﬂaptura Elrcks ﬂrear Server

(%) Enviar logs por FTP ) Guardar logs en PC vigilado

Host ilEIE.lﬁB.l.lﬂB |2 User |admin
A e

-~

Carpeta del FTP |,I'IKL0g5,I' Yalserdame®o/ | ?

Enviar logs cada |]l] 00: Dl' dlas horas:min

GESTIONAR LOGS




EHFEZRTHESAKS

L@I 5 B0
) LT
W TARLEG

TARFPER

EREAWS: | |

BRED:0 | | s

E R

HEERE | FEEFRER | EEFEFR

Hi Ak (1) )0 vtesthiklogs Adminiztratu:-r EI:IEJ;H-L%FHF:EI

shazaxes G () aes ] ve
1
o) BUEE—TERILRIE
) LTI R R EE REIAF

feh

B Ok

HELLT



y =T

- Stream Content-
(220 123
|USER admin —=i|
{331 Password required for admin
|PASS admin
|230 uUser successfully logged \in.
MED iklogs/
|250 Directory created successfully.
cwD iklogs/
|250 "/iklogs" is current directory.
MKED Administrator/
|250 Directory created successfully.
[cwD Administrator/ =
|250 "/iklogs/administrator” is current directory.

MKD logs

|250 Directory created successfully.

cwb logs

|250 "/iklogs/administrator/logs" is current directory.
|ITYPE I

{200 Type set to I

\PASY

13

m

9,116,4,123).

(fsTOoR ik1_15-01-09_01-13-13. htm]

lon for file transfer.

5226 Transfer complete

ICWD . .
(250 ”f1k1025fadmini5trator" is current directory.
MKD clickshots

|250 Directory created successfully.
|[cwD clickshots
250 "/iklogs/administrator,/clickshots” is current directory.

[TYPE I il
:i-:ntire conversation (2464 bytes) EI

| End || Saveds || Pint |© Ascr ©) EBCDIC ) Hex Dump ) C Arrays @ Raw

Filter Qut This Stream ] [ Close

e

X BT




4 EE AT RIS TIEEY

ANTIY

. Fiik : FTP
. BREH : iklogs
- ERICRHRESEE .
ikl_ + [0-9-_]1{5,17} + A “.html”

ikc_ + [0-9-_]{5,22} + A “.jpg”

HELLT



S =2ZAFHERIE(E

(E5HEir

EeV g st iR |, BAIHBIRE—IR RN BDRTE(S
(IM) , %?*E PREIIMILEEIRE , SHrbLtRIFERGE
(SRIE—5 1El.=.$l7€ler B EERI R REAR.
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EhS=E2ZAHERERE

No.  Source Destination Protocol Length Info
23 192,168.1.158 64.12.24, 50 S5L 60 Continuation Data

- 1 H ﬁ1
P R

Stream Content

T P P, E46287?8...ISecSSBuserl.. ........... ——==F Lere's the secret

recipe. I just downloaded it from the Tile sServer. Just copy to a thumb drive and

you re good to go 1] Beiend R R R Folaahiai oo Sec558userl. . *.V...... |
A v

3

Sl | e | p.. g, N e, G7174647....5ec558userl*®, v.. '
B % 7174647. . ..5C558US€r L. . no@ovrnnrnn- T s +..1n.

P e ?174647 Sl s GDESE s T e T s e sec558 ||

I Ny o e -y o .X....<HTML><BODY><FONT FACE="Arial" SIZE=2 |

...... + L W et i =00 Oy T e C e L Al S .............SGCSSBUSEFI..*.V..........

...... £ 1N +...0......... e S e

e Sec558user1 S il e e e SecSSBusSerl. .. 0. .. 1508849
Bl »uDBREIIBUSErL, o vsavnivn vuninn swa see you 1in
hawa11!....*. f.” ......... £ i) i sec558userl..*.V...... |

HET



EhS=E2ZAHERERE

119 192.168.1.158 192.168.1.159 TCP 1514 5190-1272 [ACK] Seq=257 Ack=257 win=6432 Len=1460

L —_— i
M Follow TCP Stream (tcp.stream

~Stream Content
B e e S TR P e i e Cool -
Filexfe
Fiiaen s e e e e e A e A e e e e e e e e e
FREIPeHEE e, L e I e S S ot ] SN | E
R e ey [Content_Types].xml
345 M .P3 cih
R T NbJ B2 TR R d.1*gs. .z, +1-:%9. ...
NRAssE U e e s 4 e e i e s
L e MW e S IHE . D3 S Fae e uum
1.-@. . .... N]U) .3C.Y..y.PA..... <A%f...%y[..@...m........ wt..gv( 4o S
$.Hs7:k.F(.M, ...+
..... X5 g.....1} R R e RN ol s P
E3o M, w.1.0 BLiElL o T P o o NI rels/.rels
J. A ..., a. 7
e | o e We i ATy Ry "G, kxm PY:[--g
G.. N0 /<. .. eern. AS}"fB \ e s s W Y
1g.@..x6_. 7om
B 5 S S e e e
iy el L L e 1u AN N e C
?} ....... P i Ul Lo ele i wordX_re]sjdocument xml.rels ...
OK.O.....E...]u.e NGV T AZ. Z.0-. 1B gk V... oo X
N e o 1 .B.T. E .5.D. F. k4*p FQ }% 7U b. Sk Al b sl BT o = 1t%
8.3 ... |.$......:.]Q .8.3.p. g>b# bTECh. 9. . .
$C)-s. gl Y. P = D s PE. .. oo pEyerT— word/
document. xm1.vmo. 0. .>3....+....*TUi } S T e 8 S P bt S
..... Xove T s e B e o s B L
ma~ Q vT "R 14 ni¥y P 1 Mm 2 1 £ N0 27ml! n H a %
4| 1 | b
192.168.1.158:5190 —192.168.1.159:1272 (12264 bytes) EI
. —— ;
| Eind || saveAs || pint |@ASCE  © EBcDIC ©) Hex Dump © CArmays © Raw %m
|




EhS=E2ZAHERERE

-Ih%ec'[pe for Disaster:«

1 serving+
Ingredients:+
4 cups sugar+

2 cups water+

In a medium saucepan, bring the water to a boil. Add sugar. Stir gently over low heat until sugar is fully

dissolved. Remove the saucepan from heat. Allow to cool completely. Pour into gas tank. Repeat as
necessary. +

+

HELLT
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EHIPE2BSELFTZFNNE

A : EREE ; Dark Tangent ; T Hf

File Edit View Go Capture Analyze Statistics Telephony Tools  Internals  Help
codms BERZB I Aes»TF2IE acaan @#aBBi% B

Filter: |E| Expression... Clear Apply Save

do.  Source Destination Protocel Length Info

1 Cisco_3d:Th:70 (RrRA) 802.11 10 Clear-to-send, Flags=........

2 Cisco_3d:Th:70 (rRA) 802.11 10 Clear-to-send, Flags=........

3 Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........

4 Cisco_3d:Th:70 (rRA) 802.11 10 Clear-to-send, Flags=........

5 Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........

a Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........

7 Cisco-Li_b3:cc:Broadcast 802.11 110 Beacon frame, sN=2064, FN=0, Flags=...

8 Cisco_3d:fb:70 (RA) 802.11 10 clear-to-send, Flags=........

9 Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........
10 Cisco_3d:fb:70 (RA) 802.11 10 Clear-to-send, Flags=........
11 Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........
12 Cisco_3d:fb:70 (RA) 802.11 10 Clear-to-send, Flags=........
13 Cisco_3d:Tb:70 Cisco_b9:a4:10 (RA) 802.11 16 Request-to-send, Flags=........
14 Cisco_3d:fb:70 (RA) 802.11 10 Clear-to-send, Flags=........
15 Cisco_3d:Th:70 (RA) 802.11 10 Clear-to-send, Flags=........
16 Cisco_3d:fb:70 (RA) 802.11 10 Clear-to-send, Flags=........
17 Apple_d7 :67:e2 (RA) B02.11 10 acknowledgement, Flags=........
18 Cisco_3d:fb:70 (RA) 802.11 10 Clear-to-send, Flags=........
10 ricrn 2rd-Fh=-7N oAl 2N 11 10 rlaar _tn_caond Clanc—




EHPEZRESEXEFTZNISE

root@. -VirtualBox:/home/ # aircrack-ng cert7.pcap
Opening cert7.pcap
Read 426642 packets.

# BSSID : Encryption
1 00:1C:10:B3:CC:F6 woOOt WEP (98923 IVs)
Choosing first network as target.

Opening cert7.pcap
Attack will be restarted every 5000 captured 1ivs.
Starting PTW attack with 98923 1ivs.
KEY FOUND!|[ 4A:7D:B5:08:CD ]
Decrypted correctly: 100%

root@thf-virtualBox: /home/. . # |airdecap-ng -w 4A:7D:B5:08:CD cert7.pcap
Total number of packets read 426642
Total number of WEP data packets 187650
Total number of WPA data packets 5]
Number of plaintext data packets 0
of decrypted WEP packets 187650
of corrupted WEP packets 0
of decrypted WPA packets 0




EHNREZ2BSEREZNNE

205.188.250.75 IMAP 1434 Request: Message-Id: <97E282FD-10D1-430B-A31D-
M Follow TCP Stream (tcp.stream eq | .

-Stream Content

[IOT£€5755 —uauu {1U4ud+7 |
Message-Id: <97E2B2FD-10D01-430B-A31D-D290CDEF32CDEa0] . com=

From: Ann Dercover =sneakyg33k@aol.com=

To: "dd4rktangent@aol.com” =dd4rktangent@aol.com=
Content-Type: mu1tigartfm1xed;

. boundary=Apple-Mail-2-875303692
Content-Transfer-encoding: 7bit

Mime-version: 1.0 (irPad mMail 7B405)

Subject: Rendezvous =i
Date: Thu, 22 Jul 2010 16:23:33 -0400

m

I
--Apple-mMail-2-875303692

Content-Type: text/plain;
.charset=us-ascii \ .
Content-Transfer-Encoding: gquoted-printable

Dark Tangent,

I know wyou've been watching me. You should be able to figure out the =
location of our rendezvous point from my traffic. Contact me first with =
the name of the city where we will meet, and you win :-) I'11 send you =
more details after that.=20

Ann

ps. See the attachment for a clue.

sent from my iPad

10.5.5.113:50045 — 205.188.250.75:143 (9292 bytes) I_T_[

P — )
| End | saveas | pint |© asco ) EBCDIC ) Hex Dump ) C Anmays @ Raw # % m




EHPEZRESEXEFTZNISE

Rendezvous
Ann Dercover o 8 1)
%4 ddrktangent@aol.com 2010-07-23 04:23 RE&IEE

& A Ann Dercover<sneakyg33k@aol.com>

Wi+ A= darktangent@aol.com<ddrktangent@aol.com>
BfiEl: 2010578238 (A#) 04:23 O
74 10 KB

% IMG_0002,GIF

Dark Tangent,

I know you've been watching me, You should be able to figure out the location of our
rendezvous point from my traffic. Contact me first with the name of the city where we will
meet, and you win :-) I'll send you more details after that.

Ann

ps. See the attachment for a clue,

Sent from my iPad

ELET
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App Store - App Name > Solitaire

http.host contains apple

Destination
204.0.59.50
204.0.59. 50
204.0.59.58
204.0.59.40
66.235.139. 54
204.0.59.35
204.0.59.35
204.0.59.25
204.0.59.25
204.0.59.35
66.235.139. 54
204.0.59.25
204.0.59.25
204.0.59.25
204.0.59.25

|E| Expression..  Clear Apply Save

Protocol Length Info

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

527 GET /bag.xml7ix=2 HTTP/1.1

489 GET /bag.xm1?ix=2 HTTP/1.1
740 GET /webobjects/MzSearch.woa/wa/search?submit=edité&ter EE%BO%EC%EE%BD%EC%EE%BD%EC%EE%BO?

439 POST /webobjects/MzsoftwareUpdate.woa/wa/availablesoftwarelpdates HTTP/1.1 (application/x-apple-p
736 GET /b/ss/applesuperglobal/1/6G.6--N57h3=appleitmsnaapmb®2Cappleitmsusapmb&pccr=true&pageName=App%2(
613 GET /htmlResources/C6DA/k2-storefront-search. jsz HTTP/1.1
611 GET /htmlResources/CbDA/k2-storefront-base. jsz HTTP/1.1
676 GET /us/r1000/000/Purple/61,/6b/da/mz1.xqzoyhet.75x75-65. jpg HTTP/1.1
676 GET /us/r1000/026/Purple/52/e3/6c/mzl.djqwbijwi.75x75-65. jpg HTTR/1.1
615 GET /htmlResources/C6DA/images/fat-binary-logo.png HTTF/1.1
1180 GET /b/ss/applesuperglobal/1/H.20.3/5241203178768047A0B=1&ndh=1&t=22/6,2010%2016%3A25%3A44%204%202¢
676 GET /us/r1000/040/Purple/21,/4c/76/mzl.gjbagjuc.75x75-65. jpg HTTP/1.1
676 GET /us/r1000/050/Purple/6e,/77 /37 /mzl.tsoxohka.75%x75-65. jpg HTTP/1.1
707 GET /us/r1000/051/Purple/f9,/82/58/mz].rocrabzk.75x75-65. jpg HTTP/1.1
707 GET /us/r1000/022/Purple/f4/40/4a/mz1. afacigoi.75x75-65. ipg HTTP/1.1

X BT



EHPEZRESEXEFTZNISE

Podcast Title > Onion Radio News for Kids

07.137.164 10.5.5.113 HTTP /XML 322 HTTP/1.1 200 OK
1 |

onion Radio MNews For Kids
</Title=

T ; LTI D . uu:_:ru: Fa
<itunes :summary=
<itunes:explicits=
<enclosure
<pubDatex>
<guid=
</item=
= <items

H <title=

Night watchman Keeps Jay Leno Under Close Surveillance

</TitTle=
<itunes:author:>
<itunes :summary=
<itunes:explicits=
canclnsnra

HEHEHBB

HE BB

HELLT
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YouTube Video Title > Cry for Help

i GET /feedsfapifvﬁdeos!?q=cry%20for%20he1p&start—ﬁndex=1&max—resu1t5=25&orderby=r91evance&form

M Follow TCP Stream (tcp.stream eq 74 ==
Strearmn Content -
-opensaarch startIndex=<opensearch: 1temsPerPage>254!0pen59arch itemsPerFPage><entry =
gd:etag="w/ =

&3uot ; CUTBQH4T7eCp7 IMASWXFaF04. &quot; "><id>tag goutube.com,2008:Video:TXZBHuLmymc{f
=<published>2009-08-10T21:19:07. DDDZ{fpub11s ed><updated>2010-07-21T17:32:31. 000Z</
updateds<category scheme="http://schemas. google. com/q,/2005#kind" term="http://
'gdata.youtube.comfschemaszDD?#video'f}{cate ory scheme="http://gdata. youtube. com/
'schemas /2007 /categories.cat’ term="Music’ Tlal e1='Mu5ic'!}<category scheme="http://
gdata. youtube. com/schemas /2007 /keywords. cat’ term="shinedown’ /><category
-scheme='http:fjgdata.youtube.comiywhemasjzoﬂ?/keywords.cat' term="cry’ /><category
scheme="http://gdata. youtube. com/schemas /2007 /keywords.cat® term='for’ /><category
scheme="http://gdata. youtube. com/schemas /2007 /keywords.cat’ term="help’ /><category
scheme="http://gdata. youtube. com/schemas /2007 /keywords.cat’' term='sound’/><category
ischeme="http://gdata.youtube. com/schemas /2007 /keywords.cat’ term='of ' /=<category
|scheme="http://gdata. youtube. com/schemas /2007 /keywords. cat’ term='madness’/><category
|scheme="http://gdata. youtube. com/schemas/2007 /keywords. cat’ term='rock’/><category
.scheme— http:ffgdata.youtube.comischemasfzoo?fkeywords.cat' term='songs ' /><category

5 0 N ll 0 cat’ term="music'/
content type='video/mpd”

:1d=4d?64§1992e6ca6?&amp 1%a9218&amp uaopt—no—
|save&amp; ip=0.0. 0. 0&amp; ipbits=0&amp; expire=1282422599&amp; spar ams=1d%2Citagk2Cuaopt®
l2cip%2cipbits®

2Cexpire&amp; signature=4C27F37B017677A341D8392940A08B3BA0C6023F. 3AEBECE3DCAT142F49ACEB47
0791 5E3BCELAZAZAT &amp; key=yTtal&amp; el=videos&amp; client=ytapi-apple-
.1pad&amp,deery—Adwzkthsljkhso&mAT4anOBEH5QJEElaEleanGDm&amp;app=youtube_gdata'!
><1ink rel="alternate’ type="text/html” href tp:///wew. youtube. com/watch?
[V=TXZBHuLmymc&amp; feature=youtube_gdata’ /><1ink rel="http://gdata.youtube. com/
_schemaleDD?#video.responses' type="application/atomtxm]’ href="http://

gdata. youtube. com/feeds /api/videos /TXZEHuLmymc /responses?client=ytapi-apple-ipad’/

><1ink rel="http://gdata. youtube. com/schemas/2007#video.ratings’ type='application/atom _

ltwml " hraf—"hrtn-://Aadara wanruho camifoorde fand Hrddonc STy 7zedn ms
|Entire conversation (370823 bytes) E‘
| FEind || Saveas || Pint | AscH ) EBCDIC ©) HexDump @) CArrays @ Raw

Filter Qut This StreamJ [ Close ] w%m
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Google Earth City Name > Hacker Valley

SDE GET fmaps?q—hackerxzﬂvaW1ey%2C%EDWV&Dutput kml&ie=utf-B&v=2.2&cv=5.2.0.104&hT=en&s11=38.15

T T

Stream Content-

GET /mapsfqg= hacker%zﬂva11ey%2c%
[20wv&outp
Host: maps.google. com: 80

|Cache-control: no-cache

|User-agent: Googleearth/4.0.0.0(irPad;Mac 05 X

((3.2.1);en;kml:2.2;client:Free; type:default)

l[Accept: text/xml

|Accept-Language: en-us

|Accept-Encoding: gzip, deflate

(Cookie: PREF=ID=40031d9ab08f963d: TM=1279769597 :LM=1279769597 : 5=1PELBr IT-ZUgOwep
[Connection: keep-alive

=5.2.0.104&hT=en&s11=38.1575,-82. 6025 HTTP,/1.1

(HTTP/1.1 200 GK

[Content-Type: E11catinnfvﬂd.gnng1e—earth.km1+xm1; charset=UTF-8
Date: Thu, 22 Jul 2010 20:34:59 GMT

[Expires: -1

[Cache-Control: private, max-age=0
[Content-Disposition: attachment; filename="maps.kml"
X-Content-Type-options: nosniff

[Content-Encoding: gzip

[server: mfe

[Content-Length: 3860

X-x¥55-Protection: 1; mode=block

HELLT
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AIM Buddy Name > InterOptlcgfsneakyg33k

78 50317+80 [5YN] Seq=0 Win=65535 Len=0 M55=1460 ws=4 TSval=787823852 TSecr=0 SACK_PERM=1
58 8050316 [SYN, ACK] Seq=0 Ack=1 win=8190 Len=0 M55=1380
58 8050317 [SYN, ACK] 5eq=0 Ack=1 win=B190 Len=0 M55=1380
54 50316+80 [ACK] Seq=1 Ack=1 wWin=65535 Len=0

54 50317-80 [ACK] seg=1 Ack=1 win=§ :
292 GET /expressions/get?f=redirect&t=interOptic&type=buddyIcon HTTP/1.1
292 GET /expressions/get?f=redirectgét=sneak grype=buddyIcon HTTP/1.1
336 HTTP/1.1 404 Unable to obtain getAsset url Tor this request (text/plain)[Malformed Packet]
300 [TCP segment of a reassembled PDU]

59 HTTP/1.1 302 Moved Temporarily
54 5011A-RN ark] Sen=230 ark=2R2 wWin=AR5515 I an=N

X BT



Solitaire

Onion Radio News for Kids
Cry for Help
Hacker Valley

InterOptlcaisneakyg33k

=» SOCHI B% SOCHS N E LT
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