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APT(Advanced Persistent Threat)
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How the N.S.A. Uses Radio Frequencies to Penetrate Computers

157l E: gt

The N.S.A. and the Pentagon's Cyber Command have implanted nearly 100,000 “computer network exploits” around the world, but the
hardest problem is getting inside machines isolated from outside communications.

Transmission distance of up to eight miles

TARGET
COMPUTER

TRANSCEIVER
PLANTED INSIDE
USB CABLE

1. Tiny transceivers are built
into USB plugs and inserted
into target computers. Small
circuit boards may be placed
in the computers
themselves.

DATA FROM TARGET COMPUTER

Data and malware are transmitted
over a covert radio frequency

MALWARE

N.S.A. FIELD
STATION

2. The transceivers
communicate with a
briefcase- size N.S.A. field
station, or hidden relay
station, up to eight miles away.

3. The field station
communicates back
tothe N.S.A's
Remote Operations
Center.

(3]

DATA TRANSMITTED
BACKTON.S.A.

ANTENNA

CASE

4. It can also transmit
malware, including the
kind used in attacks
against Iran's nuclear
facilities.
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