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Security devices

Servers and mainframes
Network and virtual activity
Data activity

Application activity
Configuration information
Vulnerabilities and threats

Users and identities

Extensive data sources

(+]

Correlation

* | ogs/events

* Flows

¢ |P reputation

* Geographic location

Activity baselining and
anomaly detection

* User activity

¢ Database activity

* Application activity

* Network activity

Deep intelligence

True
offense
Offense identification
¢ Credibility
* Severity
* Relevance
Suspected-
incidents

=¥ and actionable insight

C_ Exceptionally accurate
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preprocessing postprocessing

Integration Classification Pattern Evaluation
Normalization Clustering Pattern Selection
Feature selection Association Discovery Pattern Interpretation
Handling noisy Data Pattern Discovery Pattern visualization
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1-1394-12:SHELLCODE x86 inc ecx NOOP

129-16-1:FIN number greater than prior

1-648-10:SHELLCODE x86 NOOP

1-15306-4:WEB-CLIENT Portable Executable binary file transfer
1-16313-6:POLICY download of executable content - x-header
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Attack Model 1:

1-687-8: SQL xp cmdshell - program execution
1-686-13:5QL xp reg* - registry access

1-683-7: SQL sp_Easswor\d - password change
1-1387-11:50L raiserror possible buffer overflow

Attack Model 2

1-1419-12:SHMP trap udp

1-1413-13:SHMP private access udp

1-566-6:POLICY PCAnywhere server response

105-2-1 (spo_bo) Back Orifice Client Traffic detected
1-634-5: SCAN Amanda client-version request
1-1504-8:MISC AFS acces

Attack Model 3

128-4-1 (spp_ssh) Protocol mismatch

119-21-1: (http inspect) MULTIPLE CONTENT LENGTH
1-1939-5:MISC bootp hardware address length overflo
1-11976-4:VOIP-STIP overflow in URI type - SIP

1-1729-8:CHAT IRC channel join

Attack Model 4

1-1394-12: SHELLCODE x86 inc ecx HOOP
129-12-1:Consecutive TCP small segments exceeding
threshold

1-1990-2 :CHAT MSH user search

1-540-12:CHAT MSH message

1-1986-T :CHAT MSH outbound file transfer request
1-1988-6:CHAT MSH outbound file transfer accept

Attack Model 5

120-3-1: (http inspect) 0o CONTENT -LENGTH OR
TRANSFER-ENCODING IN HTTP RESPONSE

129-16-1:FIN number is greater than prior FIN
129-5-1:Bad segment, adjusted size <= 0

Attack Model 6

1-11974-2:VOIP-SIP response too small

1-11969-2: VOIP-SIP inbound 401 unauthorized message
1-12007-2:VOIP-SIP outbound 401 Unauthorized message

Attack Moadel 7

120-3-1 (ht.‘tp_:i.llspec‘t) 0o CONTENT -LENGTH OR

TEANSFER-ENCODING I HTTP RESPONSE
129-12-1:Consecutive TCP small segments exceeding
threshold

129-5-1:Bad segment, adjusted size <= 0

129-7-1:Limit on number of overlapping TCP packets
reached

Attack Model 8:
125-5-1: (ft p_t elnet) FTP command parameters contained
potential string format

1-491-10:FTP Bad login

1-2179-9:FTP PASS format string attempt

1-2417-5:FTP format string attempt

Attack Model 9

120-3-1: (ht t.p_:i.nspa:'t.) HO CONTENT -ILENGTH OF.
TRANSFEE-ENCODTHG TH HTTP EESPOHNSE

125-8-1: (ft p_telnet } FIP bounce attempt

1-3441-4:FTP PORT bounce attempt

Attack Model 10

120-3-1: (http inspect) HO CONTENT -LENGTH OF.
TRANSFER-ENCODING IN HTTP RESPONSE

129-5-1:Bad segment, adjusted size <= 0
1-17276-2:MISC Multiple vendor Antivirus magic byte
detection evasion attempt

Attack Model 11

1-1394-12: SHELICODE x86 inc ecx NOOP

1-1390-8: SHELLCODE x86 inc ebx HOOP

133-34-1: (dcerpc2) Connection-oriented DCE /BPC -
Request: Fragment length on non-last fragment (36) less
than maximm negotiated fragment transmit size for client
(4280)

1-2923-8:NETBIOS SMB repeated logon failure

Attack Model 12

125-2-1: (ftp telnet) Imvalid FTP Command

125-1-1: (ft p_telnet } TEIMET CHD on FTP Command Channel
125-9-1: (ftp telnet) Evasive (incomplete) TELHNET CHMD on
FTP Command Channel

Attack Model 13

1-1394-12: SHELICODE x86 inc ecx HOOP

129-16-1:FIN number is greater than prior FIN
1-648-10: SHELLCODE xB6 NOOP

1-15306-4:WEB-CLIENT Portable Executable binary file
transfer

1-16313-6:POLICY download of executable content -
¥ -header

Attack Model 14

129-12-1:Consecutive TCP small segments exceeding
threshold

129-2-1:Data on SYN packet

124-3-1: (smtp) Attempted response buffer overflow: 596
chars
1-567-11:POLICY SMTP relaying denied
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