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≡ַײᾛ←ᴢ♪◦׀אָ



Å ᶂῶ כּ Ὰ 12ῴ18ῄᴧ ѭ 2017ẉ ἅҪ҈ᴎ ѳѧ￼ Ҏ ḭ҆ҭ

￼ἵ

Å ꜚ ֫Ḓ▒ ᶂῳᶽ￼ềӡҲўѳ ҳ │ԀᾹԇᴻι ᴨ҃1.45қҚ￼ѦҚӡỤ

Å ￼⅔ԇᴻ ᶂḍּׁשₒּכӡԇᴻҞẉ8ῴḮṵιԅ30רқ ἋΈᶈ2013ẉṏԅ ֹ

ԄӜɋɋᴩḱ ₩ῗῳִӂ╜ ‛￼ѕӤ

ÅҸℓ ḭχ2016ẉιῶ ḭ ᴨ҃5700єҸℓּזἋ￼ᾭὯι ᶂҸℓԇᴻ ᵅᾟҥ

10є ӺẈỤ℅҆

2017Ẉ ᶼ ḟԄ҅Ҭ



Ҽ ᾛẩ ѩַײї

ÅҨіᶽᶚ ԇᴻ ḧῶ Ẃᶺ￼ ᶵιӇῗ ῗ ԄӜιẊћԄӜỄᶺẉ ≡ῶ ᴧא

֧ᶈᵤ ό

Å ׁṴ іṰῶ￼ Ḡԅ ᶵ ῗ҆ѧᴣ҆ᵅᴧאι≡ῶӮֹׁ҆￼

Å ׁ Ҏԏῶ ◊ֹᾢ֨◖╓Ҧ ￼ ιᶽד ֫ῗ ◊ֹᴝḊIPᶊᶍι≡ῶ ⃰ỴѲ֫‘֧ḾΆ￼

ᾢ֨ἐⅎ
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IDS IPS

Ԅ∫ ֪ῷ ℮ ≡

APTᾃ֧≡ Ḍ ἒ
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ᾚẺẩַײ╩∕ ᾛẩ
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Åᾡᴪ ṕט ιἔ Ẃ ֫‘ἐⅎ ◖╓ᾢ֨Ҧ ￼Ѯטᴧאљ ᵻ ￼Ὰᶚ◖╓

ΆẪχ

1 ԏᶵSQL├Ԅ ᵘҧἚ ᶤ′○֧

Ὸח◖╓ ו╜₅֝

2 ԏᶵᶢ҈SHELLCODE◖╓ַּזԋ ע ￼◖╓╙ ῞

ו╜₅

3 ԏᶵᶢ҈ỦỴҦ ӡ⸗ề￼╙ ו╜ ιẊ ҡѧ

ҚṪ֫‘֧◖╓╙

4 ԏᶵᶢ҈ ѭ֫‘○֧◖╓￼ᴧא ד

5 ԏᶵҡḍ ừἵѧ ᴨ￼╤ ᾢ֨⸗ề￼ᴧא ד

6 ԏᶵַּז Ѯ ᴧ￼ ᵸḙѽẬᾜ₅╜Ṱ ᵙ῾ ◖╓╙

￼ ד



≡ᾴᵊḔᶇopensslheartbleed ≡ὒײַ⧵╩

ℓ:ᵓ ẬᾜӔֱּ⃰זɒ^ \ x16\ x03ɓ ָSSL╙ ι

҇ℓ:ᵓ ẬᾜӔֱּ⃰ז"^ \ x18\ x03(\ x01|\ x02|\ x03)\ x00\ x03\ x01"

ָᶈ heartbleed ◖╓￼ή╜ιẊώӗᵻ ֩ᾭ Ậᾜι ѱẬᾜᶈ₅

╜ֹ ‾￼╙ ѳᵅιṏҺ Ἃώӗ￼ᵻזּזּ ֩ᾭ ἋᴵҨᶈᵻזּ ֩

ᾭ Ṅ Һ ￼ᴧ ᵓ ἆ ὶזԄ ᵄᴅ

ᾀἵ₇ְ ẩαᶵῢ≡⁴ẩβσ

Ӕσ
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ԅ╙ ץ ᵙ₅ץ╜ι ֧ ᶼҦ ◖╓╙ ￼ ԋshellcode ⸗ềιẂ ￼⸗ề

ώᴨԓḳḅїχ

9

￼NOP

Ὕҧ￼ ẙ

ῶỴѲ￼Ὕ
ҧ￼ ẙ

ώᴨ ᵻᶊᶍ

ώᴨshellcodeו
Ҧ ⅎ

ώᴨ DEP

Ӡἴ￼Ҧ ⅎ

Ḿshellcode

ᵇ ֫‘

ώᴨ ᴨAPI֩ᾭ

ᶊᶍו ￼Ҧ ⅎ

￼NOP

Ὕҧ￼ ẙ


