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Examining Zero-Shot Vulnerability Repair
with Large Language Models

Hammond Pearce™, Benjamin Ta.n*, Baleegh Ahmad®, Ramesh Kam®, Brendan Dolan-Gavitt”™
*New York University, *Llniﬂ.'arsity of Calgary

Abstract—Human developers can produce code with cyberse-
curity bugs., Can emerging “smart’ code completion tools help
repair those bugs? In this work, we examine the wse of large
language models (LLMs) for code (such as OpenAl’s Codex
and AIZ1%s Jurassic J-1) for zero-shot volnerability repair. We
imvestigate challenges in the design of prompis that coax LLMs
into generating repaired versions of insecure code. This is
difficult due fo the numerous ways to phrase key information—
both semantically and syntacticallyv—with natural languages, We
perform a large scale study of five commercially available, black-
box, “off-the-shelf™ LLMs, as well as an open-source model and
our own locally-trained model, on a mix of synthetic, hand-
crafted, and real-world security bug scenarios. Qur experiments
demonstrate that while the approach has promise (the LLMs
could collectively repair 100% of our synthetically generated and
hand-crafted scenarios), a qualitative evaluation of the model’s
performance over a corpus of historical real-world examples
highlights challenges in generating functionally correct code.

Index Terms—Cybersecurity, Al code generation, CWE

[. INTRODUCTION

Commercial large language models (LLMs), trained on vast
amounts of source code, have been enthusiastically promoted
as tools to help developers in general coding tasks like
translating between programming languages and explaining
code [1]-[4] by predicting likely text completions given some
“prompt” comprising comments, function names, and other
code elements. This is similar to the multi-tasking capabilities
that LLMs for natural language exhibit [5], [6]. Of the many
tasks coders do, we are interested in jfixing security bugs;
developers might ordinarily run security tools such as fuzzers
or static analyzers, try to understand the feedback, locate the
issue, and modify the code to repair the bug. This is hard.

In this paper. we ask: Can LLMs for code completion
help us fix security bugs (Fig. 1)?7 “Out-of-the-box™ LLMs
for coding, such as OpenAl’s Codex [7] and Al21's Jurassic-
1 [8] are trained on open-source code in myriad languages that
contain a large variety of comments [9]-{11] and functionality
{both buggy and non-buggy). This powers the ability of LLMs
to complete code in different ways, given some context such
as the designer's intent in code comments.

While recent work [12] suggests that code completions with
the LLM GitHub Copilot can introduce security weaknesses,
Pearce er al. conclude that models can still “increase the
productivity of software developers”, especially when paired
with “appropriate security-aware tooling during. .. generation
to minimize the risk™ [12]. As one can guide LLMs by adding
cues to prompis {as suggested by user guides like [4]), we

Large Language
- Madal(s)

7 —
°
I'J—t_\. Ft_} '\ﬁﬁ Security Tests

Dev Source Feedback

Code
Fig. |. Prior work suggests that large language models (LLMs) can help
programmers write functional code. Can they help fix security bugs too?

i =]

seek to characterize the feasibility of using black-box, “off-the-
shelf”™ LLMs for “zero-shot™ generation of replacement code
for an identified security bug, perhaps as part of an overarch-
ing program repair framework. This contrasts prior work that
trained specialized newral machine translation (NMT)-based
models for fixing software bugs (e.g., [13]-[16]). Unlike prior
approaches which are trained to predict the exact same fokens
as a human developer's fix, we want to investigate oft-the-shelf
LLMs" apparent ability to “understand” the broader context
from a source code file.

We focus on creating securify patches as they are important,
can be tricky to write, and often require relatively small
changes of code in a single file [17]. The smaller footprint
of security patches suggests that current off-the-shelf LLMs
might be capable of designing bug fixes. We want to know
if LLMs—despite not being trained specifically on security
fixes (and, indeed, being trained on a great deal of insecure
code)—are nonetheless capable of generating valid fixes for
vulnerable code. We seek answers to these research questions:

RQL: Can off-the-shelf' LLMs generate safe and functional
code to fix security vulnerabilities?

RQ2: Does varying the amount of context in the comments of
a prompt affect the LLM s ability to suggest fixes?

R(Q3: What are the challenges when using LLMs to fix vul-
nerabilities in the real world?

R(M4: How reliable are LLMs at generating repairs?

To answer these questions, we evaluate recent LLMs on a
range of synthetic, hand-crafted, and real-world buggy scenar-
ios. Our contributions are as follows.

(1) We compare prompts, contextual cues, and model set-
tings (temperature, sampling strategy, etc.) for encouraging
LLMs to generate functional and secure code. {Section I1I)
(2) We provide the first evaluation of LLMs for zero-shor
generation of securiry fives, showing that off-the-shelf models
are capable of producing security fixes without any additional

'From this peint on, our discussion of LLMs is specifically about off-the-
shelf, general coding LLMs available at the time of this stady.
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FIAXKESERE, T"THEF "R TFTNTRRESNZE

GMCWE Top 2571EE 2 NmIRPENRA L& iR , 7':'3! E'. 1) CWE-787, #5HKE N (Out of bounds write) ;: 2) CWE-89, SQL/FA.
XEEFE LIR2NMNCWERERE/: CWE-787FERERE KR , NC/C++AJLABEENAFEFT, MCWE- 89%7,5*_{1 "B ES)avagPythonth, XEKE
AN EALIIGF AR ANE 2R &%LLM1|9&HFEIIEI§E?]H’\JFF1E

[1] [RIAEFRERRIZE CARLE VI
;?;gééﬁﬁjt%ﬂ]ﬁ%ﬂ% A tEURRER, RALWWMERAKEFERBINEREATHEETES, KB S YNTHETIC VULNERABLE PROGRAM GENER ATION RESHLTS
7 —;‘R.
T B1: I5ESCWE-787F0CWE-89 : mRAYRERAEP Ik ; _ _ ,
IR IEES A HEXIEERERIRERE/APromptRYFL Scenario # Gen #VId #Fn  # Valn 4; F‘::] 1 1;111:
ZPR2: 1FPromptial ACodex KIREY (3 3l{ERIcode-cushman-001F{lcode-davinci-001F MhiRAT4ER) 500 - —
AN TS CWE-787 500 440 410 452 388 22
Sl TRULEBEAHTETIN (RIIRE) ; SUaIRRHERRNESEymES, xy VES S0 00 BT B B 408
FERRICIBEARRNSITFS, £k T IIEEER 'fv{iﬂﬁﬁlnm'ﬁﬁ%* "A53579 388 (CWE- 787) 23 Gen. (Generated), VId. (compilable), Vuln. (Vulnerable), Fn. (Functional),
(CWE-89) ; fEIE Y DIREtRIURIIBFARIE, FHEMCWE-787FICWE-8RYIRmIRAE A3 Bl /9951
A2 o Safe (Not Vulnerable)
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[2] [mEfERIZERE

FA [1) BREREKRIEE 51 CWE-787F122 N CWE-89imiRfEFLAB{EIPrmopt

FTI1: 5 5l[Elcode-cushman-001FJcode-davinci-001 AP LLME B RIEE{XHE

FIAXKIESEE, 1"SHA"m5 MU RERIEZSENZEE

TABLE II
SYNTHETIC PROGRAM REPAIR RESULTS. HIGHER VALID REPAIR

PERCENTAGES (I.LE. “# FN. & SAFE [/ "# VLD. ) ARE BETTER.

T2 B MEEIEIRERSOMUIEHER, I NmIED BISERL 4750080110001, FTALEMABIESRRY

i

£ 3.  CWE-7871=4122034 N BRFEFE

AN

B2.2%%25, MCWE-891752H0Y10796" M

st ]

29.6% 125,

# Fn. # Fn. % Vld.

Scenario # Gen. # Vid. # Fn. # Vuln. & Vuln. & Safe. Repair

CWE-787 47500 22034 20029 21020 19538 491 2.2
CWE-89 11000 10796 7594 5719 4397 3197 29.6

Gen. (Generated), Vid. (compilable), Vuln. (Vulnerable), Fn. (Functional), Safe (Not Vulnerable)

LLMBDEAE R BRI E R RIKAYRIIE T, tBREBEHA (Zero-shot) HERFBugiUES, BIERIRIZ

SN NFESTRTEIMRRIZE.
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[1] IRRIEA EEAL WORLD SCENARIOS (SUBSET OF EXTRACTFIX [34])
T H—Z T HELLMEE -E*%f%‘l‘ﬂ’]ﬁﬁ% BeS], BRI E:'E’\JCVEi%iﬂfﬁﬁ%{’Eﬁiﬁ)\ THEXIR — -
7 piiete - A Jid P Ik + o Program Description File LoC  EF# CVE
BB SCAAIN :'Elljuﬁilr.n SR, XEH }A3 NIE IS T 121N ESLCVERmiA, ETNH>XB- - TR Ppg—
ExtractFix¥iBEE, FAALW P ERNTFETRBEHCVERSFIE. Tiim:;];fjlc g
C library for tif nextc 162  EF02-2 2014-8128
Libtiff processing TIFF tff2pdfc 5.5k EF07  2016-10094
files. tif jpegc 2.3k EF08  2017-7601
reb2ycber.c 393 EF09  2016-3623
tif jpecc 24k EFI0  2017-7595
parser.c 157k EFI5  2016-1838
Libxml?2 x“lll]; C parser and  _, cerc 154k EF17  2012-5134
tootkit. valid.c 7k EFIS§  2017-5969
Iib turho C hibrary for manip- wrbmp.c 557 EF20) 2018-19664
WIPEEIDO  lating JPEG files.  jdmarkerc 1.3k EF22  2012-2806
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SEHEE: BTEMLMEIS ISR, wsz, RIERRIBREERA, HAREIRGERIEA T

Tl ETXER, AUFEESINKBEAELE, LAUESPrompttFa<ThERTIAIEXK, BRI

FB1: BIELWWBRBAFERE, ETFFAEARRNMARR” E T, fEPromptHk

I

SH2: BULRIRMCIERSRREXRINRETT, FBERINEIPromptsh, BHEIRESIERRBT,
I FRFTAURY2FFProm ptiRhRFAIZEEPrompt;

FBR3: WRPrompt{filEHSHEEKIK

&

5 SV FRtdefineZ S B2

i HTPrompt BZIG S <ShEIR!,

i
=

[3] sCI@EER

RACVERIBPRIS M HEZD—MMEE, BMNIEEE 7 SEErtERENIEENH ST MilgE. X
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7910/12)
LT,

=IE )

e =kl

REATKEEAIM—ELULMEERNCEFSIN T #HEIBug, EEEIIPrmoptiEHAIEIR
XEFEANRIMDEI Y LIMERREEESPRIEIR, LMEEREE— M ExtractFixth ToiEE
(CVE-2018-19664)
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7

Template

ID Description
Commented Code (alternative) - Used for real-world examples, see

c.a Section V). As with c., but commented in the alternative style for C
programs (i.e., in C commenting, /* and */ rather than //).
Commented Code (alternative), no token - Used for real-world

c.n. examples, Section V). As with c.a., but with no ‘first token’ from

vulnerable code.
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