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B L TRERF-AREEFRENTE STDN.TECHTE

FRTYBIXIEZI, —RINTER, FEENE
¢ ActionScope(BXRIHTSHUFAIIT )
¢ certiScope(tRENAIH TIPS IRIEBE)
# VirtualMatrix(—RFIEHME TEE)
¢ FileRescuer(kEi=MBFAISUGFIEHRTE)
¢ MMWarpIin(E5EEYIERE, NS UIEEIHES)
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m T EaERN-AREREFENTE STDN.TECHTE ANTIVIS
o ,— =2
ActionScope(BXETHUATIEAY1T )
ID  CNName Details LEVEL returndddr ACTION_DESCRIPTION ApiName

19 BEEHO {"dwExStyle':"0" "IpClassName":"'0x76c650e4" " IpwWindowNa LEVEL_1 0x76c7a216 CREATE_WINDOW CreateWindowE s/
20 gEEN {"dwE xStyle"907644" "IpClassName'"0x76c66560", Ipwine LEVEL_1 0x76c8303f CREATE_WINDOW CreateWindowE sw
21 FRRGERS MESRNAE  ANPRARIZE)  {"IpSysteminfo™;"905708"} LEVEL_1 0x6c94e8de HOSTINFO.SYSTEMINFO — GetSysteminfo
22 FRFRGERS (AMESERMA  AMPEARIE)  {"IpSysteminfo™;"839216"} LEVEL_1 0x6c94e81d HOSTINFO.SYSTEMINFO  GetSysteminfo
23 FRSHAAPHFEERANES LEVEL_D 0x0ff3a942 HOSTINFO.UI_LANGUAGE  GetUserDefaultUILanguage
24 FRVHAIAFANFEERANES LEVEL_D 0x76f90fe8 HOSTINFO.UI_LANGUAGE  GetUserDefaulUlLanguage
25 FRRGEE MBRME  ANPRAAE)  {IpSysteminfo';"1769335772"} LEVEL_1 0x6958d7b HOSTINFO.SYSTEMINFO  GetSysteminfo
26 FRIRREE (ANBEMA  AEERAIE)  {"IpSysteminfo'"263575852""} LEVEL_1 0x710519a2 HOSTINFO.SYSTEMINFO — GetSysteminfo
27 FRIHAIAPRFEERANES LEVEL_D 0x76f8d3da HOSTINFO.UI_LANGUAGE  GetUserDefaultILanguage
28 g action:heapSpray LEVEL_S 002808944 EXPLOIT.HEAPSPRAY exploit
29 TR RLERE {"IpVersioninformation':"313306696"} LEVEL_1 0x129621d0 HOSTINFO.VERSION GetversionE sw
30 FRFRGEE (AIESRME  AMPEEARE)  {"IpSysteminfo™"310348980"} LEVEL_1 0x53add781 HOSTINFO.SYSTEMINFO  GetSysteminfo
31 BRI RS {""IpVersionlnformation'":"'310949060"} LEVEL_1 0x53add7a5 HOSTINFO.VERSION GetVersionE W
R FRFRGEE (AMBRAE  AMPBARE)  {IpSysteminfo™"310344176"} LEVEL_1 0x53add781 HOSTINFO.SYSTEMINFO  GetSysteminfo
33 BRRGMRE {""lpVersionlnformation';"'310944256""} LEVEL_1 0x53add7a5 HOSTINFO.VERSION GetVersionE sw
34 TENSET action:heapSpray LEVEL_S 0x0a80ab64 EXPLOIT.HEAPSPRAY exploit
35 HENEST action:heapSpray LEVEL_5 0x0a80b344 EXPLOIT.HEAPSPRAY exploit
36 HENEST action:heapSpray LEVEL_S 0x0a80b654 EXPLOIT HEAPSPRAY exploit
37 HENEST action:heapSpray LEVEL_5 0x0a80bf14 EXPLOIT.HEAPSPRAY exploit
38 R G {"IpVersioninformation™: '310953224"} LEVEL_1 0x0b81c9b7 HOSTINFO.VERSION GetVersionE sw
39 pEEHO {"dwExStyle':"0" "IpClassName":;"'0x76c650e4" " IpwindowNa LEVEL_1 0x76c7a216 CREATE_WINDOW CreateWindowE sw/
40 BRSO {"dwExStyle-"907644" "IpClassName": "0x76cB6560", Ipwine LEVEL_1 0x76c8303f CREATE_WINDOW CreateWindowE #w
41 glREEO {"dwE xStyle":."0" "IpClassN ame";""0x76c650e4", " IpwindowNa LEVEL_1 0x76c7a216 CREATE_WINDOW CreateWindowE s\wW
42 AlRENO {"dwExStyle"907644" "IpClassName": "0x76cB6560", Ipwine LEVEL_1 0x76c8303f CREATE_WINDOW CreateWindowE sw
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B D TERI-ARIREFERTE STDN.TECH &

= CertiScope-G:\PFW\Oregy FW\NFCRO-x64.sys
SAE(F) ME(V) #FE(H)

f%ﬁ

%8
L BA
]
)

v-E

v

shal

- C54F0770FD4E7CD599A40B9(
- sha256
- ADB6C62B3BC5F1751912CBFDC(
--sha256
~-A31E759609B38D01B12C5D5¢

+

STDN PKI ROOT CA
STDN TECH

-STDN PKI EV Code Signing CA
-+ STDN PKI TimeStamp CA
- STDN TimeStamp Respoder
-+ STDN TECH
-~ STDN PKI EV Code Signing CA (
- STDN TimeStamp Responder

STDN PKI TimeStamp CA
STDN PKI ROOT CA

certiScope
AT PR IRIEHRSF)

MIIDNnTCCRAOWgAWIBAgIIFThgYHvdcx0wDQYJRKoZIhvcNAQEFBQAWWZELMAkKGALUE
BhMCQO4xGTAXBgNVBAOTEFNURE4GUEtLJIFN1cnZpY2UxFjAUBgNVBASTDXBrasSSz
dGRuLnR1Y2gxGTAXBgNVBAMTEFNURE4gUEtJIFJPT1QgQOEwWIBCcNMDAWMTAXMDAW
MDAWWhgPMjEwWMDAXMDEWMDAWMDBaMFsxCzAJBgNVBAYTAKNOMRkwFwYDVQQKEXBT
VEROIFBLSSBTZXJ2aWN1IMRYwWFAYDVQQLEwlwa2kuc3RkbiS0ZWNoMRkwFwYDVQQD
EXBTVEROIFBLSSBESTOSUIENBMIIBI jANBgkghkiGOSwOBAQEFAAOCAQSAMIIBCgKC
AQEAVVU4ZvUlvoWCbkKhoET9sPYXR4IZZmMwENGCNPpFVEIMNES 1ILvXgyuSW195n2Srb
0016ILKKSMbG/ISrWwt4 fVsHcdlFa8V/kDISVCE/Ghz1hQ80n9wNBl1Zg6HKhfbyl
WMRXgm7DQVArg6XY¥YsI+1PwOgtI6Ho04eZ20DmSJE6QI4HR0kSosIman7XpBii9Sqgif
ZXJ0aDmEIpYCISkFV7/tOKZmdRNNCENKwZp0FjL1r0KggS1lffSPRRYZazdMidnHk
A+5ulgVg30VmS2wopaJ2YhfCUyX1WmlLgirU9y+cKS5/ fCNptisM4eOFgwbAFhJTE
BPPckAnz7mR1IZkd7RRgDfkrAwIDAQABO2MwYTAPBgNVHRMBAfSEBTADAQH/MBOG
A1UdDgQWBBQMcjNmlhYHBcnN+ozJdtvP29sZATAfBgNVHSMEGDAWGBOMcjNm1hYH
BcnN+0zJdtvP29sZATAOBgNVHQEBALSEBAMCAYYWDQYJKoZIhveNAQEFBQADggEB
AIBbLBTRZC25j8KQPzvc7YicjydCurXyYSRhdB8W0euzzPhWMgDUgEpskQQEQpGP
EYs65j8i2ikbNASYE1eA/445hPyjxAEfjVBuncOTMAHAtOBWVtLSy9UMUse fX6QTI
4KKcOuCoc8u3DEHawVx3bV1FalASIja4vEiLKOlEOTS5TOn10x3VtK067sIXvd]jgs8y
g6clGpLBR3/nCEnUVT3Yx1lup7wHR/RCb4XqvyhG1C0aSS01zA66gbazF1lUT0tIEfd
7Jc48g7pBirpXx79cagxs4023BRPOBGU+Z0OXx/Yh1cB8RASIVSZ6e0BWy4C+CBVeQEyY
C3fLiwMmgb/1F6CXQUWIXMA=

InstallCertificate To Root

Export
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m DT aRREN-ARERERERNTE STDN.TECHTE,

FileRescuer(IkE1=MIFREIGFF OB F5F)

o= FileRescuer --by simpower91

Choose A Flash Disk
(= h: v

100%

1 .PNG

A

System Volume Information

RN ARSI SIS T It
AR ~1LTIXT

AR ~2.TXT

Save As
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m D TERS-AREERENTA

Parallel Aspect Warp Gate -

STDN.TECH %

Code Memory
PayLoad

(O Create Thread(Address)

| |

(O Load DLL(Path)

| |

(® Run EXE(Path)
| notepad.exe I

(O Custom

Process

(O x86 @ x64

pre IEI end E‘

Assemble

EXE ‘explorer.exe |

Warp-In

R7FiTEARE - by Simpower91 — | X

0x50,0x51,0x52,0x53,0x54,0x55,0x56,0x57,0x41,0x50,0x41,0x51,0x41,0x52,0x
41,0x53,0x41,0x54,0x41,0x55,0x41,0x56,0x41,0x57,0x9C,0x48,0x83,0XEC,0x 1

0,0xF3,0x48,0x0F,0x7F,0x04,0x24,0x48,0x83,0xEC,0x10,0xF3,0x48,0x0F,0x7F,0
X0C,0x24,0x48,0x83,0xEC,0x10,0xF3,0x48,0x0F,0x7F,0x14,0x24,0x48,0x83,0xE
C,0x10,0xF3,0x48,0x0F,0x7F,0x1C,0x24,0x9C,0xE8,0x00,0x06,0x00,0x00,0x6E,
0x6F,0x74,0x65,0x70,0x61,0x64,0x2E,0x65,0x78,0x65,0x00,0x00,0x00,0x00,0x
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0
x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
0,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0

x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
0,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0xb0,0x00,0x00,0x00,0x
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0
x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
0,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0

x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
0,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,

0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x
N0_0x00_0x0N0_0x00_Nx00_0xN0_Nx00_0xN0_0x00_0x00_0x00_0x00_0xN0_0x00_0x00

~

MMWarpIn(BZzisEEYIERTE, MARZISIRAEEIHES)

l

I nynn nynn nynn nynn nynn ﬂynﬂ nynn nynn nynn nynn nynn mmn ﬂyﬂn nynn ﬂ;{

v||
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