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- EFAENESMN AL TESAST(Static Application Security Test)
- AT MR
» SQLIEA. XSS, CSRF, T#/RIBZHRE. LDAPEA. HIENEE. RFBmiNE. XpathiEA.
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1 <securibench.micro.basic.Basic24: void doGet(javax.servlet.http.HttpServletRequest... 38 $r1 = interfaceinvoke r0.<javax.servlet.http.HttpServletRequest: java.lang.String get...

HE

XHFERE SR ESEHTIPEE RS, MRAIFRIEGENBAEFEEDNFIFERN URL, TTRESBFITREERAVERE.
MR AR AR FIEE AL IPTERRN URL, RIRESAHTREERMBERE,

#iE
BT EEm, Web
N AEFHERS I SRFANE—HARFANTRERRE TGS, RARFHREEMRE#TILRSN, ANEREAFELGSNAR. Y Web HABFREF REERRBEE LSS

HIEE URL
i¥, WE&4%E Open redirect JEiE:

BEERILAFI A Open redirect iRiEERAF HERE T EI{EBIE AN URL, FHRMNER@IEENR. REEEIN URL #{THTE, ERLAFREIEIERONESEN, EEEX—BIRER
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#l1: DT JSP RISERFITASHEN, HRAFPKRIETIIM dest ERSBPEHTH URL,

<%

String strDest = request.getParameter("dest");
pageContext.forward(strDest);
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[# % H11T] Using JNDI registry service
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FIFAiEHE MDS
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BIF

java.base/java.lang.ProcessImpl.<init>(ProcessImpl. java)
java.base/java.lang.ProcessImpl.start(ProcessImpl.java:154)
java.base/java.lang.ProcessBuilder.start(ProcessBuilder. java:1107)
java.base/java.lang.ProcessBuilder. start(ProcessBuilder. java:1071)
java.base/java.lang. Runtime . exec(Runtime. java: 589)
java.base/java.lang.Runtime.exec(Runtime. java:413)
Jjava.base/java.lang.Runtime.exec(Runtime. java:31@)
jdk.scripting.nashorn. scripts/jdk.nashorn.internal . scripts. Script$Recompilation$1$\ eval\_/0x00000
jdk.scripting.nashorn/jdk.nashorn.internal, runtime. ScriptFunctionData. invoke(ScriptFunctionData. ja
jdk.scripting.nashorn/jdk.nashorn. internall runtime. ScriptFunction.invoke(ScriptFunction. java:513)
jdk.scripting. nashorn/jdk.nashorn.internal . runtime. ScriptRuntime. apply(ScriptRuntime . java:527)
jdk.scripting. nashorn/jdk.nashorn.api. scripting.NashornScriptEngine. eval Impl (NashornScriptEngine.
jdk . scripting.nashorn/jdk .nashorn.api.scripting.NashornScriptEngine. evalImpl(NashornScriptEngine. j
jdk.scripting.nashorn/jdk .nashorn.api . scripting.NashornScriptEngine. eval Impl (NashornScriptEngine.
jdk . scripting.nashorn/jdk.nashorn.api.scripting.NashornScriptEngine. eval (NashornScriptEngine . java
java.scripting/javax.script.AbstractScriptEngine. eval(AbstractScriptEngine. java:264)
java.base/jdk.internal .reflect.NativeMethodAccessorImpl.invoke@(Native Method)

java.base/jdk. internal .reflect NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl . java:62)
java.base/jdk.internal .reflect .DelegatingMethodAccessorImpl. invoke(DelegatingMethodAccessorImpl. ja
java.base/java.lang.reflect.Method. invoke(Method. java: 566)
javax.el.BeanELResolver . invoke(BeanELResolver. java: 158)

javax. el.CompositeELResolver . invoke(CompositeELResolver. java:79)

org.apache.el.parser.AstValue. getValue(AstValue. java:159)

org.apache. el ValueExpressionImpl . getValue(ValueExpressionImpl . java: 198)
javax.el.ELProcessor.getValue(ELProcessor. java:61)

javax.el.ELProcessor.eval(ELProcessor. java:54)
java.base/jdk.internal.reflect.NativeMethodAccessorImpl.invoke@(Native Method)

java.base/jdk. internal .reflect .NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl . java:62)
java.base/jdk. internal .reflect .DelegatingMethodAccessorImpl. invoke(DelegatingMethodAccessorImpl. ja
java.base/java.lang.reflect.Method. invoke(Method. java: 566)

org.apache.naming. factory.BeanFactory. getObject Instance(BeanFactory. java: 211)
Jjava.naming/javax.naming.spi.NamingManager.getObjectInstance(NamingManager. java:341)

jdk.naming. rmi/com. sun.jndi.rmi.registry.RegistryContext.decodeObject(RegistryContext. java:499)
jdk .naming. rmi /EETNSEAE AR EG S Ny REG S e CONEERENIOBKER( Regi stryContext . java:139)
java.naming/com. sun. jndi.toolkit.url.GenericURLContext . lookup{GenericURLContext . java:
java.naming/javax .naming. InitialContext . lookup(Initial Context. java:409)

lanager . Lookup(JndiManager. javi
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o« FFLERER: TESecDevOpsiit/K&, FHLLRTRERIEATIARE.
BTN

v logdj-core EFRMMRA: RS T2.11.10RAE GRE&H elasticsearch iR &)

N
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R ) RBEFR fHiid
1 CVE-2021-44228 Log4j versions prior to 2.15.0 are subject to a remote code execution vulnerability via the Idap JNDI parser..
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