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Sample B T HEEEbas=04IIE ZHEE
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Shellcode ™ # 45k 2

I Shellcode
BEEEFERErundll32, exe
BERIEANFrundll 32AHIT

shellcode /i1 ke, HHECRCREBLHHS

CRCARSSER1, 2

*1 —
b=y ]
EH2

3

CRCAR 51

&

A

'ﬁ Cobalt Strike L imle
Cobalt Strike ¥iew Attacks Reporting Help

DR N E=¢ 8ELPU R0 Pa B g

jgrins
wbuntu

Processes 10.10.10.198@6984 X
Beacon 10.10.10.158@6984 X

Beacon 10.10.10.198@8040 X
Desktop 192.168.58.35@1512 X

[+] established Llink to parent beacon: 160.10.10,193
[+] host called home, sent: 12 bytes
beacon= ppid 2888
[*] Tasked beacon to spoof 2888 as parent process
[+] host called home, sent: 12 bytes
beacon> ssh 192.168.57.18 ns jrocks
asked beacon to 5 2.168.57.18:22 as jgrins
called home, s [
zalled home, 3
[+] established Llink to child session: 192,168.57.18

Beacon 10.10.10.151@4844 X

[DEVELOPERWS] Jamie.Grins /6984 last: 2s

beacon=

APT-TOCS (X &EER) BLEETFCobalt Strike FERIKNEHERTZEAShellCode
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Project - default ¥ Account - tdoan ¥  Administration ¥ ?

@ metasploit

Overview Analysis Sessions Campaigns @ Web Apps Modules Credentials Reports @ Exports Tasks @

Home default E

® Scan ¢ Import @ NexposeScan g WebScan @) Modules ¢} Bruteforce € Exploit ) New Host

§ Hosts Notes § Services @ Vvulnerabilities Z Captured Data [N Network Topology

ADDRESS &~ NAME OPERATING SYSTEM VM PURPOSE SVCS VLNS ATT TAGS UPDATED
10.20.36.1 10.20.36.1 (\ Linux 14.04 server 3 0 0 23 minutes ago
20.36.51 ms-w03-3u-1 & Windows XP ﬂ client 5 0 0 22 minutes ago
0.36.52 MS-W03-6U > ﬂ server 7 0 0 21 minutes ago
20.3¢ MS-W03R2-3U-1 & w B server 7 0 0 21 minutes ago
6.54 MS-W & Windows 2003 R2 SP1 w server 7 0 0 21 minutes ago
10.20.36.55 MS-W0352-3U-1 % Windo ﬂ server 6 0 0 21 minutes ago
10.20.36.56 MS-W082-3U-1 & Windows 2008 (Enterprise) SP2 ﬂ server 2 0 0 21 minutes ago
36.57 MS-W08-3U-1 & Windows 2008 (Enterprise) SP1 ﬂ server 2 0 0 21 minutes ago
20.36.5 & Windows 2008 (Enterprise) SP2 ﬂ server 12 0 0 21 minutes ago
20.36.57 MS-W08-3U-1 & Windows 2008 (Enterprise) SP1 B server 12 0 0 21 minutes ago

STATUS

g

ol
g

g

2

ani

Scanned

Scanned

Metasploit pro FEItF3ZF A T

HELLT
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fbh Special <Eternalblue? > use Doublepulsar
Entering Plugin Context =: Doublepulsar
Applying Global Uariables
Set Metworklimeout => 68
Set TargetIp => 192.168.132.133
Applying Session Parameters

Enter Prompt Mode :: Doublepulsar

Module: Doublepulgar

Ualue

192.168.132.133
445

SMB
Architecture xB6
Function OutputInstall

Function :: Operation for backdoor to perform

Outputlnstall

Ping
RunDLL

Test for presence of backdoor

Uze an APC to inject a DLL into a user mode process.

Runfhellcode Run raw shellcode

Uninstall

Bl HAETF Fuzzbunch &R

Remove’s backdoor from system

RFAPCHTUEADLL

Only output the install shellcode to a binary file on d

X

IR ——x et e SRS &

>

L, 48186: 123 -- DanderSpritz 1.3.0.0 (<unl
File Optiecns

uTerminals *_PeddleCheap -@Server ASystem

@ Connect (D Listen (D Trigger ( Save; 3 Load;

Key:  Unknown

Payload Load Method
‘_ Danderspritz ) (Lead from Memory Library -
Unknown

Connection Target Load from Egg

Ip Address: _ . f1163 -9 Load from File Library

Load from Memory Library
Source Port: 0% “lWait before connect (seconds)

Extra Options

DanderSpritzS£& PeddleCheapiEftE o] LATEIEZAT
SuEER T DN T

Ak
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. BENIEEHY « BERERREAIFEN
/{ A - B E BIAPTA R . gg%ggﬁﬂ%ﬁ yRitEs  HEESTAT A EX
iE;

« WEEENDRIERSHK
BOIE T B TAFENILE;
« WEUEFHAEFESIIRE

For AN % =28

0
o\
N8/,

T
-
=
-

+ R BEFRNEER
ANE, HEAEERD,
TJHE A ATFAS-

R R A BUE

+ WHEATIEHEER

- HIEIEREEE. HE. BUEAZR « NFEERETEULE . ERARERBUE ?E:
. FMEM(UHUX) ?_Jﬁ% FERUIERHE NN . s N
Rt | s BRI
- MemDunp RO 1EE R EGE R 2TIAL.
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A1y 0:00:00.648000 old not re-run

H, NEW
H, NEW

DanderSpirtz&far R4 X =116
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0 Name Description

h for anti-virus products

er/uninstaller comp:

sing WM

ify anti-virus products installed on the victim's m:

Y any anti-virus installed on th

f Kaspersky sec

us products

e from the victim's

wall products

usin:

are installed on the sy

L . ¢ es against de 1 ols often used by malwa rchers.

N ommands suc ewall
. | settings.
a7 Netwalk Netwa can detect and terminate active security soft n infected systems
2 NotPety NotPetya determines if spe grams are running on an ir acnine

ATTECKISERAYERRARRT1518/001 (LM HAM) HIEEHERS
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Evading forensics and anti-virus

A series of standards lay out CIA malware infestation patterns which are likely to assist forensic crime scene investigators as well as Apple, Microsoft,

1 g&: FEI!%ﬁ (Google, Samsung, Nokia, Blackberry, Siemens and anti-virus companies attribute and defend against attacks
= L

"Tradecraft DO's and DON'Ts" contains CIA rules on how its malware should be written to avoid fingerprints implicating the "CIA, US government, or
S \) [} o
2. 554
- A L

I =
3. 1R ke

. Products, Detecting and defeating PSPs and PSP/Debugger/RE Avoidance. For example, Comodo was defeated by CIA malware placing itself in the
4 . IEy‘j?rb Window's "Recycle Bin". While Comodo 6 x has a "Gaping Hole of DOOM".

CIA hackers discussed what the NSA's "Equation Group™ hackers did wrong and how the CIA's malware makers could avoid similar exposure.

—

*% its witting partner companies” in "forensic review". Similar secret standards cover the use of encryption to hide CIA hacker and malware
.
communication (pdf), describing targets & exfiltrated data (pdf) as well as executing payloads (pdf) and persisting (pdf) in the target's machines over

time.

CIA hackers developed successful attacks against most well known anti-virus programs. These are documented in AV defeats, Personal Security

W ERESIECIA G S Bk i By RANEFF TR

ﬁb@%ﬁ zg%’ﬁ‘ﬁf‘ Pagell



XK BREGIERYERER

e FHARE A




S

YRR REUERIRE——esmtEr
1. REFEEMERE

&L XADumplt.exe

0

ash — Konsole

R R LiMEaide
r00t@reot-pPC: %

LiMEaide : bash

WindowsZEA/1EREDumplItIFELE LinuxZEHEHLIMe AFEGIE
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Windows: Mac Os: Linux:

MAGNET RAM Capture Goldfish LiIME

MDD Mac Memory Reader Linux Memory Grabber
Process Hacker OSXPMem Fmem

NVIRE S i RS e e e

Forensic Toolkit

WinPmem

MANDIANT Memoryze

WindowsSCOPE

A B ELET Page14
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BRAS TR A

EREEHENER TERENAE. ARBERTIN, (F
T 7oA, MRS [fskEde, NMATHIRISRIERIT
L1

X User mode Kernel mode
ROOtkIt System support Service Application Environment —> RARSHE
processes processe subsystems g =
BRIERRE
. Bios Winloa Kernel
Bootkit initialization LER pGIA> bootmgr > d.exe initialization
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