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Intel Advanced Encryption Standard New Instructions

Extension to the x86 Instruction Set Architecture
Proposed by Intel in 2008, now in Intel, AMD and ARM CPUs

The magic part of the super speed of AES

Six instructions
« _mm_aesenc si128
« _mm_aesenclast si128

_mm_aesdec si128

~mm_aesdeclast si128
« _mm_aesimc_si128

_mm_aeskeygenassist_si128

How Fast is AES-NI?

=
| — |

=

Operation

state := a
al127:0]
al127:0]
dst[127:0]

Performance

Architecture Latency Throughput (CPI)

Skylake
Broadwell
Haswell

Ivy Bridge

:= ShiftRows(a[127:0])
:= SubBytes(a[127:0])

:= a[127:0] XOR RoundKey[127:0]

4 1
7 1
7 1
8 1

AdisA

HELLT
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SMAR LI M4A

\

W

/A73

/

/b
ANTI
il Published in 2006 , Initially used in WAPI
Po 0 e 1S GM/T002-2012 , GB/T 32907-2016
P‘{Rl')und ]] : 128‘b|t blOCk ' 128‘b|t key
X, G G X | Unbalanced Feistel , 32 rounds , 32-bit round key
“F([:mr:j j]" : xor, rotation, sbox
oHne - |
BRI )
R ¢ : Round Function F(-)
1 Poa o [is , F(Xo, X1, X3, X3,7k) = Xo © T(X; @ X, ® X3 D 1k)
F (Round 1) : Xo, X1, X5, X3, 7k € Z,
TV IV IY Composed Transformation T'(+)
i+ 2 pA i3 pis |
frgliaghiagli . T() = L(r()
A RN : Non-Linear Transformation 7(-)
F (Round 32) ) : B=1(4) = (Sbox(xo),Sbox(xl), Shox(x,), Sbox(x3))
| A= (xo,xl,xz,x3%,B = @0:3&:3’2:3’3):
[ X0, X1, X2, X3 € 23,0, Y1, Y2, V3 € Z;
! Linear Transformation L(+)
LB)=BP (B «2)P(B«10)P (B« 18) P (B « 24)
L'(B) =B® (B« 13) @ (B « 22)
:P
AiA MELET Page 20
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* Eliminate Loops: unroll loops with macros of C/C++

« Avoid Moving Data Inside Memory

 Branch rotation costs nothing
« Know Your CPU: Cache System, Intrinsic Instructions, ...
* Try Different Compilers with Different Optimization Options
- Parallel at Different Levels, adapted according to different service context
« Equivalent Transformation of SM4 Algorithm
 Learning From Hardware Implementation

« Security Side: Constant Time

ﬁ}b@%@ ; ‘W %MT; Page 21



SMA4Efitiscii 24k
#include <climits> void sm4_enc_core(u32t *m, const u32t *rk) {
] . by, - u32t tmp;
#define bitsof(x) (CHAR BIT * sizeof(x)) SM4_CORE 4R(rk[0], rk[1], rki2], rki3]);
#define rol(x, n) ((x) << (n)) | ((x) >> ((bitsof(x) - (n))))) SM4_CORE _4R(rk[4], rk[5], rk[6], rk[7]);
#define ror(x, n) (((x) >> (n)) | ((x) << ((bitsof(x) - (n))))) SM4_CORE _4R(rk(8], rk[9], rk[10], rk[11]);
SM4 CORE_4R(rk[12], rk[13], rk[14], rk[15]);
SM4 CORE_4R(rk[16], rk[17], rk[18], rk[19]);
SM4 CORE_4R(rk[20], rk[21], rk[22], rk[23]);
#define SM4_CORE_4R(rk0, rk1, rk2, rk3) \ SM4_CORE_4R(rk[24], rk[251, rk[26], rk[27])
SM4 CORE_4R(rk[28], rk[29], rk[30], rk[31]);
do { \ tmp = m[0], m[0] = m[3], m[3] = tmp;
tmp = m[1] A A k0, m[0] A= sm4_t_sub(tmp); \ tmp = m[1], m[1] = m[2], m[2] = tmp;
tmp = A m[0] A rk1, m[1] A= sm4 _t sub(tmp); \
tmp = m[3] A m[0] » m[1] A rk2, m[2] A= sm4 t _sub(tmp); \
tmp = m[0] » m[1] A~ m[2] ~ rk3, m[3] A= sm4 t sub(tmp); \
} while (0)
AdRiA LTT 33 Page 22
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« We are working on 64-bit system, we have 64-bit register, why just
working with 32-bit variables?
* Processing two blocks in parallel with 64-bit register

« Expecting a 2x speed up?
 Usually NOT that Lucky

« Formatting input and output messages
« SBox substitution has to be done in a serialized way, e.g. one by one

« But we do gain speed improvement:
30.7 cycles/byte > 23.5 cycles/byte

Ak NEELT Page 2



EFT-TablefgSMASCIR# =l

« Composed Transformation: T(-) = L(z(-))
« SBox is followed by linear transformation

* Fold the linear transformation into SBox
* Incurs (almost) no extra cost on SBox Operation

« Eliminate the linear transformation: saves 4 rotations per

round
LB) =B (Bxk2)P (B 10) P (B« 18) & (B « 24)

« Of Course, SBox is now different
* One 8x8 SBox to Four 8x32 SBox (4KB in total)

. L('r(-)) — Sboxy(xg) D Shox,(x1) @ Sbhox,(x;) B Sbhox;(x3)

ﬁ}@@“’vﬂ%‘; ; 5#’ %"&“ﬁ? Page 24



HFT-TablefIH1TRISMAZI i Zle

« Composed Transformation: T(:) = L(z(-))
« We are working on 64-bit system
We have 128-bit, 256-bit registers
Processing 2/4/8 blocks in parallel

Expecting a 2x, 4x, 8x speed up?
NOT that Lucky

« Formatting input and output messages
« SBox substitution has to be done in a serialized way, e.g. one by one

We do gain speed improvement:
32>64 > 128 > 256
199 213.8 > 112> 96

ﬁ}@@%@; ; 5#’ %ﬁ? Page 25
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Intel Core i7 Cache Hierarchy
Processor package

Single Instruction Multiple Data

] Core 0 Core 3
« Similar technique has been applied to - Roge Rogs .
AES software impl. L |
« Which is then introduced into OpenSSL ||| L L1 L1 L1 l
! d-cache i-cache s d-cache i-cache
« Big table lead to non-constant F :
encryption time due to cache miss ... | L5 unified cache 5 unified cache

Daniel J. Bernstein (DJB) in 2005:

demonstrated complete AES key recovery

L3 unified cache
(shared by all cores)

from known-plaintext timings of a network

server on another computer Main memory

ﬁb@‘)ﬂiﬁ@'é &%MTL Page 26
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static ossl_inline uint32_t SM4_T_slow(uint32_t X)

{
uint32_t t = 0;
t |= ((uint32_t)SM4_S[(uint8_t)(X >> 24)]) =< 24;
t |= ((uint32_t)SM4_S[(uint8_t)(X >> 16)]) << 16;
t |= ((uint32_t)SM4_S[(uint8_t)(X >> 8)]) << 8B;
t |= SM4_S[(uint8_t)X]1;
VLS
* L linear transform
*/
return t ~ rotl(t, 2) ~ rotl(t, 18) ~ rotl(t, 18) ~ rotl(t, 24);
H

static ossl_inline uint32_t SM4_T(uint32_t X)

{
return SM4_SBOX_T[(uint8_t) (X => 24)] ~
rot1(SM4_SBOX_T[(uint8_t)(X => 16)], 24) ~
rot1(SM4_SBOX_T[(uint8_t)(X => 8)], 16) ~
rot1(SM4_SBOX_T[(uint8_t)X], 8);
}

VES

N
2z
ANTIY I L IX

* Uses byte-wise sbox in the first and last rounds to provide some

* protection from cache based side channels.

*/
SM4_RNDS( @,
SM4_RNDS( 4,
SM4_RNDS( 8,
SM4_RNDS(12,
SM4_RNDS(16,
SM4_RNDS (28,
SM4_RNDS(24,
SM4_RNDS(28,

’

’

’
13,
17,
21,
25,
29,

store_u32_be(B3,
store_u32_be(B2,
store_u32_be(B1,
store_u32_be(B®,

'

’
10,
14,
18,
22,
26,
30,

(V8]

’

7,
11,
15,
19,
23,
27,
31,

out);
out + 4);
out + 8);
out + 12);

SM4_T_slow);
SM4_T);
SM4_T);
SM4_T);
SM4_T);
SM4_T);
SM4_T);
SM4_T slow):

AiA MELET
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HrAES SBox

0 1 2 3 4 5 6 7 8 9 a b c d e f
0| 63| 7¢ | 77 | 7Tb | £f2 | 6b | 6f | ¢c5 | 30| 01 | 67 | 2b | fe | d7 | ab | 76
llca| 82| c9| 7d| £fa | 59 | 47 | f0 | ad | d4 | a2 | af | 9¢c | a4 | 72 | c0
2| b7 | £fd | 93 | 26 | 36 | 3f | £f7 | cc | 34| a5 | e5 | £f1 | 71 | d8 | 31 | 15
3/ 04| c7| 23| c3| 18| 96| 05| 9a| 07| 12 | 80| e2 | eb | 27 | b2 | 75
41 09 | 83| 2c| 1la| 1b| 6e | 5a| a0 | 52| 3b| d6 | b3 | 29 | e3 | 2f | 84
51 53| dl1 | 00| ed| 20| fc | bl | 5b| 6a | cb | be | 39 | 4a | 4c | 58 | cf
6/ d0O | ef | aa| fb| 43 | 4d | 33 | 85| 45| £f9 | 02 | 7£ | 50 | 3c | 9f | a8
71 51| a3 | 40 | 8f| 92 | 94| 38| £f5 | bc | b6 | da | 21 | 10| ££f | £3 | d2
8/ cd| Oc| 13 | ec | 5f£| 97| 44 | 17 | c4 | a7 | 7Te| 3d| 64 | 5d | 19 | 73
91 60| 81| 4f | dc | 22 | 2a| 90 | 88| 46 | ee | b8 | 14| de | 5e | Ob | db
aled| 32| 3a| 0a| 49 | 06| 24 | 5¢c | c2 | d3 | ac | 62| 91 | 95 | e4 | 79
bl e7| c8| 37| 64| 8d| d5 | 4e | a9 | 6c | 56 | f4 | ea | 65| 7Ta | ae | 08
c|lba| 78| 25 | 2e | 1c| a6 | b4 | c6 | e8| dd | 74| 1f | 4b | bd | 8b | 8a
d| 70| 3e| b5 | 66 | 48 | 03 | f6 | Oe | 61 | 35| 57 | b9 | 86 | c1 | 1d | 9e
elel| £8 | 98 | 11 | 69 | d9 | 8e | 94| 9b | 1le | 87 | e9 | ce | 55 | 28 | df
f| 8¢c | al | 89| 0d| bf | e6| 42 | 68| 41 | 99| 2d | 0f | bO | 54 | bb | 16

Figure 7. S-box: substitution values for the byte xy (in hexadecimal format).
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AES SboxPIEREIF451S

Single Instruction Multiple Data
SBoxsps(x) = A-x~1 + 0x63,
x€€EGF28),f(x)=x8+x*+x3+x+1

Gen AES SBox with Sage

#generate aes's sbox
for v in range(®, ©x100):
v_inv = aes_field_inv(v)

v_inv_list = [int(d) for d in format(v_inv, "88b")]
v_inv_list.reverse() # lower bit comes first
v_inv_vec = matrix(GF(2),8,1, v_inv_list)

res_matrix = A * v_inv_vec + C
res = ZZ(res_matrix.list(), base=2)

print "%@2x" % res,
if (v+1) % 16 ==
print

AL\

il
v,
=
=
-

Byte at row y,
column x yx
initialized to yx

Y

Inverse
in GF(2%)

\ 4

Byte to bit
column vector

bl [1 000 1 1 1 1]k] 1
bl [1 10001 1 1] |1
byl [1 1 1.0 00 1 1fb]| [0
B[t 111000 15 o
p;l {11 11 100 ofla] [0
p;| 101 1 1 1 1 0 oflps| |1
bl 100 11 11 0l|bg| |1
;] 10001 1 11 1)[5] [0

Bit column
vector to byte

AdiA.

HELLT

Page 30



$1FSM4 SBox )

'&!l‘.i—i“ s =il

0 D6 90 E9 FE CcC El 3D B7 16 B6 14 Cz 28 FB 2C 05

1 2B 67 9A 76 2A BE 04 C3 AA 44 13 26 49 86 06 99

2 sC 42 50 F4 91 EF 98 TA 33 54 0B 43 ED | CF AC 62

3 E4 B3 1C A9 CH 08 E8 95 80 DF 94 FA 75 8F 3F A6

9 47 07 A7 FC F3 73 17 BA 83 a9 3C 19 E6 85 4F A8

5 68 6B 81 B2 71 64 DA &B F8 EB OF 4B 70 56 9D 35

6 1E 24 0E S5E 63 58 D1 A2 295 22 7C iB 01 21 78 87

7 D4 00 46 57 9F D3 27 52 4C 36 02 E7 A0 C4 C8 9E

8 EA BF 8A D2 40 C7 38 B5 A3 F7 F2 CE F9 61 15 Al

9 E AE 5D A4 9B 34 1A 55 AD 93 32 30 F5 8C Bl E3

A 1D F6 E2 2E 82 66 CA 60 Co 29 23 AB oD 53 1E 6F

B D5 DB 37 45 DE FD SE 2F 03 FF 6A 72 6D 6C 5B 51

C 8D 1B AF 92 BB DD BC 7F 11 DY 5C 41 1F 10 5A D8

D 0A Cl1 31 88 A5 CD 7B BD 2D 74 DO 12 B& E5 B4 B0

E &9 69 97 1A oc 96 77 TE 65 B9 Fl 09 C5 6E C6 84

F 18 FO 7D EC 3A DC 4D 20 79 EE 5F 3E D7 CB 39 48

-2
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W

« Specification contains no info. how the SBox is construted

« Internal structure of the SBox was reverse engineered later
 Analysis of the SMS4 Block Cipher @ ACISP’ 07 by Liu et al.
SBoxspa(x) = (x- A1+ C)" - A+ G,

« Algebraic Cryptanalysis of SMS4: Grobner Basis Attack and SAT
Attack Compared @ ICISC' 09 by Erickson et al.
SBoxgya(x) = (x-A+C) - A+C

* SBoxgpya(x) =Inv(x-A{+Cy) A, + C,,
e x€EGF(28),g(x)=x8+x" +x® + x> +x*+x%+1
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TECHNOLOGIES FOR MODIFYING A FIRST

CRYPTOGRAPHIC CIPHER WITH
OPERATIONS OF A SECOND
CRYPTOGRAPHIC CIPHER
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(57) ABSTRACT

Generally, the present disclosure provides technology modi-
fying a first cryptographic cipher with one or more operations
of a second cryptographic cipher. In some embodiments the
technology leverages a mathematical relationship between
representations of data used in the first and second ciphers to
enable the substitution of one or more operations of the first
cipher with one or more operations of the second cipher. The
resulting modified cipher may in some instances exhibit
improved performance and or security, relative to the
unmodified first cipher. Methods, computer readable media,
and apparatus including or utilizing the technologies are also
described.
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