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collect _prpfiles(driver, 281", v102, vidk, viB5, viB6);
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Win32/Boaxxe.G Win32/Clupteba.M |
i ’ Infected with
g@q I Linux/Onimiki
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® .l Infected with
Perl/Calfbot
deploys deploys
Linux/Cdorked \ Perl/Calbot SSH tunnel All Linux/Ebury
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Linux/Cdorked HTTPS reverse proxy SSH tunnel Linux./Ebury
configuration request exfiltration server
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Win32/Glupteba.M |_ s

C&C server proxy

@ fetch credentials

Win32/Glupteba.M Linux/Cdorked

C&C server HTTP backend server Perl/Calbot

C&C server

gathered information on
é—a all Linux/Ebury

infected hosts

deploy malware
c— ploy
‘ on servers
Annonymising

Operator tunnel endpoint

abs
AP | |

vti-Uirus Ehgine Ln:m.atf




e 432K . spam

« Ik : Glupteba

MG L5 &

A.4.5.Win32/Glupteba.M

Dropped by the exploit kit in non-English speaking countries.
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f634f305a655b06£f2647b82b58£7d3920546ac89
25a819d658d02548b2e5bdb52d2002df2£f65b03a
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— microsoft-report.com
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— /start?uptime=100&downlink=2222&uplink=2222&id=0012ECOE&statpass=B
PASS&version=5&guid=bff5ffee-cfbe-4c9¢c-93d0-
85942289208d&comment=4.00112 HTTP/1.0)

- = NSIE—UBE

- 1) GET

. /user/api/core/authenticateUser?hwld=0&apiVer=1.0.08&email=JayDee84 @
hotmail.com&gpassword=guys&uid=2563523 HTTP/1.1\r\n

‘ LR WHEMRFE : JayDee84@hotmail.com

— 2 ) Host: synergy.eamobile.com\r\n
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IV

LERY (/. *2\?uptime=.*\x26downlink=.*?\x26uplink=.*?\x26id=[0-9A-

Z]{8}\x26statpass=.*?\x26version=.*?\x26guid=.{36}\x26comment=.*? HTTP)

o HFIET :

~  iRimAGIESIRAItcp payloadE & "comment=", tcp payloadfYE 5 NFETFE

N = = .

IV
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e {"virus_familyname":"Trojan/Win32.Glupteba","virus_feature":

["|0047006F006F0067006C00650055007000640061007400650042006
50074|"], "level": 4}

e {"virus_familyname": " Trojan/Win32.Glupteba ", "virus_feature": ["GET
/stat?uptime=%d8&downlink=%d&uplink=%d&id=%s&statpass=%s&

version=%d8&8features=%d&guid=%s&comment=%s&p=%d&s=%s
HTTP/1.0"], "level": 4}

e {"virus_familyname":”

Trojan/Win32.Glupteba","virus_feature":["Global\\Mp6c3Ygukx29GbDk
"], "level": 4}
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1,352,388 hits

December 16th 2016, 09:31:10.312 - December 20th 2016, 09:31:10.313 — by hour
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bbbbbb

Count
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event_time per hour
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‘MD5 : 8B23922AESFAAS5FCED2EBI9F1A9903B6
“JmE=13 . Trojan/Win32.STORMDDOS?2
C&C : 222.186.56.8:8080

*MD5 : fabb011229237ccf92260b8314ea9d7/a
“JmE13 . Trojan[ddos]/linux.dofloo
«222.186.56.8:48080

o FZVERSONEX:Linux-3.2.0-4-4kc-malta-mips|0|0
MHz|120MB|47MB|Hacker
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*Q77Y.com

i UABRFR: Trojan/
JEIP: 111.113.1490 =X (

event.dns

Domain
Available Fields > BER
S ° I
o
S u Popular III I | I
17\ o L, 0. 1 Do 0, llll D P T S
@tmestamp LTS ! :
Destlp @timestamp per day
I [ ] 2 2 2 [ 1 [ 5 [ Srelp Time RecordType X 2» Domain
Type :
» October 9th 2016, 16:24:26.000 Question €c.q77y.com
\ I I I _id
E E‘\ ,uﬁ D ® 8 O 8 O Class » October 2nd 2016, 23:07:50.000 Question €c.q77y.com
o Index _
= » October 1st 2016, 18:24:31.000 Question ct.q77y.com
_score
EQ \ \ _tye » September 9th 2016, 15:53:18.000 Question ct.q77y.com
o
x ’n / \-L ° b September 7th 2016, 04:34:14.000 Question ct.q77y. com
» September 4th 2016, 17:50:15.000 Question ct.q77y.com
+
— D » August 25th 2016, 23:16:27.000 Question ct.q77y.com
= .
» August 23rd 2016, 18:14:39,000 Question €c.q77y.com
» August 16th 2016, 08:06:36,000 Question €c.q77y.com
» August 8th 2016, 23:36:26.000 Question cc.q77y.com
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Sep 28 23:40:09 cpl07s) sshd[18208]: pam_unix(sshd:auth):
authentication failure; logname= uid=0 euid=0 tty=ssh ruser=
rhost=222.186.56.8

Sep 28 23:40:11 cpl07/s) sshd[18204]: pam_unix(sshd:auth):
authentication failure; logname= uid=0 euid=0 tty=ssh ruser=
rhost=222.186.56.8

Sep 28 23:40:11 cpl07/s) sshd[18208]: Failed password for invalid
user ubnt from 222.186.56.8 port 1989 ssh2

Sep 28 23:40:13 cpl07/s) sshd[18204]: Failed password for invalid
user ubnt from 222.186.56.8 port 1626 ssh2

Sep 28 23:40:18 cpl07/s) sshd[18206]: pam_unix(sshd:auth):
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