£ ZRIBUFTFEHRRAMIOSEZ S

RRBHREMEZ L

www.antiy.com




| mm

- B S R
TR R
« RGN
« BAR X H

e 10SZEFGTE

TEXRI%E T



D202
HI = [Introduction

Question :
SFTFERTA?
PR ABEEINERKR?
R MNETA ?

TEXRI%E T



=
X
1p
=
=

¥

’
R:tUa

s

& EAAAF

LA 69 AR 7 X

EH A 69 4] ) 2

SXI %L T

é-—u
ANTIY



123w 2015-11-24 | 5789431
=2y . 73893
BEN R EIEESR : 53460
D ERREE : 0

96w

2700777
1w+ {FERFA : 17155
{xE2+H : 8B
2011 2012 2013 2014

Question : IfEZIREALARR ? HEZZR ?

TEXRI%E T



e VISTPR B

ANTIY

4 android.support.vd
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[» app
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|+ media

[+ view

- widget

= ¥2 = paramBundle.get ("ozsrsDJaPgDiPpdvHRaohYJs

.replaceill (" [VRTJBARRDCyo jXHMYVEWS]", "").s

ugnsnhnb, feapeika = "esoars izttsic ooy":
.evghlrf = ((int)Mach.round((((double) (ugnsn
86)}) + 91.5 - (45.25 + (((double)ugnsnhnb.a
)) - ugnsnhnb,irorsatl - 15380.9873) + ((((d
))) - 15.37 + 9607.13633)));

int[] v16_2 = ugnsnhnb.taiayd;

4 net.emrgw.rsik
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Oooono
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private }F(E argl) {
this.F = argl;
super():

}

B w2 = args. 2 ()
int v3 =v2 = argh 2 1 = 0;
£ v0 = this.F;
B vl =v3!=0 2 w2 : argS;
tf vs = £.F(v0, vi);
iF(vS I= mull) |

if{v3 1= 0) |

£ .7 (this. F, v5, true);

i LLTHL—L L LT,
<factivity>

<receiver :="net.emrgw.raik.fle />

<activity :="net.emrgw.rsik.5® />

<activity :="net.emrgw.rsik.(he />

<activity :="@stvle/m" :="net.emraw.r3ik.i#e />

public final void 7 (B8 arg5, boolean argé)

£ .7 (this.F, v5.F, v5, v2);

» mytool

APKFMainlPP126R8
BeibcobaDevice
BeibobaReceiver
BeibobaService

Question : ESCIBFSERIES | ATUNMERS ?

Bl : soxINREERSHE. BiE. PIR%IE.
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4 COM
4 bangcle.protect
ACall
ApplicationWrapper
FirstRpplication
MyClassLoader
Uil
4 tg.wangzi.com.zZz
a
fr
pr
4 NEQ.DTOXY
DistributeReceiver

import android.app.Application;
public class APKPMainAPPl126A8 extends Rpplication
public APFKFMainRPP126RE() |

super () ;
System. loadLibrary ("APEProtect") ;
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android.intent.action.SIG_STR
android.intent.action. BATTERY_CHANGED
android.intent.action BOOT_COMPLETED
android.intent.action. TIME_TICK
android.intent.action.SCREEN_ON
android.intent. action. SCREEN_OFF
aandroid.intent action. MEDIA_MOUNTED
android.intent.action.UMS_CONNECTED
android.intent action.CALL
android.intent.action.DIAL
android.intent.action.CFF
android.intent action. CONFIGURATION_CHANGED
android.intent.action.DATA_ACTIVITY
android.intent.action DATA_STATE
android.intent action. DATE_CHANGED
android.server.checkin.FOTA_CANCEL
android.server.checkin.FOTA_INSTALL
android.server.checkin.FOTA_READY
android.server.checkin.FOTA_RESTART
android.server.checkin. FOTA_UPDATE
android.intent.action.PACKAGE_ADDED
android.intent. action. PACKAGE_REMOVED
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MD5: 70E62332ECD56EF3C73F316F944DAA3D

R THL S5

Bidl :
AE :

2014-07-12 02:00:30 58 : 8§

L4 2e3def3af08b4coT151e2aceT606400eiH);

L ;1851069843 ;

HEE

com.example test DesUtils decryptiDesUtils java);

« com.example test DesUtils decrypt(DeslUtils java);

« com.example testu getDatalu java);

« com.example test.n.getSendToin java);
com.example test.n.chklsFirstRunin.javal;

« com.example test.u.chkFirstRun{u. javaj;

« com.example testla.onCreate(la.java);

|

[l : 2014-07-12 02:00:408%F : @EERF l Fidfel : 20114-07-12 02:00:408%F :

ME : A& :

android telephony.SmsManager.sendMultipartTexthMessage™1851069843" "nu Bfr: 1851050843

11" (SR null” "null"); IS SERETONG

- HEE

HEE java.lang reflect Method invokeNative(Native Method);

com.example test. Ta (T java); + java.lang.reflect Method invoke(Method java:530);
com.example testusendMsglujava); « com.example test T t(Tx java);

+ com.example.testn.chklsFirstRun(n java); « com.example.test.u.sendMsgiu.javal;

« com.example fest.u.chkFirstRuniu java); « com.example testn.chklsFirstRunin java);
com.example.testla.onCreate(lajava); + com.example testu.chkFirstRuniu java):

com.example testla.onCreate(la javay,

B -
AE :

2014-07-12 02:00:308%F : &%

fih, 0 aff07591cd7a19633be 1821040d7e50b042a14b6dB27d3092(H);

i : 2014-05-0111:30;

EEE

com.example test DesUtils decryptiDeslUtils java);

« com.example test DeslUtils decrypt{DesUtils java);
com.example test.u.getDatalu javal,
com.example test.n.getSendTon java);
com.example test.n.chklsFirstRunin.java);

« com.example test.u.chkFirstRuniu.java);
com.example testla anCreate(la javal;

WE R E L

BiEl : 2014-07-12 02:00:408 %R : BaENEA

AE :

com.android. settings.DeviceAdminAdd iT77:android.app.action. ADD_DEVIC
E_ADMIN

BHEE:

com.example testla.onCreate(la java);
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BiE RME1E

“ RRIFEERDETLR
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H2: CVE-2015-5838 fill KV FH kIR
—— 20154E9H

los8. 1R S | (hiEappsdt ERIRERIEREApple ID

Sign In to iTunes Store
Touch ID requiras your password
when iPhone rastarts. Enter the

Sign In to iTunes Store
Touch ID requires your password
when iPhone restarts. Enter the
password for

passward for
T ee—

Cancel
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Af { stdii__1isbasic_stringeohar,stdii__1iichar_traitscchars stdii__liisllocator<charssiifindy
'.if._;.ult-uxtnnd',
13 1= -1}
L
-m _; 1ihande wtringochas, wtdic_ 1::char_traltsdchare,etdci__lrrallocatecr<chars®::_ init|

IS,
“/f#ysten/Library/Frameworis /Security . framevork/fecurity”,
Sdj:

m.q 11sbasic_stringochar,mtd:i_ liichar traitsdchars,stdsi_ 1piallocator<chard®si_ init(kvid, “SELWrits”, )j
':_' :;LMI‘(III:I.-_'. avid)p
tds :; ribaade_weringechar,mtdic__1:ichar_traltedchace,etdsi__lrrallocatordichazse:i~banic_stringi(kvid);
::._d.[- ?il ;‘Mlit string<char.stdie_ lsiohar tralts<chars,sbdsi__luiallocabor<char>»;i-basle stringi&viS)y
{

MEBookFunotion(v!1, replace S&LMrite, koriginal SSLErite);
1]

N®N D0 2765074488

ZIT-8507 4488
i;ﬂf-". labol = objc msgSend( guery, "objectForKey:", CFSTR("labl®));
{ _guery_label )
£
A : .37 veh w o1y =S
5}(EXapp|eld)”i§?ﬁ E% — IEEAE:_'E!;?TR{ 1ab1:887}) ¢
ir i !“-1‘-"'55““'1_ guary labal, “compare:”, CPSTR("com.apple.lockdown.ldsstity.activatioa®)}) )

*(_DWORD =)_result = 03
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il XXX come @smip XXX comB 8, &

<Tr vabgn - Daschne -
<td nawrap align- "rght”> <tont color="red"> AP PRBRRREW < ont> <t

<td= <input types"text” name="sender” size«"32" valve- IR 163 com” /> </td>

<ftr
<tr valign="baselne" >
i ol < bt cooboor="recl® = SRS A < ot > < 1 >
etef» sinput type="password” meme="serdpas® sae="33" value=
«ftr=
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