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How the N.S_A. Uses Radio Frequencies to Penetrate Computers

The N.S_A. and the Pentagon’s Cyber Command have implanted nearly 100,000 “computer network exploits” around the world, but the
hardest problem is getting inside machines isolated from outside communications.

Transmission distance of up to eight miles

TARGET
COMPUTER

TRANSCEIVER
PLANTED INSIDE
UsSB CABLE

1. Tiny transceivers are built
into USB plugs and inserted
into target computers. Small
circuit boards may be placed
in the computers
themselves.

DATA FROM TARGET COMPUTER

Data and malware are transmitted
over a covert radio frequency

MALWARE

N.S.A. FIELD
STATION

2. The transceivers
communicate with a
briefcase- size N.S.A. field
station, or hidden relay

station, up to eight miles away.

3. The field station
communicates back
to the N.S.A.'s
Remote Operations
Center.

DATA TRANSMITTED

BACK TO N.S.A.

ANTENNA

4. It can also transmit
malware, including the
kind used in attacks

against Iran’s nuclear
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2 Stuxnet2APT ? 1I£2A2PT

[R3X:  The level of sophistication of Stuxnet is by every account very high. The code is relatively
difficult to reverse engineer, contains a PLC rootkit, multiple zero-day exploits, and code
m with different chipsets. r\.mnnc,emaries in
APT intrusions are relatively straightforward, and exploit a single vulnerability most often
in client applications. This enables the adversary to "hide in plain sight" without triggering
any heuristic attention through various code obfuscation and file hiding technigues that
tend to leave unusual artifacts. After all, with a small target space, the likelihood of
discovery is low, and analytical economies of scale will not apply for APT intrusions,
meaning survivability against RE efforts is less important to build in. «

L Stunet ERERRE S S SRERLEFEETE , 82— PLC (THE
I |
BERHIE ) rootkit IS SHRE , MEARTUEES FRS GRS HES. R
. |
Michael Cloppert SRHE | APT I RS AHE S S | EE R RS RS RE AR, e
CIRT Chief Research Analyst at DoD Contractor

£E £ETHSE | TRNAAERe

SHEENAAER USRS HEEREA | 28 "BEEAEEREE N misiaE
fAEETRIRE. B8 | Bir=ERD | S RetEhR D  MEAETTEFHTEA
BRAT APT I |, XENESHY RE MRAEFEAFAIPLER. «

DaD Contractor
US DoD Contractor, USAID, Fifth Third Bank
The George Washington University

3KilE: #B<Why Stuxnet Isn‘t APT>, http://digital-forensics.sans.org/blog/2011/03/24/digital-forensics-stuxnet-apt % % % P$
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