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IFyou need help, please (contactjmessage|call) your
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(email[mail) 15 sent from an uwnrnenttored email address, and =
vour response will not be recetved by Bank of America
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In a similar way, cyber intruders leave behind various digital “fingerprints.” They may send spear-phishing emails from
a specific IP address or email address. Their emails may contain certain patterns of subject lines. Their files have
specific names, MDb5 hashes, timestamps, custom functions, and encryption algorithms. Their backdoaors may have
command and control IP addresses or domain names embedded. These are just a few examples of the myriad of
linkages that computer forensic analysts consider when trying to distinguish one cyber threat group from ancther.

Digital “fingerprints” deunatall carry equial weight in attribution analveic Their validity ar valie ac indicatare af 2 cnacific

iveat roup depends | U4 AR 4B F A0 BAEHUMIF IR0 MATAIAI IR
HIRAN s ot unioue ¢ ]\ — /> BRI HEhEBRIBETHEME ROEHT, IXSSHIAF B2 A5 5E
e | FOR R, S EABRAT . MDSIA. FTR. H5E
SURBR I S

At the most basic level S
enough indicators to show beynnd a reasonable doubt that the Same person or gmup of people were involved.

fingerprints; ht r he not very cai blmplyldw\beg ‘stealthy enough” to not get caught.

« A shared malware-builder tool

| »  Whether the thief ¢ Ilyresed ched their l [,ldsd!.(ed alarms, and attempted to remove evidence such as




+ BERETXEFTR (LIREFESAE , @SHMER )
H—E 0, IRSHEXER. BE

< Hacking Back : tBgi@ N LEEBEEERGHEXER

< BUIESSH : EERMEZEN LIRSHEXSEIR



Hacking Back

sil - Invhie

dhta.don

ail i oam - W

m.g = |Mhtp

5:mal.goagle comimal|? shva=1 &1

5 & M Gmai - Inbox (7) - doks.d0D1 Pomail.com

Sent Mail
Drafts

Personal
Travel
B more +

Chat
Search, add,

® dlta

Set status here
L Call phone
w John Rabara
Invite a friend
Give Ginail to:

Mmlsnluﬂ

o

ar inite

i

vy

A i e Y i Gl M e D M)

Fr Archive

Gmail Tea
Gmail Tea
WAYHN - Pe
WAYN - An
WAYN
Jeffrey Lim
me, Mail (2)
me, Mail (3
e, Mail (3
me, jJeremy
me, Feman
mae, Mail (2)
me, LY C-be
e, Andrew
jetcafpogsc
me, Sara (2
me, Mail (2
T2 me, Mail @
me, Mail {2
me, M.Sara
me, Yahya
me, Mail {2)
me, Mail (2]
me, syazm
me, Mail (2)
me, Mail (2)
me, Mail {2)
e, Arnaral
me, Andrew
Gmail Tear
me, Mail (2)
me, Mail (2]

merden?yfi}- A TN

httpy//www.yoyo2008.com/741498 [aK] [H®)] [53%] [RSS]

-
TERT i R HE 6 #E B BER PAAH
A TAEH &
#8 WE n .
18 )
ENZO mayuan
EEHEEAEN
merdenTy s BEBR
B R _;
3 TR
¢ GHEE REETERNNE REEENHE
& T
EEAS
i

Merd4en7y profile at yoyo2008.com

One of two friends of Mer4en7y in yoyo2008 social network is a user named “mayuan” which seems to be from
Xinjiang and a graduate of Judicial Police School according to shared private information out there:

Avatar Personal information
real name Mabuchi
Gender lale
Birthday December 25, 1985
birthplace of  Spark streets Dabancheng District, Urumagi, Xinjiang Uygur
Autonomous Region
mayuan
Xinjiang Uygur Autonomous Region the Urumgqi Shayibake Bayi
3 Aad as Friend
residence Street

¢ Leave me a message
£ sayhelio
Send Message

Statistics

http://u.pintour.com/uid-b1bf56e230cc42d9bfa003a7718888d2/

Graduate schoc in Xinjlang Judicial Police School

Academic

specialist

View Full Profile

Merden7y's contact profile at yoyo2008.com

FIGURE 30: dota.d0O01@gmail.com (inbox view)'!
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A secret, resourced organization full of mainland Chinese speakers with direct access to Shanghai-based

telecommunications infrastructure is engaged in a multi-year, enterprise scale computer espionage campaign
right outside of Unit 61398’ gates, performing tasks similar to Unit 51398's known mission.
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Attached (xlsx|Exel Hle|document|file) 15 your Cittbanke
Paymentech electronic Merchant Billing Statement.
Tyouneed help, please (contactjmessage|call) your
Account Executive or call Merchant Services at the
telephone mumber listed on your statement.

PLEASE DO NOT RESPOND BY TUSING EEPLY.
Thiz {emaillmail) is sent from an unmenitored etnail =
address, and your response will not be received by

Citibank Paymentech.

Cittbank Paymentech will not be responsible for any

liabilities that may result from or relate to any falure or

delay caused by Citibank Paymentech's or the IWerchant's
etnail serwice o otherwise. Citibank Paymentech

recommends that Merchants contmue to momtor thewr ~

Enclosed (DOC|WOERD file|documernt|file) 15 your Bank of
America Paymentech electronic Merchant Billing Staternent.
It youneed assistance, please (contactfmessage|call) your
Account Executrve or call Merchant Services at the telephone
number listed on your statement.

FLEAZE DO NOT REEPOND BY USING EEPLY. This
(emailjmeal) iz sent Fom an wnmenttored emal address, and
vour response will not be recewed by Bank of Amenca
Paymentech,

Bank of America Paymentech will not be responsible for any
liahdlities that may result frot or relate to any falure or delay
caused by Bank of America Paymentech's or the MMerchant's
email service or otherwise. Bank of America Paymentech
recotmmends that Merchants continue to menitor their
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{ioctermlist lazt-modified="2011-10-25T11:33:012" =mlns:xz="http:/Swww. w3. org/ 2001/ KM Schema” xmlns="http://=schemaz. mandiant. con/ 2010/ 10c”

amlnzizei="http:/Fwwr wi, org/ 2001 EML Schena—inst ance” >
{iocterm term—zource="application/vnd. mandiant. mir” displav—tvpe="string” tewt="DriverItem/Devicelten/AttachedTolriverName” title="Driwver ittachedToDriverName"
data—type="xs:atring"/ >

111

{iocterm term—=ource="application/vnd. mandiant.mir" display-—type="string” tewt="DriwverItem/Deviceltem/DeviceName” title="Driwver DeviceName" data-tvpe="zz:string"/>
I {iocterm term—source="application/vnd. mandiant.mir” display—tvype="int" text="EventLogltem/EID" title="EwentLog ID" data—type="z=:int"/> I
{iocterm tern—zource="application/vnd. mandiant. mir” displav—type="date” text="EwerntLogltem/zenTime” title="EwertLoz GenTime” data—tvpe="wz:dateTime”/>

<iocterm term—source="application/vnd. mandiant.mir” display-—type="string” text="EventLogltem/log” title="EwentLog log" data—tvpe="ma:string"/>
{docterm tern—zource="application/vnd. mandiant. mir” display—tvpe="string” text="EvertLogzltem/messzage” title="EwentLog Meszage" data—tvpe="ws:string"/>
{iocterm term—zource="application/vnd. mandiant.mir” display—type="string” text="EventLozltem/user” title="EwentLog user” data—type="xz:string”/»
{iocterm term—source="application/vnd. mandiant.mir” displavy—tvype="string” text="Fileltem/FileName” title="File Name” data—tvype="z=z:string"/>
{iocterm tern—zource="application/vnd. mandiant. mir” display—type="string” text="Fileltem/FullPath” title="File Full Path” data—tvpe="mz:string”/>
<iocterm term—source="application/vnd. mandiant.mir” display—tvpe="mdb" text="FileItem/MdSsum” title="File MDE" data—tvpe="ms:string"/>

{iocterm term—source="application/wnd. mandiant. mir” display—type="string” text="Fileltem/PEInfo/Importedfodules/Module/ InportedFunctions/string” title="File Import
Function” data—tvpe="ws:string” />

{iocterm term—source="application/vnd. mandiant. mir” display—type="date” text="Filelten/PEInfo/PETimeStamp” title="File Compile Time” data—type="xs:dateTime"/>
{iocterm term—source="application/vnd. mandiant.mir” display—type="int" text="Fileltem/SizeInBytes” title="File Size” data—tvpe="xs:int"/»
{iocterm term—zource="application/vnd. mandiant. NTAP® display—tvype="string” text="Network/DN3" title="Network DNS" data—tvpe="xs:string”/»

{iocterm term—zource="application/vnd. mandiant.mir” display—type="string” text="ProceszzItem/Handlelizt/Handle/Name" title="Processz Handle Name” data-
type="wsrstring" />

<iocterm term—source="application/vnd. mandiant.mir” display—tvpe="string” text="RegistryItem/Path” title="Registry Path” data—tvpe="ss:string"/>
{iocterm term—zource="application/vnd. mandiant. mir” display—tvpe="string” text="RegistryItem/Text” title="Registry Tewxt” data—tvype="ws:string"/ />
{iocterm term—zource="application/vnd. mandiant.mir” display—type="string” text="Serviceltem/name” title="Service Name" data—tvpe="ws:string"/>
{iocterm term—source="application/vnd. mandiant.mir” display—tvpe="date” text="Fileltem/Created” title="File Created Time"” data—tvpe="xs:dateTlime"/>
{iocterm term—zource="application/vnd. mandiant. mir” display—tvpe="string” text="Fileltem/Filedttributes” title="File Attribute” data—tvpe="ms:string”/>
<iocterm term—source="application/vnd. mandiant.mir” display—tvpe="string” text="Fileltem/FileExtension” title="File Extension” data—tvpe="ms:string"/>
mir” display—tvype="string” text="FileItem/FilePath” title="File Path” data-tvpe="w=s:string"/>
——  ———

<iocterm term—source="application/vnd. mandiant.




APT Malware MD35s : MD5s

MD5

74ddc49a7c121a61b8d06c03f92d0c13
CB3DCDE34FDYFFOE19351D99B02F9692
DBC63544C41421FB7TBAZEBIFSETSA09C
Oeecd17c6c215b358b7bET2074bfd500
4111381 1fa2d4c41b8002bfb2554a286
4541e850a228eb69fd0f0e924624b245
BFB39778C26F47DREGS96145DD6E0FEY
d271ae0f4e9230af3b61eafe 767 1fde
FCE13D50BCBEAEISE44B08BE21FI07DA
0AB032CDEB4AT10B1771A080FADIFBET
173cd315008897e56faB12f2b284 3183
3120fc8630c5252002f26f6e11b09eca
339C342AEB64099AT31AFDBC1B941FB3
4C44D9999C5062BB20251ATF3A5203B4
50C97BF51464309E60980985DB0908CA
51D9E2993D203BD43A502A2B1E1193DA
55fb1409170c91740359d1d96364f1 7k
5d8129be965fab8115ecaidfcBdbd T
625DAATC44D1D1035D455F 0036666858
626ACETH9645TDAEAIEIALIFI404A9AA
BED270DAT450945A3A5A05EDAB312732
6F3BADYA426AB6TFIEBF34BB6BATSFEY
TFDAD451E4D320CC34EFCAAABEDDGE24
8462a62f13f92c34e4b89a7d13a185ad
84FCG24F9FAFBDERIE0497058DB1EBE
BFB5CEIBIE3TAADBC27983BIEADACZ0D
9749d38ae9b9ddd81b50aad679ee87ec
9cc962a7f637aced6117aac 787 4bdfs
ABF3F160A21E44CFD32D956B62B97E2C
balc4d3dbfl7d407211b5828405a9b91
c9a31eal48232b201feTchTdbac 75f5e
00B9619613BCB2FEFE117C2CA394A328
02AC495EB31A24065FCE287565B590A1F
04cb272bbe38370757400522999f2f20
0E3282467DD99F3CEEBY11CB1EBAAFSF

/ B APT Malware MDS: x \ S

<« C' | & https://docs.google.com/a/antiy.com/spreadsheet/pub?key=0AjjXWYgRNHkIdHREVO5HX0ZZSXc4WTRUaGVyUzAXNEE&output=html

Scan Date

12/27/2013 7:04:55
9/26/2013 6:01:55
6/4/2013 16:26:00
12/27/2013 12:37:02
11/26/2013 4:26:40
2/21/2013 19:02:08
11/26/2013 23:02:17
11/21/2013 23:01:30
1/22/2013 5:30:58
12112/2013 13:44:31
11/21/2013 22:01:46
11/21/2013 22:02:35
12/3/2013 16:12:25
6/19/2013 20:41:16
10/15/2013 6:00:00
5/10/2013 5:36:05
11/21/2013 22:02:52
11/21/2013 22:01:28
8/1/2013 13:11:12
TM7/2013 12:45:13
10/12/2013 10:13:55
9/29/2013 10:09:32
2/26/2013 11:34:53
11/21/2013 22:03:17
10/12/2013 10:18:13
6/13/2013 18:51:34
10/4/2013 7:20:26
11/6/2013 17:02:01
11/26/2013 23:02:48
11/21/2013 22:02:41
8/28/2013 3:04:23
10/2/2013 14:23:29
6/4/2013 15:27:07
5/30/2013 23:05:10
11/26/2013 23:03:45

] Sl |

- P—

Detections Total

i

Permalinl AVs

https:/fwwn AVG SHeur3 XL 20131226 13.0.0.3169, Ad-Aware Win32 Worm_ Stuxnet A 20131226 12.0.163.0, Agnitum Trojan.DR.Stuxnet
https /i AVG Generic27 AFPX 20130926 13.0.0.3169, Agnitum Trojan_AntiAVIzoXUTSUuOF4 20130925 5.5.1.3 AhnLab-V3 Win-Trojal
https:/fwan AVG Generic_c. AWXC 20130604 10.0.0.1190,Agnitum Trojan.DR.Lyzapolrpd9iphh7tw 20130604 5.5.1.3 AhnLab-V3 Binlmag
https:/fwwn AVG Dugu.A 20131227 13.0.0.3169, Ad-Aware Rootkit. Dugu.A 20131226 12.0.163.0,Agnitum Trojan.DugulaGX0xuP5QyA 20
https:/fwar AVG Generic29.WAS 20131126 13.0.0.3169, Agnitum Trojan.DistTrackICcVEAThte 20131125 5.5.1.3.AntiVir TR/EraseMBF
https:/fwwn AVG Dugu.A 20130221 10.0.0.1190, Agnitum Trojan Dugqul5GX0xuP5QyA 20130221 5.56.1.3. AhnLab-V3 TrojanWin32 Dugu 2
https:/fww AVG Dropper.Generic2. BVHV 20131126 13.0.0.3169, Agnitum Trojan.InjectorltgM4cyg4H04 20131126 5.5.1.3. AhnLab-V3 Wi
https:/fwwr AVG Downloader.Generic11.BLOE 20131121 13.0.0.3169,Agnitum Trojan.DL.Agent4sc9UPN4iDo 20131121 5.5.1.3 AhnLak
https v AVG Win32/Parite 20130122 10.0.0.1190 Agnitum Win32 Parite.5 20130121 5.5.1.3 AhnLab-V3 Win32/Parite 20130121 201
https:/fwan AVG BackDoor.Generic_r. AWZ 20131212 13.0.0.3169, Ad-Aware Trojan KillMBR.U 20131211 12.0.163.0,Agnitum Trojan. Kry
https:/fwwn AVG Downloader. Generic6 ABMC 20131121 13.0.0.3169, Agnitum Backdoor Agent!9zpBuHKT1uw 20131121 5.5.1.3 AntiVir
https /i AVG Win32/DH{ADU2DwogJQ} 20131121 13.0.0.3169, Agnitum Trojan. DR.AgentlAwR44dTyegg 20131121 5.5.1.3. AhnLab-V.
https:/fwwr AVG SHeur3.CDCH 20131203 13.0.0.3169,Ad-Aware Trojan.Fakealert. 26402 20131203 12.0.163.0,Agnitum Trojan.DR.Ageni
https:/fww AVG Dropper.Agent. DYE 20130620 10.0.0.1190,Agnitum TrojanSpy.Agent!PELBMPNIEaM 20130619 5.5.1.3.AhnLab-V3 Wt
https:/fwar AVG Agent2 MVE 20131015 13.0.0.3169.Agnitum Trojan.DL.AgentKQ 7wk 8xpl) 20131014 5.5.1.3 AhnLab-V3 Trojan/Win3:
https:/fwwn AVG BackDoor Generic12 . CHHX 20130509 10.0.0.1190,Agnitum Trojan.DR._AgentlxN5)/8suTCQ 20130509 5.5.1.3 AhnLab-V
https:/fwar AVG Generic14.HE 20131121 13.0.0.3169. Agnitum Trojan.DL.Agent!GifaTVVa69l 20131121 5.5.1.3, AhnLab-V3 Trojan/\Win3:
https: /e AVG Win32/Heur 20131121 13.0.0.3169,Agnitum Trojan.Agent!QkMNZ/a+CLel 20131121 5.5.1.3 AhnLab-V3 Win-Trojan/Xema
https /v AVG Win32/Parite 20130801 10.0.0.1190 Agnitum Win32 Parite. B 20130731 5.5.1.3.AhnLab-V3 Win32/Parite 20130801 201
https:/faar AVG Worm/Generic. HOS 20130717 10.0.0.1190, Agnitum TrojanSpy.AgentXbQCi23c4v 20130716 5.5.1.3 AhnLab-V3 Win-T
https:/fwwn AVG BackDoor Generic13.ADJN 20131012 13.0.0.3169, Agnitum Backdoor SmalllfXzL7THOW 3yg 20131011 5.5.1.3 AhnLab-V
https:/fwar AVG BackDoor Delf. DMT 20130929 13.0.0.3169. Agnitum Backdoor DarkKometlz0alM090vS1 20130928 5.5.1.3, AhnLab-V3 E
https:/fwar AVG Agent2 AVBL dropper 20130226 10.0.0.1190,Agnitum Trojan.DL.Agent21GDuszMsI2AU 20130226 5.5.1.3 AhnLab-V3 C
https:/fww AVG Generic22. BLXD 20131121 13.0.0.3169,Agnitum Trojan. ScarlS0qg2t0F)7V0 20131121 5.5.1.3, AhnLak-V3 Trojan/Win32.
https:/fwan AVG Agent. AYBA 20131012 13.0.0.3169.Agnitum Trojan.Agent!mWgzm4mf3QM 20131011 5.5.1.3.AhnLab-V3 Dropper/\WVin
https:/fww AVG Dropper.Agent. DYE 20130613 10.0.0.1190,Agnitum TrojanSpy. Agent!PELBMPNIEaM 20130613 5.5.1.3.AhnLab-V3 Wt
https:/fwar AVG Dugu.A 20131003 13.0.0.3169, Agnitum Trojan.Agent.RD 20131003 5.5.1.3. AhnLab-V3 Trojan/\Win32 Duqu 20131003 21
https:/fwwn AVG Win32/DH{HnkUTxUbICUMWwWNRCAoPXA} 20131106 13.0.0.3169.Agnitum Trojan.Enfal.Gen 20131105 5.5.1.3 AhnLab-\
https:/fww AVG Generic19.EML 20131126 13.0.0.3169,Agnitum Trojan.VBIB3XTDAQxIHe 20131126 5.5.1.3,AhnLab-V3 Dropper/Malwa
https:/fwar AVG Generic14.HE 20131121 13.0.0.3169. Agnitum Trojan.DL.Agent!GifaTVVa69l 20131121 5.5.1.3, AhnLab-V3 Trojan/\Win3:
https: /i AVG Dugu.A 20130827 10.0.0.1190,Agnitum Trojan.Duqulo6SUG/Pg/F4 20130827 5.5.1.3,AhnLab-V3 Trojan/\Win32_Dugu 20
https /i AVG Win32/DH{AQI8fSAKIIs} 20131002 13.0.0.3169, Agnitum Backdoor PcClient!ZIDapevpySuc 20131001 5.5.1.3 AhnLab-V3
https:/fww AVG Dropper.Generic3.BCQY 20130604 10.0.0.1190,Agnitum Trojan.InjectoriMy+thgX5Z6U 20130604 5.5.1.3. AhnLab-V3 Trc
https:/fww Agnitum Trojan.Enfal.Gen 20130530 5.5.1.3, AhnLab-V3 Trojan/Win32.Agent 20130530 2013.05.31.00,AntiVir TR/Samsa.V 2
https:/wwn AVG Win32/Virut 20131126 13.0.0.3169, Agnitum Win32 Virut.AB.Gen 20131126 5.5.1.3, AhnLab-V3 Win32/Virut.E 2013112
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Threat Outbreak Alert

Threat QOutbreak Alert: Fake Invoice Processing Failure Notification Email

-

Messages on January 16, 2014 B
ThreatType:  IntelliShield: Threat Outoreak Alert Powered by IntelliShield
IntelliShieldID; 32474 Urgency, Possibleuse I
. Related Links
Version 1 Credibility: Confirmed —é
FirstPublished: 2014 January 16 20:35 GMT s iy Wild D — Solutions
everi ild Damage "
LaslPublished: 2014 January 16 20:35 GIT 3 SEELLYSRA e l
E-mail Security
Port Mot available Threat Contral for Endpoints
Threat Control for Infrastructure E
Version Cisco Security Intelligence Qperations has detected significant activity on January 16, 2014. .
Summary Products & Services I
Cisco Security IntelliShield Alert
Manager Senvice L
L Security Products
Description Security Senvices
Cisco Security Intelligence Operations has detected significant activity related to spam email messages that claim to contain
an inveice document for the recipient. The text in the email message attempts te convince the recipientto open the i
attachment for a record of the invoice. However, the zip attachment contains a malicious .exe file that, when executed, =
attempts to infect the system with malicious code. 2
=
1
Email messages that are related to this threat (RulelD8503) may contain the following files: &
SF2ZNRWIJDASNCASTR zip
SF.exe o

The SFexefile inthe SFZNRWIJDAINC4STR zip attachment has a file size of 18,432 bytes. The MDS checksum, whichis a
unique identifier of the executable, is the following string: 0x197FASDEBBSBC3EEABTISA3AGZER4d44

The following text is a sample of the email message thatis associated with this threat outbreak:
Message Body:

This is for the desi ipient only and may contain privileged, proprietary, or otherwise private

information. If you have received it in error, please notify the sender immediately and delete the original. Any other

use of the email by you is prohibited.

Record ID: ZNRWIJDA3NC4STR

Supplier: hxxp:ispamcop.net

Invoice No.: 4504196364

Document No.: 0969152120

|IIVOIDe amount: USD 1808.34

[ ): Approval Requil

Please find enclosed a record of invoice that could not be processed. We would like to ask you to assist us in

resolving the noted rejection reasons.
Cisco Security Intelligence Operations analysts examing real-world email trafic data that is collected from over 100,000
contrisuting organizations worldwide. This data helps provide a range of information about and analysis of global email
security threats and trends. Cisco will continue to monitor this threat and automatically adapt systems to protect customers.
This report will be updated if there are significant changes or if the risk to end users increases.

Cisco security appliances protect customers during the critical period between the first exploit of a virus outbreak and the
release of vendor antivirus signatures. Email thatis managed by Cisco and end users who are protected by Cisco Web
Security Appliances will not be impacted by these attacks. Cisco security appliances are automatically updated to prevent
both spam email and hostile web URLs from being passed to the end user.




Enter a Domain Name I

Domain Name: [researcherzone net M
Enter a domain name into the search box )
to retrieve the hosting history. I
IP Address History
Event Date| Action | Pre-Action IP Post-Action 1P
2011-07-12 New -none- 8.22.200.46
2011-08-23 Change 8.22.200.46 173.236.24.254
2011-11-18 Change 173.236.24 254 173.236.24.250
2011-12-22 Change 173.236.24.250 173.236.117.205
2012-03-26  Change 173.236.117.205 95.143.42.218
2012-04-07 Change 95.143.42.218 §5.143.42.165
2012-05-27 Change 95.143.42.195 31.3.154.113
2013-02-28 Change 31.3.154.113 109.235.51.254
2013-03-22 Not 109.235.51.254 “none-
Resolvable

Researcherzone.net 89 IP 5 & ; 38 : DomainTools
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